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Introduction Arabs and the Internet
For Arab governments that say they consider the freedom of
expression as a western value and therefore undesirable, the
internet becomes a very important tool for a public that find
freedom of expression an integral right. This fact helps explains
the expansion of internet users in the Arab World. In less than
three years the number of users has multiplied from 14 million in
2004 to 26 million in 2006 (1).
Arab governments traditionally restrict freedom of expression and
with the war on terror as a ready made excuse have further
imposed more restrictions. Yet, with the blocking of thousands of
websites, particularly by the governments of Saudi Arabia , Tunisia
, and Syria , thousands others were established to compensate the
blocked ones. Thus for example, the Muslim Brotherhood in Egypt
set up tens of websites to compensate for the blocking of its
websites in Egypt and Syria . This gives a clear indication of the
difficulties any authority will face if they try to limit the amount of
information available on the Internet. Especially if they find
themselves in a situation when they have to lift the ban as it is no
longer useful as was the case with the website of the Muslim
Brotherhood.
Arab governments continuously announce their support of the new
technology and implement programs enhance understanding of
computers and the internet. While many Arab countries have
succeeded in this, others have only distributed computers to its
different bureaus without training employees (2).

Security services across the region were the only bodies that were
able to unite. Meetings of Arab Ministers of Interior take place
without any delays and end only once successful cooperation
between the different police bodies in the region has been agreed.
These agreements even cover the exchange of information and
the new technology. The internet is used very extensively in
security cooperation. Any policeman in any airport could simply
inform you of your life history, the number of cases filed against
you, your political inclination, and affiliations to human rights or
political organisations (3). The meeting of the Ministers of Interior
in February 2006 in Tunisia indicated clearly this harmony between
Arab ministers with regards to blocking websites which "advocate
terrorism" though they put forward no clear definition of terrorism
(4).
On the other hand, the internet has provided an opportunity for
Arab users to communicate with one another and with other
people in the world. Such communication created an electronic
unity through forums and interactive websites, especially in light of
the similar experiences with regards to their oppressive regimes.
We find, for example, that the Kefaya (Enough) movement in
Egypt was followed by similar movements in Yemen , Libya , and
Tunisia . Furthermore, Arab blogs have effectively contributed to
the creation of harmony among Arab activists and have provided a
venue for strong campaigns defending users who have been
exposed to violations by their governments.
WSIS in Tunisia : The magic against the magicians
This was the headline used by Al-Jezeera on its websites to
describe the consequence of holding the WSIS in Tunisia in

November 2005 (5). Arab governments tried to manipulate this
event so as to make it a propaganda tool. However, human rights
organizations and those who call for reform well able to use the
event in order to put the spot light on the dire reality of freedom of
expression, particularly in Tunisia where 8 activists went on a
hunger strike to attract attention to the deteriorated situation in
Tunisia . In response, the Tunisian president accused them of
treason (6).
Islamic websites:
Despite the fact that many secularist and non-religious websites
have been set up, the highest number of websites are Islamic. This
of course reflects interests of Arab internet users. However we
cannot disregard the role played by Arab governments to control,
censor and block websites. Usually this takes place against
political, secularist, and human rights websites. For example the
www.rezgar.com website, a secularist site known for its advocacy
of freedom of expression, minority rights, and women's rights, was
blocked by at least four countries: Saudi Arabia , UAE, Tunisia ,
and recently Bahrain .
Several other human rights and political websites have been
blocked in several Arab countries. This is because they have
covered violations perpetrated by governments or has criticized
their policies. Such actions reveal the hypocrisy of Arab regimes
with regards to the reason given for blocking. In the last few
months, the Bahraini government blocked around 17 websites,
included out own website at the Arab Network for Human Rights
Information (hrinfo.net). This is a clear example of the lies told -

claiming that the websites targeted are those that threaten values
and that are anti-Islamic.
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United Arab Emirates
"The internet is censored in the UAE for cultural reasons. We are
required to defend our culture and to protect it,"
Mohamed Al-Ghanim; General Director of Telecommunication
Regularity Authority
General Overview
The United Arab Emirates (UAE) is a federation of seven different
Emirates: Dubai , Abu Dhabi , Al-sharjah, Ras al-Khaimah, Ajman,
Umm al-Qaiwain, and Fujairah .
The UAE is rapidly becoming a leading economic and
technological power in the region. This is particularly true of Dubai
which is trying to overcome a lack of petroleum resources by
diversifying its economy. Dubai 's information technology sector is
widely considered as the best in the Middle East . This role was
cemented in 2000 when Dubai Internet City (1) was launched with
the specific purpose of bringing internet and technology companies
together in one place. Although the UAE government has
promised to respect the Internet City employees' right to freedom
of expression, the city cooperates with the government to establish
some legal regulations "to guarantee freedom of expression within
a responsible framework" (2).
Internet and Telecommunication Sector:
The UAE has a population 2.6 million. However, less than 20% of
this number are UAE nationals, the rest of the population is
comprised of 23% Arab and Iranians, 50% South Asians, and 8%

of other foreign nationalities (3). The average annual income per
capita exceeds 17,000 dollars. The UAE has 1,136,000 terrestrial
phone lines and 2,972,000 mobile phone lines. There were some
1,373,000 internet users (4)in 2003, and of these there were
already 19,000 ADSL subscribers (5). Some 76% of all internet
users are male and the average age is 27 years old (6).
The rise in the number of Internet users in the UAE has led to the
emergence of a very active community of bloggers. They mostly
write in English and the blogs contain debates and opinions on
numerous subjects including censorship and Etisalat. Blogs are
not immune to censorship and the authorities have already banned
access to at least one (7).
The Etisalat Company has a monopoly over telecommunications
services in the in the UAE held by its "UAE for Internet and
Multimedia" unit, founded on 7 March 2000 (8). Etisalat is among
largest 140 companies in the world as measured by market
capitalization according to the Financial Times and the sixth
largest company in the Middle East in relation to its revenues and
capital (9).
Communication and Internet Law
Etisalat was granted a monopoly over telecommunication services
in UAE by Telecommunications law no.1/1991. It was a Federation
Law and thus applieed in all of the seven emirates. The law
prevents any person or body from installing or operating any
telecommunication device without Etisalat's prior permission.

Moreover, the law stipulates that the government must own at
least 60% of company shares (10).
When the state announced its intention to eventually adopt plans
to free up the telecommunication sector and allow new companies
to work in it the news was welcomed by Etisalat. The Executive
Director of Etisalat Company said that “the company welcomes
this resolution and has the ability to enter fierce competition with
the prospected competitors". However, he went on to call for the
establishment of regulations and limitations on other prospected
competitors (11).
The State supervises the telecommunications sector through its
Supreme Committee to Oversee the Telecommunications Sector
which is chaired by Sultan Bin Aziz Al Mansouri. The committee is
a public policy committee. However, the executive and technical
duties are handled by the Telecommunications Regulatory
Authority which was founded in 2003 upon Resolution no.3/2003
(12).
Mohamed Al-Ghanim the General Director of Telecommunication
Regularity Authority which is supposed to be the arbitrator
between consumer and service provider, has stated that The
Ministry of Economy is working on drafting a competition law in
order to regulate the market and the economic sectors. However,
this does not mean to free telecommunications sector. The new
law will only provide methods for regulating the work of the service
provider dominating the market (13).

On 12 February 2006 the state granted a license to Emirates
Integrated Telecommunication Corporation (EITC). Thus EITC was
granted the right to establish, operate and run a public
telecommunications network and to provide various services,
including Internet services. The Supreme Committee for
Telecommunications considers this step one among others which
should result in a completely free telecommunications market by
2015 (14). Currently, the Telecommunications Regulatory Authority
is considering granting licenses for other Internet service providers
but only through leasing lines from the two currently licensed
companies (15).
In its efforts to decrease the legislative gap in the field of
telecommunications, the UAE issued The Online Signature and
Trade Act, in 2002. Most Arab countries lack such laws. The act
prohibits Internet service providers from disclosing any information
they have access to though providing the service. The act does
deal with other important aspects such as online crimes or online
data protection (16) which were dealt with in others acts.
In January 2006, the UAE issued a law against software and
information crimes the Information and Privacy Law. It is the very
first law issued by an Arab State in this area. The articles of the
law cover a wide range of crimes including, money laundering,
human trafficking, or other crimes that are being facilitated through
the Internet. The law also contains some controversial articles,
such as:
Article no. 20 which stipulates that ‘If any person or group of
persons construct a website, post online information, or make use

of information technology tools to advocate, facilitate, or promote
programs or ideas that would result into public disorder and disrupt
morals, shall be liable to a penalty not exceeding five years' (17).
Article no.16 states that ‘the penalty of violating social principles
and family values... is imprisonment for not less than one year
and/or paying a fine of not less than fifty thousand Durhams' (18).
Article no.15 stipulates imprisonment and/or fines and penalties for
those who defame religious sacred rituals, if these religions are
protected by Islamic legislations…. The term of the penalty is not
exceeding seven years if the crime is committed against Islam… or
evangelism… or if it is related to promoting or advocating any idea
or a doctrine including the above (19).
One of the central problems with these articles are the vague
terms used such as ‘disrupt morals', ‘social principles', ‘family
values', and ‘crimes against Islam'. These terms are open to a
wide range of interpretation and therefore abuse by Prosecutors
acting on behalf of the government to prevent dissenting view
being aired to the public, enforce censorship and deny internet
users their right to freedom of expression.
Directly after the law was issued, the Institute for Training and
Judicial Studies held a discussion debate. The debates
conclusions revealed that the act contains many loopholes that it
needs more explanation and that competent courts should be
assigned for its implementation. The judge; Mohammed Obeid alKaaby asserted that some articles may cause the prosecutor to be
puzzled because of the contradictory penalties that might exist in

the same article. For example, the law disregarded the
criminalization of gambling while criminalized prostitution and
temptation. The law also failed to clarify the penalty of constructing
terrorist websites or spreading terrorist information online using
vague pretexts. (20).
In addition to the new internet laws the UAE also has the Press Act
of 1980 which has been very influential in shaping the
governments view of the internet. The law prohibits criticism of "the
Head of state or UAE leaders", defamation of "Islam or the
regime", or that which "threaten the national supreme interests" or
"satirizes leaders of the Arab world or Islamic countries". Those
who violate this act can be sentenced to imprisonment or fined.
(21).
Censorship and Website Blocking
As the UAE seeks to attract global investments in information and
telecommunications technology it encourages its citizens to use
the Internet. However, their freedom to so is restricted as the state
blocks thousands of websites, which the authorities consider
"undesirable" from the religious, cultural, and political perspectives.
Despite this the government has claimed that the only sites that it
insists are blocked are ones with pornographic content. Etisalat
has backed up this claim by stating that it only blocks sites with
such content.
It seems that online censorship has been extended to the internet
because of the general climate which governs the traditional media
in the UAE. The state imposed clear restrictions on the press and

traditional media. Reporters without Borders have ranked the UAE
101 out of 167 countries with regard to freedom of the press (22).
In the UAE the censorship and blocking of websites seems to be
arbitrary. This is because of the number of factors that can
motivate a decision about whether to block a site or not. These
range from political and cultural considerations which originate in
the government to economic considerations by Etisalat. The issue
is further complicated by technological issues and the fact that
there are dual standards in place with regards Dubai Internet City
and the rest of the countries internet users. Therefore when any
individual case of censorship or blocking is considered it is not
always clear exactly why it has happened.
Given the full extent of the widespread online prohibition practiced
by Etisalat cannot be identified . However, in order to give a
general idea to the level of censorship and blocking it has been
discovered that 1347 UAE based websites from a selected 8713
are blocked inside UAE (a total of 15.4%) this has been referred to
as "intensive blocking" (23). No pornographic, evangelist,
gambling, or drugs trafficking websites. It was also able to block all
Israeli websites (tagged with .il in the URL) and to totally block all
political websites or news sources (24).
Etisalat operates its blocking system via its proxy servers, thus it
can control the content that reaches the users. However, the
company does not operate the same level of control over the users
who access the internet from within the "free zones", such as
Dubai Internet City , and they do not have the content they can
view blocked or censored. (25). Despite the government claim that

it would respect the freedom of expression of users inside the
Internet City there are signs that this situation may not continue. In
January 2006, General Director of Telecommunication Regularity
Authority; Mohammed Ghanem warned that internet connections
within the "free zones" must comply with censorship standards in
the UAE (26). This warning came after authorities prevented
access to the site of the British newspaper the Sun, which could be
accessed from within the "free zone". He said that ‘The internet in
the UAE is censored for cultural reasons. We are required to
defend our culture and to protect it. Therefore, everyone has to
comply with the rules aimed at protecting our society. Even, UAE
public sector companies working at "free zones" should not be
excluded'.
In 1995, during the early days of internet access in the UAE, The
internet was exclusively accessed through one Proxy Server.
However, as the number of subscribers, increased Etisalat added
more Proxy servers. However, it seems that these servers do not
work in exactly the same way. Thus a website that may be blocked
by one Proxy might not be blocked by another (27). The result of
this is that it is difficult for the authorities even to ensure that a
consistent censorship policy is enforced.
The restrictions imposed by Etisalat on the internet exceeded
websites to online voice calls software, particularly Skype. The
company fears that such online software will cause it to suffer
sever financial losses as it also runs the phone network. The
media has reported that Etisalat will negotiate with a British
company to purchase software to block all voice calls via VoIP
protocol as the current Proxy software cannot do this (28).

However, until Etisalat can get the new blocking software, it is
blocking the Skype website ( www.skype.com ) to prevent users
from within the UAE from downloading the voice call program.
When trying to access skype a "Network Error" message appears
instead of the traditional blocking message (29). Indeed so keen is
Etisalat to protect its revenue that it took two people to court for
using Skype. They were charged with exchanging voice calls
through VoIP protocol. This violates UAE law and consequently
the two citizens were sentenced to three months of imprisonment
in addition to fines (30).
Flicker website (31) has been blocked more than once, most
recently in December 2005. The website allows the free upload
and storage of photos. Thousands of bloggers use the website to
upload the photos posted on their own blogs. This led to
demonstrations and protests, particularly because the resons
behind the blocking were not officially declared. However, it has
been claimed that the reason the site was blocked was that
"Sheikh Al Nahyan ben Mubarak ordered the website to be
blocked after an unidentified person posted photos of female
teachers working at a UAE school on it ".
In the same way, Hi5 website ( http://www.hi5.com ) (32) was also
blocked. Hi5 provides services similar to that of Flicker. It was
blocked. Again the reasons for this were not declared. MySpace
website ( http://www.myspace.com ) was blocked on March 2006
(33). It is a blogging service provider.
Like other Arab states, UAE authorities blocked (
http://www.boingboing.net ) (34) blog. It is a foreign blog dedicated

to discussing many critical issues, including technical tips to skip
the censorship imposed on web pages.
In addition to blocking global websites, the UAE authorities have
also blocked the Arabic language, European-based, Al-Hewar AlMotamaden website ( http://www.rezgar.com ). The website
describes itself as "the first leftist secular daily independent online
newspaper in the Arab world". The website has almost 26,000
visitors per day. A UAE state official claimed that site was blocked
because of one of its writers on it was believe defamed the late
UAE presiden. Thus the blocking apparently had nothing to do with
the sites content (35).
The administrators of Sablat Al-Arab forum (
http://www.omania.net ) complained that their website is blocked
within UAE. The website is an Omani web forum aiming at
exchanging views on a number of issues. The website is subject to
strict censorship by its administrators. However, it was blocked
within UAE once again without the authorities giving a reason.
(36).
"Emirates Video" website suffered the same problem. It is a web
forum constructed by a young UAE citzen. The purpose of the
website was to post extracts of video clips which are officially
allowed in UAE. However, the authorities blocked the website.
Even when its URL was changed, the new website was blocked
despite the website administrator asserted that there are dozens of
similar unblocked websites in UAE (37).

In its report on the freedom to use the internet in the Middle East
and North Africa ; Human Rights Watch reported that for the first
time Etisalat blocked a UAE blog on July 2005 (38). Etisalat
claimed that the blog contains pornographic photos, despite the
fact that the blog does support the photo upload service. "I believe
that blog is blocked because of posting a poem criticizing the
Dubai police which calls upon tourists not to violate society
conventions" the unidentified administrator of the blog told Human
Rights Watch (39).
Despite blocking and censoring websites, Etisalat posted a study
in 2002 which indicated that 60% of the 14,000 subscribers who
responded welcomed the idea of blocking if its main purpose is to
protect users from abusive materials. The blocking system is an
acceptable censorship method (40). In response to a questionnaire
sent out by the Arabic Network for Human Rights Information
(HRinfo) the participants pointed out that they face many blocked
websites while using the Internet from within the UAE. A
participant said that these blocked websites included immoral,
evangelist, and political materials (41). Another citizen mentioned
that the blocked websites include religious, news, and political
websites. Some of them websites were foreign (42). However what
is most significant and worrying is that those who replied to the
questionnaire did not express any intimidation because of the
existence of such censorship.
Extreme online censorship has accompanied the changes in the
way authorities treat activists and reformists and the increase in
arbitrary detentions which was not the case before 11 September.
Particularly, because the UAE Federal Constitution prohibits

arrest, detention, or searching without a legal permission or an
obvious necessity. It also prohibits torture and cruel treatment (43).
Recently, since 9/11, everything has changed. UAE witnessed a
number of arbitrary detentions, the most recent of which is the
detention of the human rights activist Dr. Mohamed Al-Rokn on 23
August 2006 without giving any clear reasons. The Arabic Network
for Human Rights Information (HRinfo) condemned this detention
which reveals that oppression had reached a peaceful state. "It is
unfortunate that the Emirates have acquired a negative
experiences from Arab governments with regards to violations of
the law in stead of acquiring respectable experiences that can be
followed," HRinfo Executive Director, Gamal Eid said (44).
Internet Cafés
Internet Cafés are not of great importance for UAE citizen because
of the widespread ownership of PCs and easy access to the
internet. Visitors of public cyber cafés are mostly foreigners from
Asia residing in the UAE. It hqs been estimated that there were
some 200 cyber cafés in 2002 r (45),now the UAE has some 600
cyber cafés (46).
In order to operate a cyber café the owner must have the approval
of the Ministry of Information and a valid commercial license. The
technical equipment needed to operate a café must be purchased
from Etisalat which leases internet lines for public cyber cafés. The
owner must also send a letter to the Etisalat Company showing the
identity and qualifications of cyber cafés manager (47).

When internet cafés first started opening, there were no sharp
restrictions on cyber cafés visitors. However, this has recently
changed as Etisalat has announced that all internet cafes within
the UAE must register the names of visitors and the period of time
they use the service (48).
Etisalat manager; Abdullah Hashem claimed that this done inorder
to minimize online crime which are usually committed from internet
cafés. He asserted that the policy aimed to protect the country
whilst not preventing people from enjoying access to the internet
(49).
Those who responded to HRinfo's questionaire do not access the
internet through public cyber cafés. However, they do not believe
that there is any harassment against the visitors of such cafés
(50).
Although there is a standardized procedure governing the working
of cyber cafés in the United Arab Emirates , the implementation
differs at each emirate. An official at Municipality and Planning
Department in Ajman stated that in the Emirate there were some
45 cyber cafes. Many of these have been closed for failure to
abide by the conditions of work which were established two years
ago, These included a requirement to have a glass transparent
storefront. Cafés owners also had to allocate a special section for
children which should be separate from the adult area. The police
in Ajman visit cyber cafes regularly. Such visits resulted in the
arrest of 22 students who were visiting cyber cafes during the
school day (21).

In all cases, UAE citizens are suspicious of cyber cafés. Some
academic professors have warned citizens against them. "The
negative results of visiting internet cafés can be isolation,
withdrawal, and addiction as well as weakening family
relationships" asserted Prof. Ahmed Falah El-Aamoshy from AlSharja University . Another widely held point of view is that the
routine activities practiced by young users in internet cafés
exposes them to risks and crime (52).
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Jordan
"The internet is an integral part of our lives. Although many people
misuse it I will not tolerate state control over the internet. I will not
accept censorship or blocking of any site as the internet is our only
access to the world around us"
Reem, a Jordanian citizen
General Overview
Jordan is one of the Arab countries that is witnessing a
renaissance on the information and technology front.
Consequently , internet use has gained importance. The main
objective of the government is to make Jordan attractive for
investors especially in the field of information technology. To
achieve this objective, Jordan has taken a number of measures
such as the establishment of the Communication Organizing
Authority (COA) in 1995. Subsequently, Communication Law No. 8
was passed in 2002 a view to improve the regulatory framework.
In 2004, Jordan had a population of 5,7 million. The country is
relatively with an average annual income of 1,964 US dollars per
capita. There are some 618,000 landlines, a rate of 10.8 per 100
citizens. In addition, there are 600,000 mobile phones lines. (1)
Jordan 's government presented its vision of information and
communications in a General Policy Document that was ratified by
the cabinet on 4 September 2003. In this document the
government pledged to implement a number of initiatives towards

digital participation, and stated that it is determined to remove
every obstacle to the implementation of its policy. (2)
Internet and Telecommunications Sector
Internet services were first available in Jordan from the mid 1990s.
During the last 10 years the market has witnessed a great
development. In 1997, the Public Institution for Wireless
Communications was turned into a state owned company by was
operating on commercial basis, under the name of the “Jordan
Communication company” (3). Until 2004, it was the only company
offering national and local phone services. (4). In 2004, the
government sold its shares to France Telecom which became the
dominant player in the communication sector in Jordan , holding
51% of the capital (5).
Mobile phones services were first provided by Fast Link. They
were the only company in the market from 1995 until Mobilecom
Company started operating in 2000. Since 2000 they have
remained the only companies in the market and COA has not
provided any news about the possibility of a third company (6).
These steps have contributed to an increase in the number of
Internet users from 127,000 in 2000 to 630,000 in 2004 a total of
11.7 users per 100 citizens, this is a high rate in comparison to
other Arab countries (7).
Currently many companies provide internet connection services.
The Jordanian market attracts Arab and international companies to
provide these services and this open competition has meant that
prices have decreased. For example, when ADSL services entered

Jordan 's market in 2001, there were no more than 409 users. By
2004 this number had reached 10,000 after the company TE.Data,
the biggest provider in Egypt , started to provide “free net” services
in Jordan (8)(9).
This rapid development in the communications field has led Jordan
to stand among the best Arab countries in this field.
Communication and Internet Law
Although there is no comprehensive legislation on the Internet use
in Jordan , the State is trying to establish innovative regulations to
organize the use of the Internet. The Jordanian Communication
law focuses on the organization of communications according to
the government's policy and on the setting the minimum standards
of quality that the service provider must comply with (10).
Censorship and Website Blocking
Internet users enjoy a state of freedom that those in most of the
other Arab countries do not know though the situation is far from
perfect. The government officially claims that there is no
censorship or banning of sites' content or on the diverse electronic
communications of news, e-mails or any form of internet use (11).
King Abdullah II declared on many occasions, including the speech
he delivered before the American organizations in Washington on
2005 (12), his full compliance with freedom of press and freedom
of expression. The King himself launched the project of the
National Agenda in February 2005. This is a 10 year project in
which many recommendations were formulated in response to

journalists' demands in Jordan . However the gap between what
was recommended and reality very quickly when the government
and Members of Parliament refused to include these
recommendations in the new Press law of 2006 (13).
In spite of the relative freedom that internet users enjoy in Jordan ,
human rights organizations have demanded more than once that
the Jordanian government ensures full respect of freedom of
expression. Instead, the police, the intelligence services and the
General Prosecutor continue to repress freedom of expression
(14).
Some situations showed the freedom that internet users enjoy,
such as when the authorities banned the London based "Arab
Jerusalem" newspaper, which had published articles attacking
Jordan 's policies (15). But still, it remained possible for people in
Jordan to read this newspaper on its website which was not
blocked (16).
On the other hand in 2001, the authorities blocked the "Arab
Times" website inside Jordan as it had published a number of
articles written by the famous member of the opposition Togan
Alfesl in which she accused the Prime Minister Ali Abu Ragheb of
corruption (17). She was referred to State Security Court for
having published these articles (18). .
Freedom on the internet witnessed a relapse after September
2001, when the government took measures to restrict this
freedom. The authorities demanded that the service providers
prevent access to some independent news websites. The

Government also took legal measures to curtail freedom of
expression in the mass media including the internet (19).
Reporters Without Borders' report spotted a number of websites
which were blocked including arabmail.net and ammannet.net a
Jordanian radio broadcasting on the internet. All internet service
providers in Jordan have to pass through the governmental
network in order to connect to the internet which means they may
be exposed to censorship by governmental bodies at any time
(20).
However, there are no laws or resolutions demanding the service
providers inside Jordan impose any kind of censorship on websites
including pornographic ones (21). One of the internet cafés owners
said that he could not prevent visitor from browsing the banned
websites whether pornographic or extremist as he considered it a
personal freedom he has no right to undermine and particularly
because young people like to visit these sites. The owner believes
that for the youth, ‘Forbidden fruit is sweet'.
Despite the absence of a clear definition of who is responsible to
“watch” the internet, it is obvious that security services are
watching the Internet. This can be shown by the case of a young
Syrian man arrested and detained after he sent message to the
Jordan Information Center in which he threatened to explode
atheist places in Jordan (22). This case seems to draw a decisive
line between the right of a citizen to get information and the right of
the State to guarantee its citizens' security.
In the Syrian citizen's case was preceded by another incident in
which a Jordanian citizen had been was sentenced to two and half

years in prison, having sent an e-mail to the General Intelligence
Department in which he was threatening to blow up the
Intelligence building (23).
The reduction of the freedom of expression in Jordan after
September 2001 also affected the internet use. Many Jordanians
are convinced that the security services read the comments written
on web forums. In December 2001 the Supreme Council for
Information was established with the aim of reforming the
Jordanian media policies. This new authority also watches the
internet and started to ask the access providers details about
banned websites (24) .
In another case the authorities put pressure on the officials of Amin
site which is an electronic news website which publishes many
news articles that are not usually published in the traditional mass
media (25)(26).
Ra'ed El Abed editor in chief of the websites confirmed that they
had received phone calls from the manager of the governmental
office for Printed and Press warning them not to tackle particular
topics .
Press reports affirm that the authorities have blocked the
"Qawem.Net " website as it called for resisting against Israel and
boycotting American goods (27)(28).
In August 2006 the Muslim Brotherhoods group's website
http://www.ikhwan-jor.org was blocked. According to the group this
blocking coincided with the banning of the Islamic Labor Front
party, the political wing of the group in Jordan . In spite of knowing

about this case in Jordan , some citizens claim that they do not
feel this is a constriction of their liberty.
Internet Cafés
The approximately 500 Internet cafés in Jordan are one of the
primary ways for the citizens' access to a computer, especially the
youth and students who do not have laptops or cannot afford to
pay for an Internet subscription. A study by Mohammed Al-Khadi
,a professor in the press department at Yarmouk University
indicated that the 18- 22 age bracket constitutes the highest
percentage of cafés visitors in Amman and Irbid, the biggest two
cities in Jordan. Text based web chatting constitutes some 85% of
internet use (29).
Legend says that Jordan has the world record of the highest
number of Internet cafés in one street - Shafeik street in the city of
Irbid because it is close to Yarmouk University . The University has
more than 130 Internet cafés on its campus. Most cafés are
provided with fire wall system in order to automatically hide some
websites.
In December 2000 the first resolution to regulate the work in
internet cafés was issued by the Communication Organizing
Authority (COA). According to this resolution the government is
responsible for issuing licenses. It also stipulates that internet
cafés owners must be Jordanian men of good reputed, who have
never been charged with immoral crimes or fraud. Internet cafés
owners also have the obligation to register the names of the users,

their ID number, and a monthly record of the websites browsed by
the visitors.
The Jordanian government agreed to amend this resolution in
order to encourage investment on this field. Therefore, permission
was given to youth aged 13 and above to enter Internet cafés,
previously the limit had been 16.
In compliance with rules, some cafés register names of visitor and
the time they use the internet (30). However many citizens say that
they do not notice any particular measures being implemented
(31).
However the resolutions regulating the work in the Internet cafés
provides the obligation for the owners to set up censorship
programs, to prevent from access pornographic websites, websites
which offend religion, websites promoting the use of drugs and
cigarettes, gambling websites and websites that contain military
information. The resolution also stipulates that computer sets are
to be in an open space, not in booths. The security services have
the possibility of visiting the cafés in order to ensure their
compliance with the resolution.
The use of internet in public cafés generated many social
problems inside the conservative Jordanian society which is still
bound by tribal customs. The scholar Mohammad Al Rashidi
claimed in his study (contrary to the finding of some Saudis) that
the internet should not be restricted to men only as the internet is a
refuge for men and women even inside a conservative society
(32).

Men use the internet more than women though this situation has
started to change with a rise in the number of girls who visit
internet cafes though this is still not accepted by some in society
(33). One example of resistance to such changes was in an e-mail
of a citizen that claimed that 99,99% of internet use in internet
cafés are for immoral purposes, either for on chatting or browsing
pornographic sites. He concluded his message requesting
authorities to close down all these places completely (34).
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Bahrain
General Overview
The Kingdom of Bahrain is a small country in the center of the
Arab Gulf surrounded by larger countries which force it to play a
delicate balancing role in its foreign policy. These sensitive
relations color the public situation in Bahrain and are reflected in
all aspects of political and social life especially because the
country includes a large Shiite population but is ruled by Sunni
king and government. This situation is reflected in the level of
internet freedom and freedom of expression generally.
Demonstrations serve as an example of these tensions. On June,
29 2005 there was a demonstration of some 400 Bahraini Shiites
citizens in front of the Bahraini newspaper "Al-Ayam" protesting
about a caricature of the Guide of the Iranian Republic published
by the newspaper which was considered an insult by the Shiites.
(1)
Bahrain has a population of some 720,000 people, among which
about 235,000 are non-Bahraini citizens (2).
Internet and Telecommunications Sector
In the field of telecommunication, there are more than 196 000
phone lines and some 748,000 mobiles phones. There were
already some 150,000 computers in Bahrain by 2002.
From when the Internet first became available in Bahrain until
2002 "Batelco" www.batelco.com controlled Bahrain 's
telecommunication market as it had a monopoly. In 2002 a

decision was passed to free the market, nevertheless, Batelco
company still dominantes the Bahraini market. In 2002 there were
some 50,000 internet subscribers and some 125,000 internet
users. According to the latest statistics the number of users would
now amount to some 152,000.
The monopoly enjoyed by Batelco has generated a lot of criticism,
especially concerning the high prices of Internet services which
encouraged some subscribers to establish a specialized site to
protest against the company's policies (3).
Although "Batelco" presented some offers of ADSL it only does so
at a very high cost. Press reports say that the reason for the policy
is to limiting internet use because of fear of its political
empowerment (4).
In a poll sent out by the Arabic Network of Human Rights
Information (HRinfo) during the research preparation it appears
that the main issue for the users was the very high price of the
service (5). Indeed, 40 dinars per month (100 US dollars) is a very
high price especially when the individual's income average does
not exceed 150 Bahraini dinars per month. The results also
showed that the state is responsible for such a situation as it
protected Batelco's monopoly. A participant described "Batelco"
company as “willing to rob the people of Bahrain in every way” (6),
and another said these prices were unbearable for 75% of Bahraini
families and negatively affected the spread of the internet (7).
Communication and Internet Law

In 2002, Bahrain passed law No. 48 on telecommunications
establishing an independent authority whose duties include the
protection of customers' interests and encouraging the competition
among the licensed operators (8)(9). http://www.bix.bh is a nonfor-profit authority granting licenses to new internet service
providers. These legislative steps have put an end to the monopoly
enjoyed by "Batelco" company on the market for more than two
decades (10). Since then, seventeen companies have got licenses
to provide internet services in Bahrain (11). But according to the
latest reports, most companies are not ready or face a shortage in
infrastructure (12). Nevertheless, some companies have additional
licenses to provide currently unavailable telecommunication
services via Internet in Bahrain (13).
In spite of these hindrances, the Bahraini internet community is
very active in web forums and on online discussion sites. Activists
from all political persuasions take part. For Bahrain this is a
remarkable activity as it is one of the only places where citizens
can freely express themselves. However, despite the authorities
promises of openness and democracy activists are still sometimes
detained by the government, even though Bahrain is relatively free
when compared to other Arab governments.
In 2002, Bahrain passed a new press law which faced widespread
opposition because many considered it as retreating from the
promises of democracy and freedom that the Government had
made. This law allows for the imprisonment and fining of
journalists and newspaper editors whose websites are blocked for
publishing ‘illegal' data and information. (14). The law includes
punishment for journalists who attack the King, Islam, or who

advocate change in the government. Finally the law also provides
for imprisonment of those responsible for threatening the security
of the Kingdom. (15).
Censorship and Website Blocking:
In contrast to most other Gulf States Bahrain is characterized by
active political involvement it has a national Assembly (parliament),
a Shura Council and numerous Human Rights organizations.
Occasionally Bahrain witnesses public protests, marches and
demonstrations by citizen.
Internet freedom situation seems to be strange in the kingdom of
Bahrain . The government does not impose a general or intensive
blocking on pornographic websites whereas it seems to be much
tougher when it comes to political sites. In tests done by the open
network initiative in Bahrain proved that only eight of 6 000 sites
examined were blocked, three were pornographic sites, the others
were political and religious (16).
Indeed in a poll by HRinfo during the research preparation, the
respondents agree on saying that they face problems in browsing
many opposition websites. Some responses mentioned the many
Bahraini sites blocked within Bahrain (see below) (17). According
to some, blocking of political websites uttering the "truth" was
common but pornographic sites were untouched (18). Another
message described the blocking as in line with the political
interested in the state and against justice for the people (19).
Another message elaborated in examining the blocking saying that
it was done only to the opposition and human rights sites which

concern Bahraini affairs, forums that cover political conditions and
those which are recording the authority's violations (20).
Although all the messages in this frame agreed that the blocking
was the state's responsibility, some also blamed "Batelco" or the
security apparatus for their responsibility in such a situation.
Despite the absence of legislation for controlling website blocking
or internet publishing, one can see the obvious responsibility of the
Ministry of Information and the security apparatus in many cases
of websites blocking. For example, in May 2002 after a small
demonstration before the Bahraini company of telecommunication
which was; asking for the end of the company's practices of
crippling websites (21), and calling for the resignation of the
Minister of Information and Telecommunication "Nabil Yaccoub Al Hummer" (22). The minister acknowledged that some sites were
closed but said the authorities had not crippled any except
websites including "insults".
In the same year, before the legislative elections boycotted by
some political groups, Batelco closed more than ten Bahraini
websites, fearing they could be used during the elections period
(23). The committee of coordination of some internet sites in
Bahrain issued a statement saying the blocking of websites
created a scandalous contradiction between the suggested
slogans and directions sought by the King and the practical reality
of violating basic human rights (24). The statement called for the
suing of Batelco and any one who would issue blocking orders and
also called for the establishment of a commission of investigation

in this case as well as compensation for the owner of the targeted
websites (25).
In spite of the constant claims by the authorities that websites
blocking requires an judicial notification to be issued to Batelco
and that only then the company will ‘take the necessary measures'
(26). The laws published on the official site of the company specify
that the contract between the company and the user pays special
attention to the user's undertaking not to publish, send or receive
any message or subject considered as ‘unsuitable' (27) . Of
course, the definition of what is ‘unsuitable' flexible enough to
include anything the government or company do no like.
However, Batelco's regulations specify that the company will not
watch communications though it maintained its right to review the
published subjects and to omit any subject at its own discretion
(28)(29).
These general and mysterious rules and the non-existence of
legislation on the internet allowed the banning of dozens of
websites because of the political and religious opinions published
on them.
Members of Bahraini Shura Council called for more intensified
censorship on the internet, not only pornographic websites but also
about websites containing insults and statements which offend the
King or any State's leader (30). ‘How can we leave websites that
insult the symbol of the State …the Sultan is a symbol of Allah …
he who dignifies the sultan dignifies Allah and he who offends the

sultan offends Allah, so we have to preserve the dignity of our
State and our rulers ‘ (31).
"Bienat" (32) website has been blocked this website belongs to Mr.
"Mohammad Hussien Fadel Allah» one of the famous Shiite
Muslims clerics, who publishes his discourse and answers to the
cases received from his followers (33). The blocking was operated
by Belatco in cooperation with the Ministry of Information (34)(35).
On the celebration of the World Press Day the Bahrain Youth
Association issued a statement in which it confirmed the
continuation of the policy of closing the electronic websites which
usually criticize the political regime in Bahrain (36).T he statement
included a list of the closed websites which include "The National
construction Forum. " Bahrain moltaka" (gathering place), "The
National Committee for Torture Victims and Bahrain Martyrs",
"Bahrain Forum", "Dores Cultural Forum" (37)e (38) .
Amid this closure campaign against political sites, the report
showed the Ministry of Information's ignorance of pornographic
websites which call for children's prostitution. It also ignores
websites which launched campaigns against human rights
activists. On the contrary, it increased the censorship on the
political sites that attack the political regime. (39).
The most important Bahraini website is Al Bahrain Moltaka (40)
and it has been the object of the most famous chase by the
authorities. This started with frequent blocking and ended with
detentions. In April 2004 the visitors were surprised not to be able
to browse the website inside Bahrain . When an inquiry was put to

Betalco about the reason, it responded that it had received an
order from the Ministry of Interior to close this website. It refused to
provide them with a copy of the judicial order. The time of the
closing happened to coincide with a campaign launched by the
authorities against four associations of the political opposition
which were calling for constitutional reforms in the country. The
Labor Minister had threatened to close the four associations (41).
Bahrain 's Moltaka website is the most active among the
opposition websites to the extent that New York Times newspaper
published a report about it in which it said that all politicians in
Bahrain start their day by browsing this website to understand how
the opposition is thinking (42). It also mentioned that the easiest
means to organize protesting marches in Bahrain was to publish
details about it on the famous website. The American newspaper
spotted that one of the situations that provoked the authorities
more than others was when the website published the full text of
the Bahraini opposition activist Abdel Hadi Al-Khawaga in which he
attacked the Prime Minister Ali Al-Khalifa in Bahrain . Al-Khawaga
was arrested directly after this speech. No Bahraini newspaper
published a word of this attack while the Moltaka published it in
full, which was used as the reason to close it (43).
As the government plan to close this site and other sites
continued, in February 2005 when the Bahraini authorities arrested
three officials of the Moltaka website. This matter generated a
wave of criticism. Ali Al-Imam,"Mohammad Al-Mosawy" and
"Hussein Youssef" were held in custody for 15 days following
orders from the General Prosecutor. They were released in 14
March but the case is still pending. (44)

In Mid-2005, the Bahraini authorities took a number of steps to
reduce fundamental freedoms. In July, the National Council
certified a new decision organizing the activity of the political
associations. Under this law these associations must be approved
by the Minister of Justice knowing that the Minister of Justice has
the possibility to submit a request to the Supreme court asking for
the dissolution of these associations .
Furthermore, the Books and Publication Department of the Ministry
of Information issued a resolution specifying the necessity of
registering internet websites which are inside the Kingdom and
those which are outside but which deal with the kingdom's affairs
whether art, sport, religion, or politics. This resolution was widely
opposed. And there was an implicit agreement among a great
number of websites owners to refrain from registering as they saw
this resolution as a means to undermine freedom of expression.
The activists and websites owners called for the abolishment of
this resolution and the adoption of the Moral Honor Charter drafted
by the Bahraini Internet Association. The reasons for not
publishing this Charter remain unclear. The charter focuses on
moral criteria for publishing on the internet and for a new basis to
protect internet's network against morally unacceptable material as
much as possible. For its part, the Ministry of Information clarified
that this resolution aims at creating a climate suitable for
investment and social development.
The resolution came within the Ministry's commitments to ensure
freedom of press, edition, and publication guaranteed by the
constitution.

Human rights organizations have protest against the resolution of
site registration. The organization Reporters Without Borders
issued a statement concerning this resolution in which it asserted
that this resolution could not be issued in a democratic state as it
constitutes a threat to freedom of publication and information (45).
Reports within Bahrain showed that that the Ministry of Information
continued to obligate websites owners to put the registration
number on the websites (like books registration number). But, until
now, a lot of websites owners have not complied with this
resolution. So far, the authorities have not engaged in any
procedure to punish them (46).
Arrest and Detention for Internet Use
Galal Alwy
The Kingdom of Bahrain may be the first Arab country to arrest
individuals for using the internet. In March 1997, the authorities
arrested Galal Alwy alleging that he had sent information to the
Bahrain Liberal Movement. He was held in custody for 18 months
(47).
Ali Abdo and others
On 27 February 2005 the Bahraini Authorities issued the order to
arrest the 27 year-old general supervisor of "Bahraini Moltaka",
Abdo Alamam. As he was not at home when the police came to
arrest him, they arrested his sister (48). The order also concerned
two activists of the forum, Mohammad Al-Mosawy and Huissen
Yousef, both were detained for 15 days by order of the General
Prosecutor (49). Abdel Al-Amam confessed his responsibility for

Bahrain on line but maintained his right to freedom of expression
and his right to spread information, as guaranteed by the
constitution (50).
The Information Ministry has filed a suit against "Bahrain Moltak",
alleging: It offending the Royal identity, Inciting hostility against the
regime and propagated allegations and lies that cause tensions
(51).The prisoners went on hunger strike during their detention in
Hora Police station in Manama. All three were released on 14
March 2005 but the charges against them were not abandon and
they may face a judicial procedure in the future (52).
Internet Cafés
Anyone can notice that in Bahrain internet cafes have spread
widely despite the absence of legislations and decisions organizing
the work of these cafes. Even though there is a relative freedom to
use the internet in Bahrain in comparison to the neighboring
countries the authorities have started to place internet cafes under
increasing surveillance and their legal status is being discussed
within the Bahraini Parliament.
Despite rumors of internet cafés encouraging pornography (53) no
control has been imposed over the subjects available to the users
in internet cafes. Internet cafés have become a source of attraction
for the Gulf tourists (54).Users' names are not registered and there
is no supervision or surveillance by the officials within the cafés,
moreover, the light inside the cafes is often weak enough so that
one cannot identify the person sat next to them. (55).

The current image of internet cafés in Bahrain meant that the
Islamic National Block in the Assembly presented its wish to put
restrictions on internet cafes (56)to prevent the users from viewing
pornographic and morally corrupted websites. Batelco would have
to find an easy way for the user to report these ‘corrupted'
websites in order to close them quickly. Suggestions also asked
for the removal of closed booths in cafes in order to prevent too
much privacy, for a prohibition on young children visiting internet
cafés and to fix a minimal age for the visitors. Finally for the
display of the rules and restrictions in a clear and dominant place
within the cafés. (57)
After deliberations the Public Utilities and Environment Committee
of the Representatives Assembly recommended putting
restrictions on internet cafes, intensifying the surveillance
campaigns, withdrawing licenses of some cafés that would be in
breach of these restrictions (58). They also recommended the
removal of all booths and curtains inside the cafés, the separation
of males and females and that children under the age of 18 should
not be allowed to enter the cafés.
The Representatives Assembly only issued recommendations.
However, 2006 saw an increase of cases against internet cafes
users in Bahrain when inspectors working for the Inspection
Centers in the Ministries of Industry, Commerce and Publications
and Prints launched a series of raids in cafés in order to ensure
the compliance of the Internet cafés with the restrictions mentioned
above (59)(60).
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Tunisia
" Blocked websites are mostly anonymous websites used as a
venue to slander and smear the reputation of private individuals,
and often include threats from terrorist organisations " .
Oussama Romdhani Director General of the Tunisian External
Communication Agency (ATCE)
Overview
Tunisia may appear on the surface as a modern country, living
under the principles of liberalism and a free economy, a state that
grants women many freedoms and rights that are not enjoyed by
their counterparts in any other Arab state. In reality however, this is
not the case. Tunisia , under the rule of Zine Al-Abidine Ben Ali
who has been in rule since 1987, is strictly controlled by his ruling
Democratic Constitutional Rally party.
Internet and Telecommunications Sector
Tunisia attempts to spread technology in a manner that will attract
foreign investment. The government has issued a new
communications law that aims to organise the communications
sector and show its ‘openness' to the private sector. It has also
established a national communications authority and liberated the
market to allow free competition (1).
The Tunisian government also made important initiatives to spread
the digital culture. The most prominent was the launching of the
presidential project for family computers in 2001. Forty two

thousand computers had been sold by 2004 (2). All universities,
scientific laboratories, secondary schools and primary schools are
connected to the internet (3).
According to the July 2006 statistics of the Ministry of
Communication Technology, the number of terrestrial lines owned
by TuniCom reached 1.2 million, while mobile lines (owned by
TuniCom and Tunisiana) reached 6.5 million. In 2005, 569,000
computers had been sold (4).
In its latest statistics, the Tunisian Agency for Internet – the agency
providing internet in Tunisia – the number of internet subscribers
has exceeded 109 thousand. The number of users reached 1.148
million.
There is a large difference between the number of internet users
and websites browsed because Tunisian internet users prefer to
use foreign email accounts to avoid government censorship.
The internet entered Tunisian in 1991, making it the first Arab and
African country to be connected. However, the internet was
became widely used in only from 1996, when the Tunisian Agency
for Internet was established to administer and market internet
services and technology (5). According to the government, all the
country now has access to the Internet and it is possible to
subscribe to its different services via 12 providers, these include 7
providers that provide to public institutions and agencies, and 5
private companies providing the service to the wider market (6).
The Tunisian Agency for the Internet is the main provider,
connecting all internet providing companies to the Internet. This

means that the agency is able to monitor any exchange of
information. In addition, two of the service provider companies are
headed by relatives of the Tunisian president (7).
Internet services are provided using dial-up and DSL lines. There
is a reduced prices for family subscriptions as part of a special
program for companies and citizens. The family subscription to the
DSL service at a speed of 256k is 25 Tunisian Dinars in addition to
20 Dinars for telephone expenses (1 Tunisian Dinar = 0.75 US
dollar). Individual subscription per month is for 50 Dinars plus 20
Dinars for telephone expenses (8).
Communication and Internet Law
The government issued a number of laws to administer this new
communications tool. Ministerial decrees were issued following
each law to put a framework for internet service providers and
internet cafés. Many of the articles in these laws restrict freedom of
expression and the exchange of information.
Presidential decree 501, issued on 14 March 1997 , stated that the
production, provision, distribution, and posting of information will
be administered according to the press law 32/1975 and the law
concerning literary and artistic copyright (9).
The decree also obliged providers to remind subscribers and
service users to abide by the laws, while maintaining the right to
the Minister of Communication to monitor internet use at any time
and using any means (10).

Eight days after the Presidential decree was passed, the Minister
of Communication issued a decree on 22 March 1997 to further
regulate internet use. Service providers, according to the decree,
must provide the Tunisian Agency for Internet with the names of
subscribers at the beginning of each month (11). With regards to
content, the decree put the responsibility on the manager of the
provider companies. In addition, subscribers, web-owners will be
held responsible for any violation of the current law (12). The
manager is obliged to constantly monitor content. In this manner,
the regulations make the manger censor content and information
to avoid any being held responsibility by the state authorities.
In September 1997, a ministerial decree was issued to administer
the use of coding on the web. Any provider wishing to receive or
send coded information must first receive a license. Once the
license is granted, the provider is not allowed to use codes for any
purpose but those mentioned in the application. The minister of
communication has the right to withdraw the license if ‘national
security' or ‘public order' are thought to be threatened (13).
This decree was amended by ministerial decree 2727/2001.
Conditions and regulations for coding were changed as a
committee was formed. The committee includes officials from the
Ministry of Interior in addition to those from the Ministry of
Communication (14).
With regards to internet cafes, a ministerial decree was issued in
1998 describing conditions that cafés must meet. These included
articles that the café owner or an assistant must be present at all
times (15). The café owner must hang a clear sign stating users

are responsible for any violation to the law which should be visible
to all visitors (16).
The government also issued laws administering e-trade, such as
law 83/2000 regarding electronic trade, and law 57/2000 regarding
electronic documents and documentation (17).
In 2003, Tunisia issued a counter-terrorism law - a law described
by human rights activists as highly restrictive of the basic rights of
citizens and of the peaceful activities of civil society. The law is
framed so that it can consider any opinion, image, symbol referring
to a person, organisation, or a call for a protest or assembly, as
sufficient to describe such an act as an act of terrorism. (18)
Censorship and Website Blocking
Human rights organisations strongly criticised the United Nations
for choosing Tunisia to host the World Summit for Information
Society (WSIS) on 16-18 November 2005. Tunisia has a terrible
record for curtailing basic freedoms and freedom of expression.
Kofi Annan, however, beleived that the selection of Tunisia would
put it under the spot light and thus the government would have to
revise its policies that violate human rights (19). However,
oppressive policies continue. Several journalists were attacked
and beaten and Robert Ménard head of Reporters Without Borders
(RSF) was banned from entering the country (20).
Tunisian legislation upholds freedom of expression and basic
rights as stated in the constitution (21). Furthermore, President
Ben Ali claimed in his 2004 presidential campaign the right of the
citizen to enjoy free communication services without censorship

(22). In reality, however, communication and the internet are
restricted and websites, especially opposition websites, are
blocked and in many instances web-editors and writers are
arrested and imprisoned.
A study presented to the WSIS stated that 10% of 2,000 websites
tested by the researchers are blocked in Tunisia ; most of these
are political, opposition, human rights, or pornographic websites
(23). A report issued by the Tunisia Monitoring group in May 2006
confirmed that at least two websites are blocked ( www.hrinfo.net
and www.amisnet.org ). However, Oussama Romdhani, Director
General of the Tunisian External Communication Agency (ATCE)
insisted " Blocked websites are mostly anonymous websites used
as venue to slander and smear the reputation of private
individuals, and often include threats from terrorist organisations "
(24).
Neila Charchour Hachicha , founder of the Liberal Mediterranean
party , insisted that her website was blocked after it posted a
statement made by the 18th of October movement. The block was
lifted when the US State Department issued a statement on the
issue. However, the government later re-blocked the website (25).
Many activists who met with the TMG mission complained about
the difficult they face in accessing the internet despite the fact that
they have a DSL line. Members of the mission attempted to access
the internet from the headquarters of Observatory for Freedom of
Press, Publishing and Creation (OLPEC) and were unable to
access any website. Rachid Khechana , editor in chief of Al-

Maoukif newspaper and Neila Charchour Hachicha also
complained that they cannot access the internet (26).
News websites are also blocked. The website alarabiya.net was
blocked by authorities in Tunisia starting on 12 November 2005 .
Following a decree that was issued banning any newspaper from
mentioning the website's name (27). The news website Al-Watan
Voice was blocked in 2004 for unknown reasons (28). The most
recent case was that of Misryoom, an Egyptian news website. The
decision to block the website came three days after it posted a
report about a stolen boat that was found to be with a member of
the President's family (29).
The Tunisian government does not admit the fact that it censors
the internet and insists that it only blocks pornographic and
terrorist websites. However, websites such as www.fdtl.org ,
www.nadha.net , and www.albadil.org , all political websites of
opposition groups are blocked and remained so even during the
WSIS (30).
The Tunisian activist, Sihem Bin Sedrine says that there are more
than 400 employees at the Ministry of Communication whose work
is to monitor internet users and the content they browse. They
have full freedom to oppress freedom of information exchange and
expression (31).
The first electronic political asylum
The last few years have witnessed an increasing in blogging.
However, the Tunisian government was able to control this new
phenomenon because the website that includes all blog

addresses, http://tn-blogs.com , refuses to include any opposition
blogs. These included the blog of Judge Mokhtar Yehyai, and that
of the emigrant Sami Ben Gharbia (32). As result, Ben Gharbia,
requested the first ever electronic political asylum when the blog
www.manalaa.net , which carries all Egyptian blogs, decided to
accepted his blog and publish it (33).
Ben Gharbia co-founded the first website for protests,
www.yezzi.org , during the WSIS. The website allows all those
who wish to protest the rule of Ben Ali to post a picture of the
protester carrying a sign calling on the president to step down. The
website was blocked only 18 hours after it was launched (34).
Posting information on the internet is very dangerous in Tunisia
and often results in serious consequences as was the case with
Naziha Rajiba, also known as Umm Zied, who posted an open
letter in 2003 to the Minister of Education criticising the system of
education in the country. She announced her resignation after 34
years of teaching. She was sentenced to one year suspended
sentence after being accused of violating regulations of information
exchange (35).
In light of these circumstances it was natural that Tunisia would
host the conference of Arab Ministers of the Interior in January
2006. The conference welcomed the recommendation of the
Egyptian Foreign Minister to block all websites supporting
terrorism and inciting hatred. However, the group did not provide a
clear definition of "terrorism". A vague definition ratified in 1988
was used. The definition is very vague and allows for violations of
freedom of expression and the right to exchange information,

which are basic rights systematically violated by Arab governments
(36).
The Egyptian Minister of Interior recommended that unity of Arab
efforts to push the Security Council to pass a resolution by which
all large international companies are to block websites posting
information on making and using weapons and bombs in addition
to those that propagate fundamentalist ideas and ideologies (37).
Seventeen human rights organization criticized such attempts
especially that the Egyptian and Tunisian governments are
infamous for their animosity towards the internet (38).
An Eye for An Eye:
Tunisia is infamous for being the first Arab country standing
against the freedom of internet. It is also the first country to resort
to the internet to get back at those who have criticized the
government's oppression. The Tunisian government established
websites defaming activists and attacking them. A Tunisian activist
told the Arabic Network for Human Rights Information that the
Tunisian Government and the Communications Authority, which is
controlled by relatives of the Tunisian president, provides financial
and information support to those websites so as to punish activists
for their criticism (39).
Arrests
Tunisian authorities have restricted internet users and have
arrested and imprisoned some. In all the cases, the court
sentences were excessive and disproportionate even for the

alleged ‘crime'. The defendants did not have all legal rights. The
following list is of those who have been arrested for using the
internet and posting material on it.
• Mohammed Abbou
Mohammed Abbou posted articles criticising the Tunisian
government for inviting the Israeli Prime Minister, Ariel Sharon, to
attend the WSIS. He also condemned the torture which takes
place in Tunisian prisons. He was arrested and sentenced in April
2005 to 3 years and 6 months imprisonment after a trial that did
not meet international standards of a fair trial. Currently, Abbou is
imprisoned in the Kef prison, 200 km away from the Tunisian
capital where his family reside. Authorities have repeatedly refused
his lawyers permission to visit him.
- The Youths of Zarzis
Tunisian authorities arrested 8 youths in the city of Zarzis in the
north of Tunisia . They were accused of terrorism. The only
evidence was a group of files downloaded from the internet.
Authorities accused the 8 Tunisians of having formed a terrorist
group to terrorise the public, holding meetings without a license,
theft, and preparation of explosives. On 16 April 2004 , the court
sentenced 6 of the youth to 19 years of imprisonment. A seventh
defendant was sentenced to 26 years of imprisonment as he was
accused of being the leader of the group, while the eighth
defendant, who was under age, was sentenced to 25 months
imprisonment. Following appeals the sentences were reduce.

A presidential pardon on 27 February 2006 resulted in the release
of six of the youth of Zarzis. However, they continue to face
harassment.
In a similar case, authorities arrested 13 youths in February 2003
near the Tunisian capital. In June 2004 they were indicted of being
members of a terrorist group. Evidence was that files had been
downloaded from the internet. On 27 February 2006 , three were
released.
• Ali Ramzi Bettibi
On 15 March 2005 authorities arrested Ali Ramzi Bettibi while he
was in an internet café. He was sentenced to 4 years
imprisonment for re-publishing articles published by terrorist
groups. The article promised to shed blood if Sharon attends the
WSIS in Tunisia . Even though human rights organisations
condemn incitement to violence, the right to freedom of expression
is integral, especially since Bettibi was not the author.
Bettibi was treated violently and his books and CDs were
confiscated from his home even though there was no court order
to do take these items.
Internet Cafés
Since October 1988 internet cafés have existed in Tunisia .
Currently there are some 300 cafés. The state supported the first
100 cafés set up in Tunisia by lending 50% of the investment and
enabling the café owner to return the money in instalments over a
period of 2 years.

Browsing the internet in internet cafés is much more difficult than
from private homes despite the fact that internet cafés provide the
service using ADSL. The Tunisian Agency for the Internet makes it
difficult for café owners to get a license. In addition, owners must
present a list of those who have used the internet in their café on a
monthly basis. Even though it is not a requirement for internet
cafes to register users, owners are responsible for the content
browsed in their cafés. This has created a situation when café
owners play the role of a censor, occasionally banning users from
entering or asking them to leave. For example in Sfakes, owners
insist that users hand in their identity cards. This information is
then sent to the security bureaus. When a user is described as an
opponent, they are banned from entering the café. In Tunis , the
capital, authorities directly blocks access when it sees it as
necessary.
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Algeria
General Overview
Although Algeria is an oil producing country its 33 million citizens
are suffering in poverty. The average annual income per capita
does not exceed 3,000 dollars (1).
Algeria experienced a long period of unrest and political problems
which began after the National Salvation Front (NSF) won the
Algerian legislative elections in 1992. This provoked the army who
were hostile to the result who intervened to freeze the results of
the general elections and to prohibit NSF activities by arresting
almost all its leaders. Such events led to the outbreak of the civil
war which lasted until 2002. The number of the victims of this war
ranges between 150 thousand and 200 thousand Algerian citizens,
mostly civilians (2).
After President Abdelaziz Bouteflika came to power in 1999
matters started to calm. At the beginning of this era, the
telecommunications sector have been modernized and flourished
obviously.
The internet is relatively free in Algeria both in comparison to its
neighbors and to the other media in the country, which is very
heavily controlled by the government. However, the primary
reason for this is that the internet does not have much weight in
Algerian political life. There is therefore no reason for optimism
since when the power of the internet rises it is sure to attract the
attentions of the government which has proved so effective at
silencing it critics and opposition.

Internet and Telecommunications Sector
The first step in the recovery of the telecommunications sector was
the issuance of telecommunication law no. 3/2000. This law was
meant to end the monopolization of telecommunications and postal
services by the state. It also aimed at separating the activities of
organizing and network management and utilization. After the
issuance of this law the "Postal and Telecommunications Control
Authority" was founded. This is an independent authority which
acts as the arbitrator between different authorities (3).
The telecommunications market is dominated by the Algeria
Telecom Company http://www.algerietelecom.dz which is the
state-owned parent company that provides both and terrestrial
telecommunications services in Algeria .
Internet service first became available in Algeria in 1993 via the
state-owned CERIST research center. Five years later, Ministerial
Decree no. 256/1998 was issued. It partially ended the monopoly
of the service provision by the state by allowing private sector
companies to provide internet services. The decree included a
clause that commercial providers of the internet service must be
Algerian. Applications to provide internet services are submitted
directly to the Minister of Telecommunication. In 1998, the first
private service provider company was founded. By 2000 there
were already 18 private companies functioning as service
providers (4).
Despite the liberalization of telecommunications sector, internet
services and use are still well under the level of other neighbor

countries. As of July 2006 there are some 3 million internet users
in Algeria and some 700,000 of these are using ADSL services,
this number represents a large increase in the number of users in
comparison with the available statistics from previous years.
Algeria has 18.6 million mobile phones (5).
One of the major obstacles to the widespread use of internet in
Algeria is the fact that the service is monopolized by the "Algeria
Telecom Company". Despite the vast number of internet providers,
all of them work through Algeria Telecom Company. When the
price of terrestrial phones services increased dramatically in the
years 2003 and 2004, internet dial-up use was negatively affected.
Despite the increase in prices, internet speed is slow. As a result,
the Algerian Association for Internet Access Financers condemned
the monopolization of internet service by Algeria Telecom, as lack
of competitiveness has led to the delivery of the service
inefficiently despite the increase in price. (6).
Now that Orascom Telecom company and the Egyptian Telecom
Company have acquired a license to construct a terrestrial phone
lines network in 2005, the monopoly is about to end. Orascom
Telecom is also due to launch an ADSL service in cooperation with
a Chinese company by the end of 2006 (7). The Algerian
government has also decided to privatize the Algeria Telecom
Company by selling stocks at an international auction at the end
2006.
In parallel with the increase in internet users in Algeria , the
interest in creating weblogs also increased. At the beginning of
2006, The Technological Movement launched "Blogs for All"

campaign. The Technological Movement is a group of enthusiastic
Algerians who are interested in spreading the blogging culture in
Algerian society. The Movement also produced the first Algerian
blogging space under the name "DZBlog" (8).
Censorship and Blocking
The internet is relatively free from government interference in
Algeria in comparison with its close neighbor Tunisia . However,
there are still significant problems; those living in Algeria suffer
from the blocking of some critical websites such as political
websites.
Despite the lack of central control of browsing the internet in
Algeria , legal liability for the posted content is directly placed upon
the service providers. Article 14 of Telecommunications Ministerial
Decree of 1998 stipulates internet service providers are legal liable
for the material and websites they host. The same decree, all
necessary measures must be taken to ensure the permanent
censorship on the content in order to prevent access to the
material "incompatible with morality or the public opinion" (9). The
reports of human rights organizations did not monitor any
activation of the application of these articles on any cases in
Algeria .
Although there are no special laws which cover online posting,
gradually internet is being considered as a form of media. For
example, the parliamentary amendments to the criminal law in May
2001, which was strongly opposed by journalists, stipulated in
article no. 144 (b) an imprisonment period ranging between two

months and one year and a fine ranging between 750 and 3750
euros in the case of abuse, insult or defamation of the President of
the Republic by writings or paintings or statements given by any
audio or video or electronic means or by using the computer (10).
If such an infringement is made frequently it can lead to a doubling
of the punishment. This law is applicable to any ‘insult' in a
publication against the parliament, armed forces, or any public
body (11).
In 2004, in the run up to the Algerian presidential elections there
were increased restrictions on the traditional media. The
government adopted a resolution banning Algerian journalists from
working for more than one foreign media office. During the same
year, six Algerian newspapers were banned from printing.
Suspended imprisonment without stay sentences were awarded to
some journalist who were also fined on charges of defaming
President of the Republic (12). However, during this time the
internet remained free and was not censored. Some media staff
considered the internet a means to get around the governmental
restrictions imposed on the media (13). Journalists widely believe
that their emails are read and censored by the government (14).
Some mentioned that their emails are delayed for two or more
days, raising doubts of state surveillance of email correspondence.
(15).
The freedom enjoyed by the internet in Algeria is exceptional when
considered in general political environment in Algeria which heavy
restrictions placed on freedom of expression. Perhaps this is due
in part to low level of use of the internet and subsequently its weak
impact on the Algerian street. At the same time, this does not

mean that the government ignores it. This could explain the
relative freedom enjoyed by the Internet in the Algeria , leaving us
with a question: will this freedom remain when there is an increase
in internet users?
Despite the advantages of seeming to avoid excessive
government interference when publishing online the Algerian
online media is weak and materials are rarely published online.
Nevertheless, there are some websites, such as algeriainterface.com an online newspaper discussing Algerian affairs, that
are taking advantage of the area of freedom available via the
internet. They provided an online press which, so far, has been
able to avoid the government's regulatory prohibitions. Jamil Bin
Ramadan one of the officials of algeria-interface.com said that the
main reason why this website goes beyond the traditional
framework of the Algerian media is because its website is operated
from outside Algeria and is not to subject to pressure from the
Algerian government. However, the reporters of the website do
suffer the same problems experienced by other reporters (16).
There is at least one case where a journalist was arrested because
of his online posts. The editor of Expression daily newspaper,
Ahmed Fatanias, was arrested on 13 October 2003 for posting
online articles during the suspension of the newspaper during the
period from 13 to 16 September 2003 following an official decree
(17).
Internet Cafés

Many Algerian citizens depend on internet cafés for access to the
internet. There are some 5000 internet cafés in Algeria , up from
just 100 in 2000 according to the Algerian Minister of
Telecommunication (18).
In the period when the internet was first available in Algeria
internet cafés were severely restricted in some cities, especially
"Bovrik. The police made café managers retain all information on
visitors, including their names, addresses, dates of birth, and
national ID numbers. These records had to be delivered daily to
the police in the same way that hotels have to operate. The
Security Council also asked the owners of internet cafes to report
any suspicious activity by visitors. After this period, no
harassments against internet cafes were reported.
There are no special laws to determine the form of using the
internet inside internet cafés.
The Prime Minister Ahmed Ouyahia issued a decree on 5 June
2005 prohibiting any activity of internet cafes after midnight . Such
decisions are usually issued for night clubs and inns (19). The
decree was issued without declaring any explanation or reasons.
In addition, the Ministry of Family Affairs called for the enactment
of legislation to govern the legal work in internet cafes in order to
avoid negative effects on children. It also called for imposing
security control on cafés and determining the legal age for entry
and imposing harsh penalties on employers who do not abide by
cafés law (20).
--------------------------------
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Saudi Arabia
The city is already imposing censorship on the internet. This is to
be praised because we are not supposed to leave the internet
open for all because there are immoral websites which violate the
rights of Muslims to apply the rules of their religion.
Manager of King Abdul Aziz City for Science and Technology
Saleh Ben Abdullah Al-Azl, in a press statement on the fact that
the city is focused more on censorship than research
General Overview
Abdul Aziz Al Saud founded the current Kingdom of Saudi Arabia
he was deeply influenced by Wahabism who followers helped him
create the state. Wahabism is a religious movement that appeared
late in the eighteenth century and focuses on a very narrow and
strict interpretation of Islam which is widely considered to be
extremist. This historical link between the politics of the Kingdom
and Wahabi Islam has continued throughout the history of the
state.
Saudi Arabia is one of the richest Arab countries, and it is heavily
dependant on oil for its national income. The kingdom has 25% of
all the petrol in the world.
The leadership of the Kingdom appears to act in a schizophrenic
way since they depend on the west for their economy and armed
forces (which help keep them in power) but at the same time the
state completely refuses any western values or democracy and
freedom. This skeptical view towards all things western meant that

the internet took along time to gain acceptance and was not
available in the Kingdom until 1998. This made it one of the last
Arab countries to gain access to the internet despite its enormous
financial resources.
The latest statistics reveal that the Saudi population is 23.4 million
citizens and the average income per capita is 13,137 dollars;
Internet and Telecommunications Sector
Saudi Arabia has some 14 million mobile phone lines in operation
and there were some 3 million internet users in 2005 (1).
The internet began operating in Saudi Arabia soon after the
ministerial resolution no. 163 was issued on 4 March 1997 . This
resolution granted the license to King Abdul Aziz City to provide
internet services. The city founded the Internet Service Unit (ISU),
which was then entitled to construct the internet infrastructure. It
also worked on establishing the regulating bylaws in coordination
with the Saudi authorities. Interestingly the Ministry of
Telecommunications and Information Technology is excluded from
this, although it is the competent ministry in most of the other
countries (2).
From a practically perspective internet service started operating on
15 December 1998 , when the Saudi universities were connected
to the technical city. The licenses are granted to licensed service
provider companies in the technical city according to rules which
mean that all telecommunications devices must go through the
servers of King Abdul Aziz City (3).

For more than five years the King Abdul Aziz city was, with the
help of Saudi Telecommunications Company the authority
responsible for the internet which provided external
telecommunications lines connecting the city with worldwide
internet lines. This situation continued until the Prime Minister
Decree no. 229/2004 issued. This states that the regulation of
internet service in Saudi Arabia is to be distributed as follows:
1) The Telecommunication and Information Technology Authority
is to be responsible for licensing the internet service provider
companies and for supervising filtering service, implementing
security controls, registering Saudi domains.
2) The King Abdul Aziz City for Science and Technology will be
limited to providing universities and some governmental competent
authorities with internet services (4).
The implementation of the ministerial decree started with
completing the requirements of supervising the "blocking" process.
The transformation process was completed in 2006, when the
Telecommunications Company finished the construction of a new
gateway in Riyadh and took over the international gateway in
Jeddah. After this, the service providers were transformed from the
Saudi market to the new gateway and the authority (5).
The Saudi market, which contains dozens of internet service
provider companies is controlled by the sole terrestrial phone lines
operator in Saudi Arabia the Telecommunications Company.
Despite the sustained increase in users, the complaints of the
citizens are endless because of increase in subscription prices and

bad service and weak technical support. A new website was
constructed to call for boycotting the Saudi Telecommunication
Company (STC) (6). Such actions are rare in Saudi Arabia . The
‘boycott' website posted a petition to King Abdullah Ben Abdel Aziz
to urge him to correct the situation with the internet. The website
had collected 21,742 signatures by 5 November 2006 .
Bloggers
Technical problems and social blockade suffered by internet users
in Saudi Arabia has not prevent users from blogging and forming
groups to write about daily life in Saudi Arabia. Some of these
blogs engage in debate about the future of Saudi society.
Saudi Arabia has a high number of active bloggers indeed it has
been estimated that there may be as many as 500 to 600
bloggers. The internet is the best place for them to express
themselves freely since they are able to use pseudonyms to hide
their identity so that the authorities will not be able to punish them
for expressing their views (7).
The fight between seculars and conservatives has also moved to
the Saudi blogs. Some boggers constructed a website (
http://www.saudiblogs.org ) to gather all Saudi blogs who speak
without self-censoring. Another group assigned certain provisions
and called their group "Official Community of Saudi Arabian
Bloggers" (OCSAB) (8). The founders of OCSAB stipulated some
rules these including prohibitions on defaming any of the three
‘divine' religions, discussing race issues; furthermore the bloggers
must be Saudis or resident in Saudi Arabia .

Censorship and Website Blocking
Internet service entered Saudi Arabia accompanied by strict
blocking and censorship. The Ministerial Decree stipulates that
sites should be blocked which "contradicts religion rules and
national systems". The law also ordered the formation of
permanent security committee to supervise the internet. The
committee head is the Minister of Interior and the members are
from among different authorities. King Abdel Aziz City implements
blocking requests according to the instruction of the committee and
other "competent security bureaus" (9). This task has been
entrusted to the Telecommunication Regulatory Authority since the
beginning of 2006, in the context of re-organizing internet services.
Unlike the majority of Arab countries, the Saudi authorities do not
attempt to hide their intentions or their censorship of the internet.
The authorities expanded the prohibition to include any websites
which officials may disapprove of. They declared their sense of
pride at blocking websites. This led the King Abdel Aziz City to
announce its success in blocking 200,000 websites in August
2001. One year and a half after the internet began operating in
Saudi Arabia almost 250 websites were being blocked daily. The
number of blocked websites is now in the region of 400,000
websites. Consequently, Reporters without Borders granted Saudi
Arabia the first censorship prize (10) in protest on the Saudi
practices in this regard.
The Saudi Cabinet of Ministers granted the "Permanent Security
Committee" the powers to block any website. However, the
committee passed this right to the Internet Service Unite in King

Abdel Aziz City for Science and Technology. The committee
claimed that this entitlement is necessary because of the large
number of pornographic websites. The City constructed a web
form to receive blocking applications form citizens, to be reviewed
by the Internet Service Unit. Hundreds of these applications are
submitted each day according to King Abdel Aziz City (11). Thus
the internet is policed by both the authorities and the Saudi
citizens.
Given the limitless range of reasons that can be employed as good
enough to block a site it is unsurprising that no one can tell why a
certain website is blocked. The derogation of the power, from the
Security Committee to the City, to block websites clearly shows
that official oversight is not deemed as very important. The
authorities are content to block if there is any doubt about a
website. Religious fundamentalist have also begun organizing in
order to have websites which contradicts their views blocked. They
regularly send dozens of emails to the city. This leads the city to
block the websites even before reviewing their content. Thus Saudi
internet users are besieged by a triangle of social, religious, and
political censorship. All this prevents free access to the internet
(12).
The Internet Service Unit posted a page on their website entitled
"the importance of recommendations" in order to ensure the
importance of blocking as many websites as possible. The page
starts with the religious texts which claim that blocking is a divine
order; "He [Prophet Joseph] says: … Unless You [Allah] turn away
their [women's] plot from me, I will feel inclined towards them and
be one [of those who commit sin and deserve blame] of the

ignorant". Under this verse from the Quran research conducted by
the Law School of Duke University in USA is mentioned. The
research – it is said – concludes that the cities which impose strict
laws and regulations to prevent online pornography have lower
rape and murder rates. At the end of these instructions, there is
advice for those who seek an even higher degree of control over
their own computers to install an extra filtering program (13).
The official Saudi reports state that 95% of the almost 400,000
websites that are blocked are pornographic while the other 5% are
political, social, or opponent websites (14). A Saudi writer
considered this blocking "a print of shame on [his] country" (15).
However, the Head of King Abdul Aziz City for Science and
Technology; Dr. Saleh Abdullah Al-Azel considered blocking "a
praiseworthy action" because they "are not supposed to leave the
internet open for all" (16).
It is quite clear from the emails received by the Arabic Network for
Human Rights that many users in Saudi Arabia complain about the
number of blocked websites. In an email the writer said that he
suffers from the blocking of Shiite, human rights, and political
websites (17). Another email said that most of the blocked
websites are Shiite and political websites in addition to opinion
forums (e.g. Al-Tomar, Dar El-Nadwa, and Tawy) (18). Another
email claimed that most of the blocked websites are religious
websites which has nothing to do with the official religious
doctrines, most of these are Shiite (19). Another citizen believe
that blocking policy is targeting political websites which contradicts
state policy and pornographic websites which contradicts religion
and morals, from the governments point of view. Another citizen

mentioned the many blocked websites including political and
opponent websites (e.g. Al-Quds Al-Arabi newspaper published in
London ). In addition, most of the political web forums are blocked
excluding the ones which promised to adhere to Saudi government
instructions (20). Another citizen mentioned that in addition to
blocking pornographic and political websites.
This intensive blocking method made it impossible to count the
blocked websites in Saudi Arabia .. Among the most important
blocked websites is the political Rasid news ( www.rasid.com )
website. The website was blocked on 6 October 2004 . However,
the users were able to access it via the alternative website which is
not blocked. The website moderators considered this blocking
evidence of the government silencing anyone it considers an
opponent and "sever violation of the right to freedom of
expression" (21). In the same year, the authorities blocked the
secular Al-Hewar Al-Motameden ( http://www.rezgar.com (22). The
authorities also blocked Middle East Transparent (
http://www.metransparent.net ) website. Both websites post
articles for Arab writers of different views and backgrounds. The
moderators of these websites considered the blocking a violation
of the right to freedom of expression in the whole Arab region.
They claimed that the blocking might be related to their continuous
coverage to the case of the trials of the three reformers Ali AlDomini, Matrouk Al-Faleh, and Abdullah Al-Hamed (23).
Among the blocked news and opponent websites are "Reform"
and "Renovation" websites which are broadcasted from London,
"Saudi Arabia News Agency" and "Saudi Arabian Institute" which
are broadcasted from Washington, and Al-Wafaq newspaper

website which is blocked having posting an article criticizing King
Abdul Aziz City for Science and Technology and saying that it is
perfect only in blocking websites. The prominent news website
"Ilaf" ahs also been blocked (24).
Blocking is not only limited to news and opponent websites, but
also web forums which are blocked because the visitors practice
their basic right to free speech about topics which the authorities
disapprove of. The most popular – now blocked – web forum is
Tawy Forum (25). In addition, Al-Wasattia web forum which is run
by the Saudi activist Mohsen Al-Awagy, who posted an
unprecedented article criticizing the practices of Saudi Labor
Minister. After blocking, Al-Awagy was arrested. Also "Al-Sahat"
forum was blocked although it is believed that it reflects the
governmental views. Other blocked web forums include "AlQemma" and "Al-Khiema" (26).
Al-Tomar web forum was also blocked. It was constructed after all
other popular forums were already blocked.. During the six months
it was able to operate the forum achieved success which subjected
it to governmental attacks through hacking, and electronic
dumping. Eventually, the website was blocked inside Saudi Arabia
(27). The moderator of the forum mentioned that the frequent
endeavors to destroy the website were fruitless because the forum
entered an agreement with a specialized company to protect the
website and its files. However, those who oppose the website used
a new method, which is to fill in blocking applications and send
them to King Abdul Aziz City . Only two days after receiving the
application, the website was blocked (28).

"The Arab Center for Information and Sources of Violence Against
Women – AMAN" website was also blocked inside Saudi Arabia .
The website's moderator mentioned that he reached no persuasive
reason for the blocking. However, the website posted some news
and articles on the role of Saudi women in society and
concentrated mainly on the violence suffered by women in this
community (29).
Saudi blogs were also blocked although they are relatively new to
Saudi society. The newest blocking case is that of Saudi Jeans
blog http://saudijeans.blogspot.com . The blogger community was
provoked by such blocking, particularly because the blog contains
no blasphemy or pornography. Some considered that the
seriousness of this step lies in the fact that the city considers it is
useful to block anything that it does not approve of.
Online writers will now perhaps be more cautious and write only
what the City may approve in order not to face blocking, thus the
city wins since citizens will simply become self-censoring. Eve
KSA ( http://eveksa.blogspot.com ) blog also suffered blocking
because the writer was handling sexual and religious topics (30).
An observer said that the internet has turned to a battle field
between liberals and extremists (31).
Blocking news and opponent political websites is usually resulted
from the objection of senior officials. However, the reason why
service websites are blocked is still unknown. For example,
Blogger website which provides free blogging service is blocked
more than once in a "childish way" (32), according to a Saudi
Blogger. Moreover, the free translation google service was blocked

because it may allow access to blocked websites. Also, Flicker
website which provides photo uploading service was also blocked.
Certain pages of Wikipedia were also blocked. Some uploading
websites like www.w6w.com and www.sfthy.co were blocked as
well. The reason of blocking is usually that a file may be opened
that may disturb Saudi officials (33). The City also blocked the
British popular online bookstore www.amazon.com .
A Saudi Blogger has named the unit "Internet Blocking Unit of
Saudi Arabia" (34).
Most of the citizens agree that the state is the first to harass
internet users, as shown in the responses on research questions.
One citizen placed responsibility for the blocking on the Ministry of
Interior and "The Committee for the Propagation of Virtue" (35).
The web is besieged, it is claimed, in order to "Protect Morals" and
"Fight Pornography". Under this bright slogan, blocking is
implemented on a wide scale. Until now, this aim is not achieved.
Dr. Mesha'al Al-Kadahy mentioned in his thesis entitled
"Pornography on internet, media, and telecommunications and its
impact on society and public security" that 92.69% of internet
users in Saudi Arabia browse pornographic websites, and 7.3%
browse blocked websites that incite hatred, encourage terrorism
and defame the state (36). These figures and percentages were
shocking for the Saudi community and Al-Kadhy retracted his
report.
Princess "Al-Jawhara Bent Fahd Al Saud" conducted another
study based on sending half million message via mobile phones

and emails in an attempt to recognize the negative impacts of
misusing the internet. The study revealed that 57.4% of male
sample and 63% of female sample are visiting pornographic and
chatting forums and websites. The above two pieces of research
reveal that besieging the internet in Saudi Arabia has not entirely
prevented users from reviewing the pornographic websites which
the authorities claim that they are blocking.
Under these conditions, it is not strange to hear that an Islamic
Fatwa from Sheikh Othman Khamis and Saad Al-Ghamdy was
issued to prohibit women from using the internet because of their
"maliciousness insincerity" (37). The Fatwa also mentioned that
woman must not use the internet "except when with a Mehrem
[one of her male relatives] who “understands the cunning and
prostitution of women". This Fatwa reveals clearly the extremism
views held against women and technology. This Fatwa became
deeply controversial, particularly when extremists worked on
promoting it all over their websites and forums as the final
judgment of the way women should deal with the internet (38).
Saudi Arabia is ranked number six among world countries which
launch internet attacks, according to a study prepared by
Symantec Company specialized in information security (39). With
the increase of internet crimes in Saudi Arabia , the authorities
started to prepare a new law to fight the internet crimes. The law
drafted includes Article 16 which stipulates that any person who
commits spying on online information via the World Wide Web may
be sentenced to one year in prison and/or a fine of 500 riyals. This
law also includes the criminaliziation of illegal access to websites
with the purpose of changing their designs or corrupting them. In

addition, if a terrorist group constructs a website, the penalty will
be up to ten years in prison and a fine of up to 5 million riyals.
Online activities which causes disturbance or violate the public
morals or privacy is punishable with a penalty of up to five years in
prison and a fine of up to 3 million riyals (40).
As if Saudi Arabia has not had enough with prohibitions. The Saudi
Ministry of Culture and Information created a project to form a
supreme committee for online media in cooperation with Egypt .
Riyadh city will host the first seminar to be held by the Committee
in December 2006, in order to set the regulations of membership
and working mechanisms. Abdullah Al-Gaser vice-minister of
Culture and Information mentioned that electronic media in the
Arab countries is a "dangerous media" because it is not controlled
by any obvious regulations (41).
Saudi authorities have not stopped suppressing online activists.
Some times the online publishers are arrested, such as Mohsen
Al-Awagy. In other cases the authorities call activists in to question
them, such as the case of the renowned writer Nawal Al-Yusuf
who was called by the State Security Service on 12 August 2004
to be questioned about her online articles which discussed the
rights of Shiite minority in Saudi Arabia . She was obliged to sign a
pledge not to write about these issues anymore (42).
Such hardships related to the internet in Saudi Arabia inspired
Reporters without Borders and the Arabic Network for Human
Rights Information to jointly issue a petition to King Abdullah on 19
March 2006 to protest the practices of the Saudi government in
respect to the internet. Both organizations called upon the Saudi

King to eliminate arbitrary blocking and filtering of news and
political websites. The petition also condemned the detention of
Mohsen Al-Awagy who was arrested on 10 March 2006 on
account of posting online articles criticizing the Saudi government
(43). The Saudi authorities released Al-Awagy after he was
detained for 11 days (44).
The censorship authorities in Saudi Arabia claim that blocking is
meant to "protect Islamic morals". However, in fact the government
is using this to protect only certain views which fit its political
tendencies. The government blocks Islamic websites which
contradicts the dominant Wahabism stream such as Shiite
websites. On the other hand the Saudi government allows the
broadcast of many extremist websites which incite hatred.
Examples are the web forums named Arab Area, Islam Network,
Al-Huda, and Faisal Anour, The government also did not block the
websites which declare themselves to be hackers and urge users
to inform them about any " blasphemous secular " website so they
can hack them (45).
Internet Cafes
Internet cafes appeared in Saudi Arabia in 1998. Young people
have to book a place in advance in order to access the internet at
any internet café.
The Ministry of Municipal Affairs is the authority responsible for
licensing internet cafés in Saudi Arabia , upon Cabinet decree no.
163 dated 4 March 1997 .

The conditions of granting the license include: that the cafe should
occupy only one floor and be situated on the ground floor
(excluding cafes embedded in shopping malls), the internal
elements of the shop should be designed so that there are no
separate rooms or cabins, the computer sets should be organized
so that an officials can view the screens while moving up and
down the café, the female section should be completely separated
from the male section, the light should be appropriate for noticing
what is going on inside from the outside, and finally the front of the
café should be transparent glass (46).
There are other general conditions including: that police are
entitled to censor internet cafes to prevent the violation of
instructions such as breaking "Islamic rules", the cafés opening
hours must be the same as other commercial shops. If it is
required to increase its opening hours, the café should coordinate
this with the Public Security forces to do so. Public places for
families are not allowed in internet cafes (47)., The Committee for
the Propagation of Virtue and Prevention of Vice is entitled to take
any decision concerning the female only section (48). Those under
18 must not be allowed to use the internet if they are not
accompanied by their parents or guardians.
The technical requirements stipulate limited access to the internet
through service providers accredited by King Abdul Aziz City for
Science and Technology. They include: the prohibition of using
satellite dishes and other wireless devices to access the internet
without authorization from the competent authorities, the removal
of CD & Floppy Disk Drivers from computer sets, preparing the
manual or electronic registration of users and identity numbers

(which must record the date and times of use), such information
must be retained for six months and to be submitted to the relevant
authorities when required. Finally, the supervisor in the café is
responsible for any misdemeanors if they fail to identify the person
responsible (49).
In addition to these strict conditions, the Investigation department
is said to add censorship cameras inside cyber cafes. The
recorded tapes of these cameras are hand to Investigation
Department for security reasons after three days. Municipality
Officials refused to talk to the press when asked if such claims are
true or not.
Despite imposition placed on internet cafés, they are not always
strictly adhered to. Some citizens reported that the attempts to
apply the laws of the Ministry of Interior, such as registering users'
names, are completely rejected by everyone and subsequently
have become ineffective (50).
Statistic from the "unity of the Internet" at the King Abdul Aziz City
state that the proportion of females using the Internet in the
Kingdom does not exceed 5%. The proportion of internet users
across the cafes is only 4% of the total users (51). Nonetheless,
the idea of the Internet for women arouses controversy in the
Saudi community and there is a pressure to stop ‘tolerating' it. It is
this pressure that lead to the only raid and closure of a café in
Saudi Arabia (the café was for women only in Mecca ). The
authorities closed the cafe "for moral reasons". The closure was
lifted after court case

Despite enormous efforts aimed at filtering and blocking websites
and to censor internet cafes, the majority of Saudis believe that
these cafes cause "great harm" to young people. Research done
by the Department of Education in Riyadh is entitled "The Impact
of the Internet on our students”. The study said that "the field visits
to a number of Internet cafes revealed the existence of sites with
bad and corrupt ". The study found that internet cafes are "a drain
of funds into an area which is not useful" and that it would "harm
the national economy" (52).
The study also mentioned that female internet cafes must be
"closed as soon as possible" because they resemble an even
great danger. The girls are censored by parents while browsing the
internet from home, while in the cafes they can surf the internet
without censorship. Worse still, according to the study is that male
workers may help females to access certain websites (53).
The study concluded with some recommendations including: the
need for codification services for internet cafes to put them under
the control of King Abdul Aziz City , to prevent the entry of young
people below the age of 18, and assigning work hours for these
cafes (All these recommendations are already binding on the cafes
already). In addition, the cafes should be obliged to use filtering
programs "to protect religion and morals".
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Sudan
"The Internet helped me improve my English and connect to the
world. I visit all websites and they are all easy. I can also access
those websites that are blocked"
A Sudanese youth in an interview with Al-Sahafa newspaper
General Overview
Sudan is the largest country in Africa with an area of more than 2.5
million km 2 . It has borders are opened to nine African and Arab
countries (1). Sudan is a multi-ethnic and multi-religious country.
Furthermore, Sudan suffers from a lot of internal political problems.
Among the most prominent problems are Southern Sudan a
dispute which was settled recently, and the current problems in

Darfur , which can be seen on the headlines of almost all media all
over the world.
Internal problems, and repeated political coups over dozens of
years, which has most recently resulted in a "semi-Islamic"
government after the military coup of 1989 (2), cast long shadows
over the economy and living conditions of the Sudanese people.
This has turned Sudan into a very poor country in spite of its vast
natural resources. The average annual per capita income is just
359 dollars. The population, according to 2004 statistics, is more
than 36 million people (3).
Internet and Telecommunication Sector
Prior to 1994 the Sudanese government dominated the
telecommunications sector. However, this ended when the state
announced the foundation of the National Telecommunication
Corporation and its intention to open the telecommunications
market to the private sector (4). In addition to these measures the
state-owned Public Wire and Wireless Telecommunication
Corporation was turned into a joint-stock private company known
as Suda Tel which constructed a new telecommunications network
(5). Afterward the construction of the network, Suda Net, a stateowned company was founded to provide internet services in
Sudan (6).
Suda Net remained the sole provider of internet service in Sudan
till 2005. In that year, the minister of information and
telecommunication announced the elimination of its monopoly. The
purpose of this was in order to decrease telecommunication costs,

increase the rate of development in the field of information
technology and to narrow the digital divide between rural and
urban areas (7). Currently there are six companies providing
internet service in Sudan . The most important ones are Free Net,
Sky Net, Zina Net, and Fast Net (8), in addition to the pioneer
company Suda Net which is still dominating telecommunication
market.
In 2004 Sudan had in excess of 1.3 million land lines, and more
than 1 million mobile phone lines (9). There are few, up to date,
reliable official statistics regarding the use of the internet. However
what statistics there are indicate that in 2000 there were some
12,000 internet subscribers. However, the number of actual users
is 1.14 million (10). The percentage of users reached 3.2% with a
rate of increase of 3.7% during the last five years (11). These are
low rates in comparison with the regional or global situation.
Communication and Internet Law
In 2004, the Sudanese National Telecommunication Corporation
(NTC) decided to install censorship devices on websites (12). NTC
stated that would censor pornographic websites in an attempt to
preserve morals and to prevent immorality (13). The NTC denied
that censorship would hinder the work of the internet.
The decision to censor websites and prevent access to some of
them from within Sudan was not expressed in ministerial
resolutions or a clear law setting out a general framework for such
action. Instead, the general framework of censorship and blocking
revolves around ill defined moral and religious statements which

have nothing to do with clear binding laws open to judicial
supervision.
Censorship and Blocking
When the internet first became available in Sudan it was totally
free of any censorship or blocking. This was in spite of the state
control of the service through Suda Net then the sole service
provider. It is probable that the reasons for this situation ware the
weakness of the Sudanese economy and the attempts of the state
to attract foreign investments in the field of telecommunications.
However, the six years of freedom ended in 2003 when Sudan
began censoring and blocking websites.
The National Telecommunication Corporation (NTC) founded a
special unit to filter information accessed by internet users in
Sudan based on website content, not on the name of the website
in order ‘to preserve good values and protect society (14). The
NTC claims that the control unit receives requests to close certain
websites on a daily basis. but also requests to unblock websites
which have been closed by mistake. It emphasized that of these
applications are carefully considered (15).
The National Telecommunication Corporation (NTC) claims that
pornographic websites account for more than 95% of blocked web
pages and that other sites it block contain information about drugs,
bomb making, gambling, and anti-Islamic websites. The NTC also
claimed that there are no political websites on the database of
blocked websites (16).

Although the National Telecommunication Corporation is widely
believed to be solely responsible for websites blocking it is not.
The Ministry of Interior has a special department called the
"Community Security Police" which is concerned with public
morality including what is available on the internet in Sudan (17). A
decision to block a website is issued by the government and is
implemented by submitting a report to companies or website host
by the executive and judicial powers (18).
The Sudanese press has accused the NTC General Manager AlTayeb Mostafa of being responsible for the websites blocking
resolution. They claim he did so because of his extremist religious
ideas (19). Mostafa responded that "We do not apologize for our
religion and values. Freedom is "tolerant" but not more than
religion". At the same debate, he announced that NTC will block
‘anything confronting religion and Islamic values', and called for
each Sudanese citizen to do the same (20).
Like many other Arab Governments Sudan claims that its blocking
targets pornographic websites in order to preserve social values
yet extends this to political websites and others for ideological
reasons in order suppress dissent and preserve its power.
On 6 July 2004 , shortly after blocking devices became operational
in Sudan , Sudanese authorities prohibited the ‘Sudanese Online'
website ( www.sudaneseonline.com ). Sudanese Online is one of
the largest and most important Sudanese dialogue websites. Its
aim is to spread knowledge of political and social issues from
within Sudan to the Sudanese Diaspora (21). The website
administrator; Bakri Abu Bakr told HRinfo that NTC officials had

told him that blocking was implemented upon the resolution of
Internal Security Service, revealing that Security Service also plays
a role in websites blocking policy (22). Despite the blocking
decision users inside Sudan were able to access the website
through the service provider Free Net (23). The privileges given to
this company in respect with not binding by blocking rules within
Sudan even for pornographic websites is surprising. (24). A few
days later, the website was unblocked for the first time (25).
Amnesty International issued a report on Sudan clarifying that the
main reason behind this website being blocked is the debates on
internal Sudanese issues in it, particularly the Darfur crisis (26).
The Arabic Network for Human Rights Information (HRinfo), in July
10 th , 2004 , issued a press release to condemn the blocking of
www.sudaneseonline.com . The press release stated that such
blocking is an obvious violation for the freedom of expression and
information exchange. HRinfo, subsequently called upon
Sudanese authorities to immediately unblock the website in
compliance with Article 19 of The International Covenant on Civil
and Political Rights which guarantees the right to freedom of
expression; including the freedom to seek, receive and impart
information and ideas of all kinds, regardless of frontiers, in writing
or in print or through any media (27).
The Sudanese writer Mohsen Khaled has had two novels; Human
Coordinates [ Ehdathiat Al-Insan ] and The Secret Life of Things [
Al-Hayat Al-Seria Lil-Ashia' ] published by Al-Saki Publishing
House, confiscated. Afterward these books were banned the
Minister of Culture issued a resolution to prohibit the works of the
author which are posted online (28). This prohibition was extended

to the new novel by the same writer; entitled " Timo Lilit " which he
published on web forums (29).
It is noteworthy that the war launched against Khaled's works that
were posted online came as a result of an inciting article written by
a Sudanese journalist addressing the Minister of Information and
calling upon him to prohibit the novel because it denigrated
Sudanese society. The journalist considered it ‘the worst novel in
the history of Sudanese literature'. It was after this article was
published that the minister of Information blocked the website with
the novel on. The Minister also issued a press release in which it
stated: ‘We blocked the website containing the writings of the socalled Mohsen Khaled because we care for the beliefs and
moralities of our society. Our religion orders us to propagate for
virtue and prevent vice (30).
This example from Sudan is repeated on different levels all over
the Arab world. Claims that it is ‘society' that the government seeks
to protect are particularly strange in because of its diverse
population, ethnically, religiously, culturally and linguistically (there
are some 115 local dialects) (31) Despite this the governing
authorities attempt to impose only one world view that of the
Islamic National Front, this policy is extended by blocking and
censoring alternative vies on the internet.
In May 2005 Al-Wafaq , a Sudanese newspaper published
excerpts from a book entitled "The Unknown in the Life of Prophet"
written by ‘Al-Makrizy' (a pseudonym). The book was posted on
different websites a long time ago. When the book was published
in Al-Wafaq it aroused outrage, violent protests and demonstration

against the owner and editor of the newspaper, Mohamed Taha
Mohamed Ahmed (32). Demonstrators called for the journalist to
be charged of apostasy (33). The Public Authority of
Telecommunication (PAT) responded immediately by blocking
what they called "Al-Makrizy websites" which was said to contain
‘falsehoods' (34). The released statements did not mention the
names of such websites. Al-Makrizy's book is published on many
other websites. There are no accurate statistics about the number
of the websites blocked by PAT in this case. The Sudanese
Islamic Fiqh Academy praised the blocking resolution and
considered it "a good step in defense of Islam and the prophet of
Islam" (35).
These represent the first examples of the blocking of Sudanese
websites after years of freedom. This censorship and blocking has
cost the state more than one billion pounds (36). In less than a
year websites have been blocked that are not within the already
restrictive bounds set by the Sudanese, including political
websites, literary novels as well as many other websites that
posted an ideologically debatable book which the Sudanese
government considered offensive to the Prophet. It is certain that
the telecommunications corporation which described the principle
of blocking on its official website as "Propagation of Virtue and
Prevention of Vice," (37) will find a justification for the blocking of
more websites in Sudan .
It is worth mentioning here the confession of NTC on its official
website that it has blocked some ordinary translation websites
because officials discovered that some of these websites could be
used to overcome blocking (38).

Internet Cafés
Internet cafés managers say that most of their visitors are youth,
30% of them are students. The same sources monitored that the
purposes of visits are ranging between study and entertainment
(30%), research (15%), emailing (40%) (39). The percentage of
female visitors is 40% which is relatively high in comparison with
other Arab countries. The average time each visitor spends per
visit ranges between one and two hours (40).
Despite the absence of information on the mechanisms of
censorship and official supervision on these cafes, some press
releases revealed that police forces has a special sector called
Community Security's Police (CSP) which is responsible for
monitoring internet cafes (41).
An official from the CSP asserted that internet cafés and show
clubs participated greatly in spreading the culture of sex and
subsequently increased the rate of unemployment among youth
(42). The same official said that cafes are good places for
spreading infectious diseases, including AIDS. He also mentioned
that in 2001 CSP filed 127 claims against internet cafés in relation
with obscene and immoral practices. In 2003, the CSP filed 80
similar claims; according to the same official (43).
Another CSP official asserted that they have 16 stations working
permanently on following up the use of computers in cyber cafes
(44). These stations monitored that some internet cafes dedicated
computers to browse pornographic websites and to watch
pornographic videos. This is illegal according to the police and

upon the criminal law the accused should be trialed. The stipulated
penalties are subject to the estimation of the judge and ranges
between fine, whipping, and stoning. It is not clear to what extent is
this punishment implemented but it simply reveals the cruelty that
a citizen might suffer just because of using the internet.
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Syria
"The Syrian government focuses on security more than [internet]
service. So it considered uncontrolled access to the internet as a
dangerous threat. All telecommunication processes are conducted
via a proxy, which specifies the web pages allowed for any user.
The proxy is set up to hold all websites as forbidden until the
contrary is proven"
Al-Aiham Saleh – Information Technology Expert
General Overview
In July 2000, Syria introduced a perfect example of a hereditary
republic in the Arab world. Its success has probably provoked
many Arab governments to attempt to copy the same move. In the
same month, Bashar Assad, the son of the late former president
Hafez Assad was nominated by the Parliament to be the president
of the republic and this nomination was confirmed by the poll that
was taken on the same month. This step required the amendment
of the constitution to decrease the minimum age limit of the
nominee from 40 to 34 years old in order to allow Hafez heir to get
his position.
The only official position occupied by Bashar Assad before being
the president of the state was leading the Syrian Information
Technology Association which provided the country with the
internet service (1).
Observers unanimously agreed that the Syrian example is
considered one of the most obvious examples on the control and

dominance of executive authority and the governing party on the
public life in the Arab world. The Arab Baath Socialist Party
dominates the political life in Syria , and citizens are subject to
emergency laws which have been in effect for more than 40 years.
Under this climate, the internet entered Syria with slow steps due
to the highly exaggerated suspicions of the security bureaus.
Syria 's population is 19 million according to the latest available
statistics.
Internet and Telecommunications Sector
In Syria there are some 2.6 million terrestrial phone lines and 2.3
million mobile phone line subscriptions. By the end of 2004 there
were some 800,000 internet users (2). These figures are low
indicate the weakness of spreading the internet service in
comparison with the population census
In the field of telecommunications, the Public Telecommunications
Foundation has an exclusive entitlement to provide wire and
wireless services all over Syria (3). The internet began officially
operating in Syria in 1998. The service spread was only able to
spread slowly because the security forces objected the use of the
internet on security grounds from the very beginning (4).
Originally subscription to the internet required the submission of
official documents such as the Commercial Registry, or evidence
of affiliation to a certain syndicate (5). Some of these restrictions
have been eliminated during the last few years. However the first
two internet service providers still dominate the market. They are
Public Telecommunications Foundation http://www.190.sy and

Syrian Information Technology Association http://www.scsnet.org/index.php ; both of them are run by the state. However, in
2005, private service provider appeared, Aya company
http://www.aya.sy , followed by the Computer Engineering
Company http://www.cec.sy (6).
Although the state is attempting to develop the
telecommunications sector and increase the numbers of people
with access to the internet. It is doing so without any attempt to
liberate the market itself. Thus for example the
Telecommunications Foundation co-signed a contract with an
Italian company to launch a satellite internet service and to
construct a series of internet cafés. However, the memorandum
stipulates that the new service will be a "reception" only service. If
any subscriber needs to send anything via web, they have to go
through the servers of the Public Telecommunication Foundation
(7). This agreement shows the general situation of the technical
situation of the internet inside Syria in addition to the administrative
mentality which governs it.
In addition, those who desire to subscribe to the internet face a
problem because the public phone lines cannot receive the service
(8). Despite the already relatively high cost of telecommunication
services in Syria , the state – represented by the Ministry of
Telecommunications – imposed a new tax on terrestrial and
cellular phone lines of 2% and 3% respectively and called it an
"entertainment" tax (9). This arouses suspicions of the seriousness
of the state in increasing the spread of using modern
telecommunication facilities.

Many initiatives have been launched in recent years, such as The
Declaration of the Minister of Telecommunication Omar Salem. He
announced a new governmental plan to provide one million
computer sets and one million internet connection line at a low
rate. He also promised that all imported equipment will be
exempted from tariff customs in an attempt to widen the local
market and to attract the world's investments (10).
Bloggers in Syria :
Despite the difficult circumstances faced by internet users in Syria
these have not stopped the spread of blogging. A few Syrian
online blogs have appeared during the last few years. In the
beginning of 2005, there were only five Syrian online blogs, which
increased to 35 blogs by the beginning of 2006. Ayman Hikal of
http://www.damasceneblog.com blog founded the Syrian bloggers'
Association with the purpose to gather bloggers in an unofficial
assembly. Ayman believes that the limited number of Syrian
bloggers is due to the fear of the states reaction to any perceived
criticism. As a result of this most of the Syrian blogs have been
dependant on posting images and writing few words
Communication and Internet Law:
The Syrian constitution issued in 1970 and amended in 1973
contains many articles which guarantee the freedom of the
citizens. Article (25) of Chapter IV stipulates that freedom is a
sacred right, and the State guarantees the personal liberty of
citizens and preserves their dignity and security. Article (38)
provides that every citizen has the right to express his opinion

freely and openly by word of mouth, writing, and all other means of
expression ... The State guarantees the freedom of printing and
publishing, in accordance with the law. Article (39) on the right of
the citizens and their right to demonstrate peacefully in the
framework of the principles of law and the law regulates the
exercise of this right. However, the articles are not implemented in
practice, especially given the wide ranging powers given to the
executive in the emergency law which has been in force since
1963.
With regard to the press and the media, the President "Bashar
Assad" issued Legislative Decree No. (50) in 2001. This
guarantees freedom of printing and press, libraries, and
publications of all kinds. In 2001 the law on the protection of
intellectual property rights and scientific publications, research was
also passed but it did not include any laws on or any references to
publications on the internet or the control mechanism or methods
that allow it to be legitimately used (11).
The state controls the printed, visual, and audio media, according
to the press law of September 2001 which severely limits the all
the medias freedoms. The Prime Minister is entitled to cancel the
license of any printed media upon a recommendation of the
Minister of Information who does not have to supply a reason.
Though this power ended in 2004, the state still controls traditional
media (12). Given the level of control the state has over traditional
media it is possible to understand their fear of the internet as an
alternative media which can work around the dominance of the
state

Ayman Abdel Nour who read the articles of the new law said that
the law would give the right to launch websites without prior
permission, but it will be required from the website owner to be a
university graduate aged at least 25, and not previously charged
with any crime. Website construction will require the owner to
submit a photocopy of their identity card and place of residence to
the judiciary. These requirements would apply only to political
news websites. In addition, the text of the law gives the right to
"determine what is permitted or not permitted", which will be
utilized by the authorities to control the content of websites. These
perceptions of the law, first described "Shadi Hijazi" editor of Syria
Mirror, are kind "of madness" and "Nidal Maalouf" the editor of
"Syria News" website mentioned that if the new law is a trap, they
should block our websites now (13).
Journalists are concerned that talk about the organization of
controlling electronic publishing means. However, "Kadi Amin"
Deputy Syrian Information Minister replied that the chaos is not in
anyone's interest and the need to control in order to determine
responsibility for websites is very important (14).
Censorship and Website Blocking:
When Bashar Assad came to power, he promised to start a new
era. He sent some positive signals such as the release of some
political prisoners. All expected that the internet would gain more
freedom too, particularly because Bashar was the first supporter of
the internet in Syria . However such expectations have proved
unfounded. There was no clear intent for the regime to launch any
democratic reforms to enlighten the dominance of Ba'ath party

(15). More blockings and censorship were imposed o the internet,
and the users are arrested, despite the promises of improvement.
When the internet firstly was provided in Syria , the government
focused on its own security more than the service itself. Therefore,
they considered free and open internet access to pose a great
danger. The web was developed so that all access the web had to
be via a proxy. The governing rule was that everything is forbidden
unless it can proved to be no harm or useful (16). Syrians were,
therefore, unable to use any service excluding browsing web
pages using HTTP protocol. This meant access to a large number
of websites was impossible from within Syria , though many
Syrians did not even realize that there were other possible
services
From the beginning of the internet in Syria the authorities
prevented access to free email services provided by prominent
websites like Yahoo, Hotmail, Maktoob etc. (17). This meant that
citizens had to use the state-controlled local email service which
could be easily controlled, monitored and censored. In 2004 some
of these websites were unblocked. However, experts believe that
the authorities acquired new security and censorship equipments
to censor the emails on these servers and so the situation in terms
of freedom remains unchanged (18). The authorities re-blocked
Hotmail on 17 July 2006 (19).
Though the Telecommunications Foundation has said that the
reason behind the blocking of free websites is fear from the
commercial competition this cannot be true as there is no benefit
or loss to the foundation if users stop using their email service.

A Syrian internet user said that the reason the government blocks
websites is the inability of political decision makers to confess their
failure in controlling the open ideas and beliefs that are available
online (20). Naturally, another citizen defended the blocking by
saying that Yahoo and Hotmail websites are censored by the
American CIA, and Maktoob website is affiliated to the Jordanian
Intelligence Bureau! He also mentioned that ICQ messenger is
affiliated to the Israeli intelligence and is used for spying purposes
(21)!
The list of blocked websites is very long and Syrian authorities add
new websites to it every day. This is done despite the demands to
change the policy and to identify more logical rules. It is not clear
who is responsible for the blocking. Some experts believe that the
Public Telecommunications Foundation (PFT) is the authority
entitled to implement blocking yet others say that the security
forces are the blockers (22). Professor Botrous Halaq of the
Faculty of Mass Media of Damascus University believes that the
internet is only subject to administrative regulations based upon
regulating access via Syrian Telecommunications Foundation and
Information Technology Association servers which work in
harmony with the state (23).
Most of the blocked websites are those which focus on news and
politics, particularly those interested in the internal affairs of Syria .
For example, in 2005 security forces paid millions of dollars to
purchase modern censorship equipment from Germany and the
Netherlands , in order to prevent access to the most popular
websites in Syria (24).

Officials in the PTF mentioned in a rare statement that since the
beginning of investing the internet in Syria, the basic rules to deal
with the internet focused on blocking two types of websites:
pornographic and anti. The "anti" definition is completely open to
interpretation, and included Israeli, Islamic, news, and even Syrian
websites (25). It is also clear that the authorities did not actually
block pornographic websites.
The Syrian authorities have blocked all websites registered within
Israel , which ends with the suffix (.il), and all Kurdish websites,
especially after the bloody events of Qamishli, in addition to many
news websites such as the famous "Mideast News" which is
affiliated to Muslim Brotherhood, and the "Arab Times" (26). In
2003, Adnan Omran the Syrian Information Minister requested the
blocking of Ilaf newspaper website inside Syria after the website
published an article entitled "The freedoms and confusion of the
Syrian media" (27). Islam Online (28), Gazette, Syrian Scene
issued by the Syrian Center for Media and freedom of expression
were also blocked in 24 June 2006 . The Syrian Scientific
Association blocked the Domari website (29). This site was
specifically kept open through other service providers, such as
"Telecommunications Company" or "Aya" and Shows the lack of
consistency in the blocking (30).
When Aya Company launched its services, many blocked services
were provided and some blocked sites were unblocked. However,
this limited freedom did not last. The Telecommunications
Foundation obliged the new service provider to block sites in line
with the other providers. Hence, users discovered that the

websites which they were able to access previously are now
blocked.
When a page is blocked users are able to complain by writing their
feedback, however, the likelihood of anyone doing this is very slim
since they must include their name and phone number (31).
One citizen mentioned that he faced dozens of blocked websites,
including Muslim Brotherhood websites. The main reason behind
this is imposing more restrictions on the internet (32). Another
citizen said that the blocked websites are political and newspapers
websites (33). Another citizen mentioned that authorities block
political and human rights websites (34). All the messages which
came in response to research questions confirmed the high cost of
the internet service in Syria . This limited its spread in Syria .
Blocking is not the biggest risk faced by active internet publishers
in Syria as they may also be imprisoned. On 23 June 2006 , the
Kurdish journalist, Masoud Hamed was released after spending
three years in prison as a penalty for posting online photos for a
protest launched by Kurdish children in Syria in 25 June 2003 (35).
The Syrian prisons include some citizens accused of using the
internet.
Some internet service provider have even announced even more
new blocking services for clients For example, the Information
Society provides a "Filtering" service claims to be a free service
which secures the subscribers against the internet threats. This
filter works on blocking immoral and violent websites in addition to
chat programs according to advertisements (36). The Engineering

Computer Company, the newest internet service provider in Syria ,
started its promotion campaign by providing secure service for
families. The company called upon the citizens to apply for any
website to be blocked which they consider harmful. Some
observers considered this an invitation for Syrian citizens to work
as informers (37).
Nevertheless, Syrians have invented many methods to avoid
governmental blocking and censorship. Some information
technology expert said that the purpose of censorship is not
achieved because thousands of blocked emails have made the
Syrian users experts at getting around the government blocking
policy. The newest hacking method is sold on CDs everywhere in
Syria (38).
Despite the blocking, online publishing has found an outlet and
achieved a presence among citizens who wished to explore
independent sources of information which is not government
control. This is done despite the severe risks that surround any
presence on the web which is not in accordance with the
governments view.
The Syria News website is a free electronic newspaper
comparable to those at the level of the modern Arab media. The
number of surfers of the main page reaches up to 10 thousand
persons, and the number of read pages per day reaches up to 100
thousand pages. The website editor is Nidal Maalouf who believes
that he is moving through a wide margin of freedom, which creates
an atmosphere of uneasiness on the part of some official quarters,

and that sometimes receive comments on - including phone callsand the adverse effects of some of the topics published (39).
Internet Prisoners in Syria
The Supreme Security Court in Damascus has had many internet
users arrested the following is a list of some of these internet
prisoners (40):
• Masoud Hamid 2003
Masoud Hamid was awarded Internet Freedom Prize 2005 from
France Foundation and Reporters Sans Frontieres on 7 December
2005 .
The 29 years old, Syrian Kurdish student, was arrested on 24 July
2004 for participating in a demonstration on 25 June 2003 calling
for the civil and political rights of Syrian Kurdish citizens, including
the right of their children to learn the Kurdish language. Policemen
and Security forces arrested Hamid while dispersing
demonstrators violently. Masoud Hamid was arrested for posting
photo for the demonstration on different websites; including the
Kurdish website www.amude.com .
On 10 October 2004 , The Higher State Security Court sentenced
Hamid for five years on the charge of membership of "a secret
organization and taking part in "the endeavor to extract a part of
Syrian lands to add it to foreign lands". These two charges are
usually levied against Kurdish citizens in Syria . It was reported
that Hamid was tortured in the investigations. According to the
information given by Amnesty International, he was also tortured

on account of joining a hunger strike on October 2004 with other
Syrian Kurdish citizens, in protest of the miserable circumstances
of imprisonment.
- Mohanad Quatish, Haitham Quatish and Yahia Al-Auis – 2004
On 25 July 2005, the Higher State Security Court of Damascus
sentenced Haitham Quatish to four years, Mohanad Quatish to
three years and Yahia Al-Auis to two years in jail. They had been
detained for almost two years before being trialed. The Syria
Security Authority accused and detained Haitham and Mohanad
and the journalist Yahia Al-Awes for "gathering confidential
information which may affect the interest of the state in order to
deliver it to a foreign country" and of spreading "false information
abroad" via the internet. In 2002, they were arrested for sending
articles to an online newspaper in UAE. Mohanad and Yahia were
accused of "inciting for gathering information which must stay
confidential to preserve state security against the hostile activities
of foreign countries”.
- Mohammad Hassan Zieb -2005
In May 26 2005 , Mohammad was detained without a trial .The
charges leveled against him by the state were of weakening the
national feeling, degrading the court prestige, and having of
obtaining information through internet.
- Habib Salah May 29 2005
In May 29 2005 , Syrian security authorities arrested the human
rights activist Habib Salah at his office in Tartos. The arrest and

detention were probably carried out by the Syrian Military Police
branch. The reason for the detention was because of the article he
wrote in the "Civilized Dialogue", " Middle East " and "Al-Raay"
websites affiliated to the Syrian People Democratic party. The
articles, with their open version, were directed to the 10 th National
conference of Ba'ath party which was due to be held in June 6
2005 . Salah was one of detainees of the Damascus spring. He
was sentenced to three years in prison by the Supreme Court.
- Mohammad Ghanim
In March 2006 the military police in Reqa town arrested the
independent writer, journalist and editor of sourion website
www.surion.org. Mohammad Ghaniem in June. He was sentenced
to one year in prison later lowered to 6 months. This was due to
his articles and stance that he wrote in the Sorion site which he
called "the national, democratic, independent and free site”
.Mohammad Ghanim works as teacher, he is the authors of many
novels and is known for his defense of the Kurdish minority in
Syria .
Internet Cafes
Internet cafes are widely spread all over Syria , particularly in
Damascus and other surrounding cities.
In order to get a license to run an internet café the owner must
apply to the Telecommunications Department in their governorate
and comply with the regulations set down in the Conditions
Manual. They are then inspected by a specialized and then the
license can be granted (41).

The Conditions Manual contains many detailed stipulations which
regulate virtually every aspect of the café, these include: the
spacing between computer sets, and a minimum number of
computer sets (not less than four). That there must be a bathroom
for men and another bathroom for women. There may be no
refrigerator to sell drinks from, (for this the café owner must have a
restaurant license). Further all the equipment, computers hubs and
so on must be available for when the inspection committee visits
the café to license it. This means any owner must spend all the
money on the café before being sure that the authorities will allow
the café to run or not. Some citizens mentioned to HRinfo that any
problems resulted from this situation can be solved by paying
bribes (42).
The cost of using the internet per hour in these cafes ranges from
50 to 100 Liras (1-2 dollars). This is considered by many citizens to
be too expensive. A poll by 100 students in different institutes
proved that entertainment websites (mostly pornographic) are the
most visited, followed by chatting websites. 25% of the sample
said that they spend 400 Liras per week on internet cafes, and
surprisingly 45% of the sample has access to email. However,
since all internet cafes are obliged to use filters to block
pornographic websites the results of this survey point to either the
inefficiency of these systems or to the fact that pornography is not
really the government's main target for censorship (43).
Security forces wearing plain clothes walk up and down the streets
nearby internet cafes and frequently enter them in order to censor
visitors' activities. The security forces oblige internet cafes owners

to spy on their visitors and threaten them with closure of the café if
they do not cooperate properly (44).
An internet cafe supervisor said that many people who attend his
café already have the internet service at home, but they can not
surf certain websites and so they come to internet cafes to surf
them more freely, away from the control of parents (45).
Women are frequent visitors to internet cafés, but mostly visit
these cafes during the day. Some cafes organize separate places:
one for males and one for females. Though the majority of cafes
do not impose gender separation.
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Iraq
‘The internet is a necessary part of modern life for many people.
There are only disturbance for the centers calling for free internet
use which suffer plenty of harassment by "religious gangs""
Ghassan Shamkhy, Director of Sada Center for Human
Development (SCHD)
Email to The Arabic Network for Human Rights Information
General Overview:
The population of Iraq is approximately 29 million.
Internet and Telecommunications Sector
The general situation in Iraq, including telecommunications and the
internet is complex and can be divided into two phases. The first
phase is when the internet began operating in Iraq in the late
1990s under strict central control under Saddam Hussein. The
other phase is the post Anglo-American war era and their
subsequent occupation of Iraq which continues despite the
existence of an elected government. The evaluation of the level of
freedom is rather difficult since initially there was an oppressive
regime that prohibited the free navigation of the internet, yet now
there is more freedom to browse the internet but there is no
security for the people.
The figures announced by head of the Iraqi National
Communication and Media Commission; Dr. Syamend Othman
painted a clear picture of the situation. He said that the number of

Internet users in Iraq increased from 21,500 users in 2001 to
approximately 120,000 users in 2004. He also predicted a massive
growth of 500% (1) in the use of internet in the next five years in
Iraq. In all cases, these figures show serious weaknesses in the
current infrastructure of Iraqi telecommunications network, which is
to be expected due to the current situation.
Following the military invasion of Iraq there was a greater focus on
the construction of mobile phone networks in order to allow the
citizens to overcome the problems caused by the destruction of
terrestrial phone lines. In October 2003, three Middle Eastern
companies were licensed to establish mobile phone networks in
Iraq. They were Asia Cell Telecommunications Company (Asia
Cell), Orascom Telecom (Orascom), Atheer Telecom (Atheer).
These companies were entitled to provide the services for
northern, central, and southern Iraq respectively (2). These
divisions were much similar to the political future of Iraq.
In February 2004, the Egyptian Orascom Company cooperated
with the French Alcatel company to operate the very first mobile
phone network in Iraq. Afterwards, the other two companies
started to provide their services (3). Shortly after the services
started operating the citizens were outraged by the high prices and
bad services. Such problems with cellular phone companies reveal
the chaos of the telecommunications sector in Iraq because
although these companies are supposed to be working under the
direct supervision of the independent Public Authority for
Telecommunications and Media the supervision is clearly not
being provided.

Although the internet may now be used from private homes under
the new regime, the prices are still so high that ordinary citizen
cannot afford it. The governmental company providing ADSL
service charges users with US$ 100 per month for the speed of
64KB in addition to other expenses amounted to US$ 300 for
connection (4).
The political chaos in Iraq has deeply influenced internet market.
Though Iraq recently got an online country symbol (.iq) it is
considered largely as a symbolic measure. There is no official
information about the companies who provide private internet
service provision, or their relationship with the Ministry of
Telecommunication or the acts and laws regulating their work.
Some foreign companies capitalize on this situation such as the
American Hughes company and the Russian Soyuz company
which have established a hold on the satellite dish market and
have started to sell internet access service to the flourishing
interent café market. The subscription cost of these companies is
much higher than the official service provided by the government.
However, they are widely used because of the high quality of their
devices and regular maintenance (5).
In addition to the attempts of facilitating Iraqis' access to internet,
The Public Company for World Wide Web Services recently
launched a new project named "WWB" which aims to provide
wireless internet services to ministries and governmental
departments in Baghdad. The service includes VoIP, and Video
Conference services which are not yet available for ordinary Iraqi
citizen (6).

Bloggers
Iraqi bloggers are very active. An Iraqi blog by an Iraqi citizen who
uses the pseudonym Salam Pax achieved international fame when
it first appeared in June 2002 and gained its popularity by
describing in minute the details of the sufferings of Iraqi citizens
during the brutal American attacks on Baghdad. The blog was a
rare source of such information. At the end of war, this blog was
republished in a printed book in English (7).
In 2004 there were more than 30 bloggers in Baghdad in addition
to other bloggers writing from outside Iraq. The most famous
among these blogs is "A Family in Baghdad Blog"
(afamilyinbaghdad.blogspot.com) which first appeared in
December 2003 and was written by an Iraqi family reporting on the
daily life in Baghdad. We believe that the number of blogs has
increased since that time with the spread of internet service in Iraq.
Some of the blog aggregators can be accessed through
http://iraqblogcount.blogspot.com or
http://www.ratzingerfanclub.com/iraqi_blogs/index.html
Censorship and Website Blocking
The Internet Under Saddam Hussein
When internet services entered Iraq the internet it was forbidden
for citizens to use the internet at home and it was only available at
governmental Public Internet Centers. Furthermore the sole
internet provider was Uruklink which was owned by the Ministry of
Culture and Information. This made it very easy for the

government to control every aspect of what its citizens could see
on the internet (8).
Through these public cafes, preprogrammed software and devices
were used to block certain websites including those of opponents
and the website of the singer Kadhem El-Saher. When these
websites were accessed a black page appeared with words in red
warning the user against proceeding (9).
After a while Saddam allowed post-graduate access to the internet
at home for six hours after midnight. They were given tow websites
which provided email services. Their emails were delivered to
them after one day (10). A student mentioned that the only
available café in the Technology University at the era of Saddam
Hussein carried signs with "ACCESS TO ISLAMIC,
PORNOGRAPHIC, AND POLITICAL WEBSITES IS NOT
ALLOWED" (11)
Despite the small number of governmental internet cafés available
at that time the government appointed 400 to 500 persons to run
these cafés. This aimed to completely control the internet in order
to push café visitors into accessing the "right websites" from the
point of view of the government.
Post-Invasion of Iraq
After the US forces captured Baghdad the USA, as the occupying
power, took control of all telecommunication systems. In the
immediate aftermath of the invasion no data or information
concerning censorship of the internet was available given that
information exchange was a sensitive issue (12).

Now more than three years into the occupation, the situation is still
not entirely clear. The reports coming from inside Iraq unanimously
agree on the existence of internet censorship but also agree that it
is not as strict as it was under Saddam.
HRinfo has received a large number of emails from Iraqi citizens
which make claims about the current status of the freedom of the
internet under the American occupation. These emails have
included the claims that:
- It is the internet cafés owners who impose the censorship (13).
- Though there are many problems in browsing the internet, these
can be solved easily (14).
- Censorship is imposed by the internet cafes owners, particularly
in southern Iraq through certain programs which detect some
websites, particularly pornographic, liberal, and secular websites
(such as communist and terrorist websites) (15).
- Another mentioned the phenomenon of religious scholars who
launch campaigns against internet users who waste their time at
the internet cafés and do not go for prayers and that consequently
the cafés are considered as morally corrupting (16).
- Some websites advocating human rights are blocked as one Iraqi
who was trying to research human rights could not (17).
- There are problems because of the blocking of news websites
which reveals the current and recent incidents in Iraq (18).

Of course not all the claims above can be verified but there sheer
number and diversity shows that despite the difference between
the current and the previous internet conditions in Iraq, the
problem of blocked websites persists. Given the continuing
occupation of Iraqi it is difficult to hold the Iraqi government liable
for what is happening especially given the chaos that has spread
all over Iraq. The most serious aspect is that the reports that assert
there is an increase of the control of religious scholars that allowed
them to censor the internet in the absence of the Iraqi ruling
authority.
The oppressive practices by security forces in Iraq did not end with
the fall of Saddam's regime. The Iraqi blogger Khaled Garar
reported that in July 2005, university guards arrested him while he
was using a computer at the university. When he asked why he
was arrested they declared that the reason was because he was
‘printing the websites that he visited'. They also accused him of
"browsing terrorist websites" and "contacting foreign terrorists".
The guards asked Khaled about the content of the foreign
websites he was visiting although none of them knew English. He
was then detained for several days before a judge set him free.
However, he spent more several days in prison. He was finally
freed after signing a pledge not to tell the families of the prisoners
he met in prison about where they were being held (19).
The most basic problem facing internet users in Iraq has nothing to
do with censorship or blocked websites but with their day to day
security. US and Iraqi forces regularly raid houses and internet

cafes to search them. If some one is arrested, their computer is
confiscated immediately.
The Kurdish writer Kamal Sayed Kader who lived in Austria was
arrested upon his return to Iraq by Arbiel security forces and was
accused of publishing essays at some electronic websites (20).
Kamal was tried in December 2005 by the Second Criminal Court
in Arbiel. He was charged with defamation because of his online
posts criticizing the leadership of the Kurdish Democratic Party
which is one of the two parties ruling the Kurdish region in northern
Iraq. Kader was convicted despite his denied the charge
announced against him. He was then sentenced to 30 years in
prison. However, appeal court refused the sentence award and
referred the case to misdemeanor court in Arbiel for re-trail him.
On 26 March 2006, the court sentenced him for 18 months in clear
violation of his right to free speech (21).
Iraqi armed groups use the internet heavily as an alternative media
to spread their message, operations and statements. This
phenomenon is increasing and consequently it is considered as a
chase between Americans and Iraqi armed groups. The members
of Al-Qaeda working in Iraq uses the internet for as an alternative
media means to promote its activities especially after the
traditional news channels limited the coverage of such activities.
This led US occupation forces in Iraq to do its best to stop such
activity. However, the US forces found it difficult to prosecuting
web hosts as the armed groups moved their sites from one hosting
company to another (22).

In this context, the US forces closed all internet cafes in Anbar
province, a few months ago, claiming that they are used by armed
groups to post their press releases and to contact their supporters
inside and outside Iraq. The army used to resort to continuous raid
of these centers before deciding to close them. Any café owner
may be arrested with the charge of receiving armed groups
members and supporting their activities (23). An internet café
owner in Al-Fallujah city reported that four armed men attacked his
house and forced him to open the café for them to use the internet
and they did not allow him to see what they were doing (24).
Reports of the US Ministry of Defense have asserted that Iraqi
armed groups headed by Al-Qaeda use the internet as a vital
means to communicate and to publish their statements and
footages with the purpose of winning the media war against the
United States (25). After the US made such statements the
difficulties suffered by Iraqis while using the internet further
increased.
Website blocking is not limited to Iraqis alone and in some
situations is also applied to US army personnel. In a rare report,
The Memory Hole blog mentioned that its website was blocked at
US army bases. The blog mentioned that one of the users from
inside the US army could not access the blog which posts news
about the situation in Iraq. He received a message reading
"Access is not allowed" (26). He claimed that the US army is using
specialized BlueCoat software to filter and block websites using
the database of SmartFilter (27) software which is used by almost
all Arab countries.

Internet Cafes
In Iraq internet cafés are the sole place where most Iraqis can
access the internet. During Saddam Hussein reign, access to the
internet was only available at governmental public internet centers.
After the fall of Saddam, despite the difficult economic
circumstances internet cafés were permitted.
Pre-Invasion Iraq
In 2002 computer screens at the internet centers were directed
away form the wall because governmental officials of the Internet
Department were able to censor them while walking up and down.
At that time, there were 26 public internet centers in Iraq and there
were approximately 200 visitors to these centers per day.
Post- Invasion Iraq
After the fall of Saddam internet cafés in Iraq revived significantly
There were already some 150 internet cafés in Baghdad alone in
2004 (28). However, instability and a lack of certainty remain the
dominant themes for internet cafés since during the occupation of
Iraq.. In order to open an internet café one is supposed to get a
license from the government internet corporation. However, the
corporation regularly refuses to grant any license for any new café.
Therefore, most people ignore the official procedures and rely on
the lack of government control and its inability to apply the law and
continue as if the procedures did not exist (29).
One internet café owner said that when he tried to obtain official
license the Ministry of Transportation required him to go back to

the Public Corporation. When he did so, corporation officials told
him to contact Americans. Another owner said that the corporation
rejected his license application claiming that he did not have an
appropriate receiver device. However, the warehouse where the
government stores the official recognized equipment had been
looted and all the equipment stolen. After long negotiations, the
officer agreed on one condition which was that the owner must
purchase the receiver device from a of the friends of the official
(30). These cases show that the market is not properly regulated
or controlled and that corruption is flourishing in the chaos.
However despite the general trend which has seen a massive
increase in the number of internet cafés the picture is not uniform
and often changes rapidly in the security and political chaos. Thus
for example there was decrease in the number of cyber cafes in
Tikrit city from 14 to only 4 cyber cafes. It was claimed that the
reason for this was the bad telecommunication service which
excludes the visitors. That is in addition to the increase in
maintenance costs, but it seems as if other factor play a prominent
role. In the case of Tikrit it has been claimed that the US forces cut
the lines.
The absence of the state control and the sense of freedom after
such long years of oppression means that the café owner now feel
free to operate their cafés as they like. Many internet cafes now
have isolated rooms and corners which enable the users to
navigate websites with more freedom, unlike the case under the
previous regime (31). Also, some owners have added wooden
barriers to separate between computers (32).

There is no registration of names within the cafes and there are no
special means of control (33). However, most of the cafes are
small and have areas that have no booths to isolate users. The
cafes which do register names are limited to the registration of the
first name for financial accounts purposes only, and there is no
political control.
The most serious violation revealed in the testimonies of citizens
inside Iraq concerning internet cafés is the harassment suffered by
employees and owners of the cafes by religious extremists. A
citizen reported that some cafes in the regions are dominated by
the religious groups and there are banners warning visitors from
entering secular websites (34). The internet cafés which allow free
access to pornographic websites get burnt and damaged by the
"religious gangs" (35).Sometimes, the owners of the cyber cafes
are assassinated because they refuse to block immoral websites
(36).
The only censorship is that imposed by the cafes owners. Some of
them use programs that prevent access to certain websites (37).
Most of the cafes put cautions up warning users against accessing
pornographic, Israeli, or terrorist websites (38). An internet café
owner mentioned that due to technological development, cafes
supervisors are able to close pornographic websites. There are
censorship and control programs as well which enable the
supervisor to access any of the computers used inside the café.
The most serious obstacle facing Iraqi Internet café users is being
caught between armed groups and police forces and the
Americans. The latest harassment of this kind took place in the city

of Baghdad after an armed group disguised in police uniform
launched a campaign to close internet centers in a number of
streets of the Iraqi capital, in July 2006. The police arrested their
owners with the charge of association with the armed groups. In
addition to these campaigns, cafes owners are threatened by
unidentified sources to close their shops. An internet café owner
identified these "sources" as militias linked to government parties.
In the post-Saddam era, internet cafes have spread all over Iraq
and are visited by both men and women despite the difficult
circumstances. However, they are not satisfying for the vast
number of visitors. Women first visited cyber cafes in Baquba city
despite the fact that the majority of fathers refuse to let their
daughters go to such places (39). The same situation is witnessed
in the religious Karbala city. Many women there visit internet cafes
with their female friends and relatives (40).
Many women and youth considered the internet a new means to
establish friendships and relationships under the circumstances of
low standard of living and the deterioration of the security situation
and the phenomenon of spinsterhood (41).
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Oman
General Overview:
The Sultanate of Oman is located in the south-east corner of the
Arabian Peninsula, in a strategic location on the Arabian Gulf . The
governing Sultan Qaboos bin Said has ruled the state since 1970
having come to power after a military coup d'état which overthrew
his father (1). Qaboos launched an open program to update all
aspects of life in Omani society, with the notable exception of
political life.
Politics in Oman take place in the framework of an absolute
monarchy, though it looks as if it is moving slowly towards a form
of constitutional monarch. However, despite the fact that "the
Status of the State", which was issued in 1996 allowed the
existence of a two-chamber parliament; "State Council" and "Shura
Council" (2), their roles are merely advisory and they have no
competences. The statute of the State stipulates that the Cabinet
is the body entitled to implement the general policies of the state.
However, its role ends at the stage of "referring the
recommendations" to the Sultan, including the draft laws and
decrees (3). While the Constitution places all power in the hands of
Sultan Qaboos without holding him to account, though it allows
him to hold state employees personally to account.
Oman has a population of 2.4 million (some 600,000 of these are
non-Omani citizens). The State's main source of income is from oil.
The average annual per capita income is 8,992 dollars. This

means that the Sultanate has one of the lowest incomes when
compared to other Gulf States .
Internet and Telecommunication Sector
The sector is dominated by the Omani telecommunication
company known as Oman Tel Company ( www.omantel.net.om ).
Oman Tel is a closed joint-stock company wholly owned by the
government. It was restructured in 2003 in what was promoted as
a step towards liberalizing the telecommunication market. The
Telecommunications Regulatory Authority ( www.tra.gov.om ) was
founded to implement the general policy of the telecommunications
sector, in accordance with Sultanate Decree No.30/2002 (4).
Statistics from the Telecommunication Regulatory Authority of
Oman show that there are 269,000 phone lines and over 1.5
million (5) mobile phone subscriptions in Oman . The Internet
World Statistics website estimates that Oman has some 245,000
internet users (6).
Despite a rapid rise in the number of internet users Oman still has
relatively few in comparison to other countries in the region.
Despite persistent attempts to develop the use of the Internet
outside the capital, Muscat , little headway has been made,
particularly with regard to access to high-speed ADSL services (7)
The Sultanate of Oman is striving to catch up with modern
telecommunications through its ambitious e-government project.
The project has several strands, including the "Oman Digital
Society" and aims to expand the numbers who can use computers
and a better understanding of the internet. In this context, Oman

Tel signed an agreement with the Information Technology
Authority to create a unified governmental network for ministries
and other governmental institutions. According to statements from
Oman Tel, it is expected that the project will lead to the creation of
some 750 governmental websites (8).
The monopoly of internet services, high prices, and technical
problems have deeply affected the spread of the service and
number of users in Oman . This accounts for the limited influence
of such media within the Omani society, which can be clearly
noticed through the low number of Omani blogs and local
websites. There are some active web forums, yet there are fewer
than in other neighbor countries, and those that do exist do not
exert the same level of influence due to self-censorship by those
who make posts.
Communications and Internet Law
There are three primary sources of which inform the legal and
operational environment for the internet in Oman . These are the
Status of the State (a new Basic Law or Constitution) of Oman ,
the Press and Publication Law and the Internet Service Manual.
The Basic Law adopted by Sultan Qaboos in 1996 stipulates
numerous basic freedoms. Article (18) that "personal liberty is
guaranteed in accordance with the law and that no one may be
arrested, searched, detained or imprisoned or restrict his freedom
of movement and residence, except in accordance with the law".
Article (29), it is stipulated that "freedom of expression by saying,
writing and other means of expression is guaranteed within the

limits of law". Article (30), it is stipulated that "Freedom of postal
and telegraphic correspondence, telephone calls and other means
of communication is protected and their confidentiality is
guaranteed. They can not be censored, searched, divulged,
delayed, or confiscated except in cases prescribed by law". Article
(31), it is stipulated that "freedom of the press, printing and
publishing is guaranteed in accordance with the terms and
conditions prescribed by law" (9).
The Press and Publication Law of 1984 include penalties of up to
two years in prison and fines of two thousand riyals (equivalent of
US$ 5,000). The "Committee for Press and Publication" acts as a
court in deciding upon such matters but its rulings do not become
binding until they are approved by the Minister of Information.
After strenuous attempts over a long time by journalists and
activists in and outside of the country to have the Press and
Publications Law amended, in August 2004 the authorities
announced that it would be. The amendment resulted in more
restrictions as it raised the capital required to establish
newspapers magazines and advertisement agencies . The
amendment did not include any provisions towards breaking the
official monopoly of telecommunications and the freedom of
expression (10).
Perhaps the truest gauge of the governments intentions toward
internet freedom are contained in the Internet Service Manual. This
controls the use of the World Wide Web in Oman and includes
detailed stipulations and prohibitions which the public internet
service provider must abide by . These prohibitions contain a long

list of what is not allowed to be published. This includes material
that could contain any data or information that would: endanger
national security, defame His Majesty the Sultan or the members
of the royal family, be inconsistent with the effective laws of the
state, undermine confidence in the fairness of the government,
contain false data or rumors, lead to the hatred of or degradation
of the government, or promote a political or ideological ideas
conflicting with the general system of the country (11). The manual
further prohibits the use of any locally unlicensed means for
connecting to the internet via satellite. It also prohibits the
browsing of websites which contain immoral or anti-social material.
Further, private companies, institutions and authorities are not
allowed to use encoding devices without the permission of a
competent authority. There is also a requirement that the services
not be made available to those who are under the legal age (12).
Censorship and Website Blocking and imprisonment
Official information on internet censorship systems, the bodies
governing this process or even the rules governing the methods of
censorship are not readily available to the public.
Internet censorship in Oman is a central process easily
implemented by the authorities, as they have a monopoly over
internet services. The State exercises broad censorship on various
websites, using SmartFilter software produced by an American
company (13).
Citizens are afraid because of the lack of protection and privacy;
they fear the authorities that arrest the web forum members

disguised under pseudonyms if they criticize state policies. They
are also put under pressure and are prevented from writing.
Sometimes, they are also threatened to lose their jobs and get
imprisoned.
Debate websites such as the Omani network website known as
"Sabla" ( www.omania.net ) are the only outlet for discussing local
affairs. Although the discussions are under pseudonyms, this does
not prevent the Omani authorities from arresting and questioning
the contributors to these websites, and subsequently sentencing
them to imprisonment for one year with a stay of execution. That is
in addition to prevention them from writing for five years (14). An
Omani activist said that the Omani authorities did not block her
website because it allows them to know how the people are
thinking (15).
O m ani activist "Tiba Almauli" won membership of the Omani
Shura Council from 1994 to 2000. During this time she criticized
Ministers. In 2000 when she was no longer a member of the
Shura, she lost her job with the Ministry of Information, where she
had been working. Afterwards, she started to practice political
activism through the Omani "Sabla" forum. She wrote a large
number of posts using a pseudonym before the authorities arrest
and questioned her in May 2005 about her writings in the forum
and her SMS messages that were critical about the increase in the
price of gasoline (16). Eventually her activities on the internet led
to a prison sentence of 18 months for criticizing senior state
officials in a post on "Sbala" forum. The prison sentence was later
reduced to six months in the Court of Appeal. She did not request
exemption although she claimed that she highly appreciates Sultan

Qaboos. Despite the end of the sentence, she still feels that she is
censored (17). Almauli was released in February 2006.
The poet and human rights activist, "Abdullah Al-Riyami," was
arrested on 12 July 2005 on account of his human rights activism.
He was also banned from appearing in the media, audio and video
and also from writing in the official newspapers prior to his arrest
because of his criticism of the government (18). On 22 March 2004
Al-Riyami posted an article online concerning freedom of
expression and the cultural policies adopted by the state. This lead
to an unprecedented debate as Al-Riyami called for the media to
be set free from government control and for the elimination of
censorship on books, arts, and the internet. This led him to be
banned from appearing in media, according to a decision made by
the minister of information (19). However, he continued to write
and to express his views through on the internet and through a
cultural web forum ( www.kikah.com ) (20) prior to his arrest in July
2005 until the beginnings of 2006.
Due to the level of activity on the internet and its increased use to
say that that would never be published in the traditional media the
authorities have taken further action to control and censor the
freedom provided by the Internet. Authorities have posted
advertisements on the local websites warning that any criticism of
the Sultan or government officials will be censored and might lead
its writers to be questioned by the authorities. This has resulted in
an increased level of self-censorship by internet users in Oman
(21).

Some websites which are blocked seem to be done on an arbitary
basis since they do not contain any material that is prescribed by
the government such as pornography or critical politics. For
example, the administrators of the Saudi "Al-Kon" network were
astonished when all the websites they host were blocked. They
said that they impose strict guidelines to prevent clients from
posting any anti-religious or anti-traditional material. Omani
officials have not responded or clarified the reason behind such
blocking, in spite of the frequent endeavors calling for a response
(22).
Oman blocked the Skype website which provides live voice calling
online. This action shocked foreigners working in Oman as it
provides cheaper service than other traditional telecommunication
means and many of them depended on Skype to contact their
families. Afterwards, an Oman Tel official stated that the blocking
was not official. He added that the company will unblock the
website within Oman (23).
Internet Cafés
The exact number of internet cafes located in the Sultanate of
Oman cannot be identified easily. That is because of the absence
of any figures, even informal statistics, to monitor the number of
these cafes. The only available statistics is that provided by
Telecommunications Regulatory Authority which mentioned that
the number of leased internet service subscribers including cyber
cafes reached 215 subscriptions (24). This may give a general
idea about the number of cyber cafes, although they are not
accurate.

Internet cafés mostly exist in the capital, Muscat , and can be
rarely seen in small towns. This is because of the absence of
ADSL service in such areas.
The procedures and conditions which must be met in order to open
an internet café in Oman are long and complex as permission is
needed by both Oman Tel and the some government agencies.
Applications are made to the Sales Department of the Commercial
Sector of Oman Tel Company (25). There are a number of
conditions which must be fulfilled, these include; evidence of the
purchase of original software, confirmation that the Proxy blocker
is used on internet browsers and that the proxy should also include
a tracking system which can detect which computer is used. There
are further conditions regulating commercial activity and practice,
and approval on the Terms of Internet Service Manual (26).
The most important condition imposed on the licensed service
provider is to submit a "user log file" before starting to operate the
service. This must include the user name, ID card number (for
citizen) or Work Card (for foreigners), IP address, log in date, log
in time, log off time, and the signature of the user (27).
There are further conditions on the lay out and internal workings of
the café as owners must submit a full plan showing the internal
divisions of the café. The design of the café should allow easy
vision of computer monitors and there should be no closed rooms
or curtains to cover the internet user. Moreover, the internal
lighting of the café should make it possible to monitor what is
happening in the café from outside (28). This deprives Internet
users from the privacy they desire.
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Palestine
"We provide protection for our computers by preventing people
from accessing suspicious websites. The internet café we are
trying to create is mixed with no moral disorder. We watch our
clients and force those who cross the line to get out the café and
never allow them back"
Mohamed Abu Dhaher; Manager of a internet café in Ramallah
General Overview
There is no country in the world with such complicated
circumstances as that of Palestine . The beginning of these
complications goes back to 1948 the state of Israel was declared
on 78% of Palestinian land. The remaining area of the country –
the Gaza Strip and West Bank – was subject to Egyptian and
Jordanian governance, respectively. That situation continued until
June 1967 when Israel occupied the remaining territories.
No practical steps were taken before the signing of Oslo
agreement in 1993 between Israel and the Palestine Liberation
Organization (PLO). Upon the agreement, the Palestinian authority
was given small isolated areas in the West Bank and almost 60%
of the Gaza Strip. The Declaration of Principles of Interim Selfgovernment stipulated the establishment of an interim selfgovernment for a period of five years or until a permanent
settlement is reached, this settlement is still to be achieved.
The Palestinian National Authority (PNA) had to start from near
scratch and faced enormous barriers and an obstacle not least of

these was having to ‘rule' belligerent Israeli occupation. In this
context telecommunications in Palestine has always suffered due
to the dominance of Israel over the whole sector.
Before the return of the PLO and creation of the PNA, Israel
worked on imposing many military restrictions (1). For example,
the Israeli military decree no. 1279/1989 stipulated that
Palestinians were prohibited from using phone lines in "faxing,
emailing, or any form of electronic posting" (2).
Before signing the Oslo agreement, the Israeli authority used to
prevent the Palestinian authority in Gaza Strip and West Bank
form leasing permanent internet lines that could work 24 hours a
day. However, after the signing of the agreement, it became
possible for Palestinians to enjoy permanent service "upon
negotiations" (3). Following this the percentage of people with
terrestrial phone lines in the Gaza Strip and West Bank did not
exceed 3.14% in comparison with 30% for Israelis. Palestinian
citizen have had to wait for almost 15 years in order to be able to
have phone lines (4).
Internet and Telecommunications Sector
In a specialized report on the technical situation of the internet in
Palestine , it was shown that the telecommunications infrastructure
in the occupied territories was structured so that central "key
points" are kept outside the areas run by or expected (eventually)
to be run by Palestinians in any future agreement. Thus all phone
calls are supposed to be transferred via Israeli "sections". For
example, to complete a phone call from Khan Younis to Gaza city,

the phone call will be routed through the Israeli center located in
Ashkelon (5).
After the signing of agreements between Israel and the PLO, the
situation has not changed. The Oslo Accords divided the
Palestinian Authority areas into three regions: Region (A) is
subject to full Palestinian control and include 95% of the
Palestinian inhabitants, Region (B) is administratively controlled by
the PNA but its ‘security' by Israel , Region (C) falls completely
under Israeli control. Consequently, the Palestinian telephone
network is still fragmented and linked to the Israeli grid (6).
When the PNA began to exercise its control the
telecommunications sector was one of the first sectors that
received its attention. The Ministry of Telecommunications and
Information Technology was founded to manage and regulate the
telecommunications, information, and mail (7). During recent
years, the ministry has achieved a number of positive steps,
including passing several laws to develop the information society
and prepare for an e-government project. Palestinians have been
trained in the field of information technology in partnership with the
private sector, universities, and civil society in order to build a
strong foundation for the implementation of an information society
(8).
The first practical step was the foundation of Pal-Tel Company (
http://www.paltel.ps ) which acquired an exclusive license to
provide terrestrial and mobile phone services in 1997. This
company was the first to launch a cellular phone service in
Palestine "Jawwal" ( http://www.jawwal.ps ) in 1999. The number

of terrestrial phone lines inside Palestine has increased from
80,000 in 1996 to 350,000 in 2003 (9).The 3.5 million Palestinians
living on land governed by the PNA have some 974,000 mobile
phone subscriptions in 2004 (10).
Pal-Tel acquired a monopoly contract for the services it provided.
Recently the Minister of Telecommunication in the Hamas
government Gamal El-Khodary granted another license for mobile
phones to the Al-Watania International Company. Al-Watania is
predominantly a Kuwaiti company working from Emirates.
Concerning the internet by 2001 there were 13 companies
providing internet services.
Despite the difficulties faced by all Palestinians by 2004 some
9.2% of Palestinian families had internet access, and 26.4% of the
families had a computer set. Some 33% of Palestinians over the
age of 10 are internet users. The International Telecommunication
Union report that there are up to 160 thousand internet users in
Palestine in 2004 (11).
Telecommunication service in Palestine is expensive in
comparison to neighboring countries. The main reason for this is
the relationship between Pal-Tel and the Israeli network as the
Palestinian company has to purchase the service from Israel and
then re-sell it in Palestine (12). The average cost of subscription 25
dollars per month. This is considered a huge sum of money given
the difficult economic circumstances in Palestine .
The Palestinian Minister of Telecommunications clarified the
nature of this problem by saying that the Palestinian

Telecommunications company purchases internet service from
Israel according to the Oslo agreement. Israel provides the service
to its citizens for one third the cost of the similar service provided
to Palestinians. The price of 1 Meg in Israel is only 70 Shekels.
The price of the same capacity for Palestinians is 205 Shekels in
addition to taxes.
The political problems affect the telecommunication sector in
Palestine all the time. The most obvious obstacle is the continuity
of Israeli domination over the Radio Frequency Spectrum signals
over Palestine . This prevents the PNA from controlling
telecommunication resources. Israel refuses to separate the Israeli
and Palestinian networks. Israeli companies also illegally allow
their telecommunications to be broadcast over Palestinian land (
Orange and Barak) and in this they are supported by the Israeli
government. Thus Israeli companies control some 56% of the
Palestinian mobile phone market (13).
When Israel redeployed its troops from Gaza strip in September
2005, it did not cooperate with the Palestinian Ministry of
Telecommunication. It did not even provide the ministry with
answers about the telecommunication infrastructure in the strip.
Moreover, Israel destroyed the phone lines before the
redeployment. Israel cut the main connection line between the
north and the south of the Gaza strip. It also applied large amounts
of rubble on the central part of that line in what was the "Kafar
Daroom" Settlement (14). After the redeployment the Palestinian
ministry announced the necessity for each local company and
office to have a license to market the services of the Israeli

telecommunications company working in the Palestinian market
(15).
Despite these obstacles, the Palestinian internet market is growing
strongly and the ministry is dominating all. Palestine has
(eventually) gained its online code (.ps) (16), on which many
official websites are registered. The Palestinian National Authority
for the Internet (PNAI) was founded upon the presidential decree
no. 20/2001 and no. 59/2003 with the purpose of administering the
internet in Palestine . The ministerial cabinet resolution issued in
session 13 dated 2 August 2006 entitled the Minister of
Telecommunications and Information Technology to reshape the
authority to be fully connected to the cabinet like any other
governmental authority (17).
Censorship and Website Blocking
There are no Palestinian laws covering the dissemination of
information on the internet, or to organization the workings of
internet cafes. In addition, there are no reports about any kind of
official control over web content or rules' declaring what constitutes
legitimate activities on internet (18). It seems that this remarkable
freedom perhaps has more to do with technical reasons than
respect for freedom of expression. This can be seen when the
freedom enjoyed on the internet is compared to that in the more
traditional media.
The Ministry of Information is entitled to license different media
facilities and activities and they impose strict security controls on
them (19). Law No. 9/1995 Press and Publication stipulates that

the author, the editor, and the owner of the publication are liable
for the articles and the officials' statements published in it. Article
37 of the same law stipulates that it is prohibited to print or to
publish news articles which are intended to undermine confidence
in the national currency (20). This article gives an example of the
flexibility of the deployment of the law considering that there is no
Palestinian currency. Moreover, article 49 stipulates that the
Minister of Information is entitled to issue regulations and
resolutions to implement the provisions of the said law (21). This
gives the minister powers to control the press and publications in
general.
A specialized technical report monitored the difficulties the PNA
has in censoring the internet. The report said that the reason for
this is the Israeli control of the main points of the
telecommunications network, which allows citizens to go around
any blocking attempts by the Authority (22). The PNA has not
attempted to impose any systematic censorship so far. Indeed
there is just one known case of a website being blocked. The
Palestinian Telecommunications company was once claimed to be
responsible for blocking the Al-Aqsa Radio website on 19 July
2005 . The website officials considered this a very serious step
against freedom of expression (23).
This situation of full freedom to surf the Internet seems an
extraordinary considering that the PNA monitors the traditional
media and given that there are elements of the society that are
deeply conservative. However, it has been reported that there are
an increasing number of voices calling for the need to impose
legislation and laws that criminalize misuse of the internet. Further

these people claim that the internet should be supervised so that
adolescents cannot use it (24). The Palestinian Socialist Ra'fat
Abul Roos reported that adolescents in Gaza often misuse the
internet as a result of the severe stress and the lack of a regulatory
control (25).
Internet Cafés
Internet cafés in Palestine are the most important means by which
young Palestinians can connect to the internet and hence to the
outside world. It is claimed that in 2004 there were some 300
internet cafés in the West Bank and Gaza Strip. This constitutes a
sever challenge to the Israeli siege, which aims to divide cities
both internally and from each other, since it allows Palestinians to
communicate with each other (26).
There is no official censorship of the internet cafés in Palestine .
There are no rules regulating the cafes such as provisions which
require users to register their names. The cost of internet access
per hour is ranging between 2 to 4 Shekels (27)(28).
Internet cafés in the Palestinian territories are very important given
the political situation. Since the beginning of the outbreak of the
Intifada in 2000 and the proliferation of military checkpoints
between cities and villages, internet cafes gained greater
popularity in major Palestinian cities. The internet has become an
important means of communication between relatives and friends
(29). Perhaps the most important use of the internet in Palestine is
resisting the occupation by exposing the violations of the

occupying Israeli forcing which can be rapidly exposed and
denounced across the world.
Because some of the community within Gaza and the West Bank
are conservative complete freedom when using the internet in
internet cafés has been controversial, especially since the age
groups who use the cafés the most are between 15-25 years old.
This motivated some cafes to impose self-censorship on activities
that are legitimate within the cafés; As one café owner said “We
are providing protection to computer sets by disenabling access to
suspicious websites. We kick out those who violate the assigned
limitations and prevent them from coming back" (30).
Due to these popular objections against absolute freedom of the
internet in internet cafés some internet providers have proposed to
"filter" the websites as a special service for those who requires it
for a small increase in the subscription fee. This service was met
by varied reactions because of the difficulty of conducting actual
censorship and because the main provider is in Israel (31).
The religious pressure against the freedom in internet cafés gave
way to violence in October 2006 inside the Jabaliya refugee camp
when a group calling itself the "Islamic Truth Swords" exploded a
device weighing ten kilograms inforont of an internet cafe, which
led to the bombing of the whole café. The group claimed that it
was "teeming with corruption and corruptors and immoral acts".
The group also vowed to continue targeting what they call corrupt
and corruptors in the Gaza Strip (32).

Internet cafés in Palestine have witnessed another phenomenon,
that some have been assigned as for women only. This type of
internet café has attracted young women who were unable to visit
public internet cafés for social and religious reasons (33). These
cafes are located in major cities such as Ramallah, Biera, etc (34).
In addition to the prohibiting men and women from mixing in these
cafés the owners also impose censorship on the visitors. One of
the managers of a female only internet café mentioned that they
play the role of the social controller of the internet users by setting
up a device to "filter" certain websites (35).
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Qatar
“The internet here is characterized by its special system for
controlling pornographic and other websites that contradicts the
traditions and habits of the people. This is considered an excellent
initiative by internet service officials as it makes us feel safe,"
Faisal Hussein, a Qatari citizen
Telling Al-Sharq newspaper about his satisfaction with internet
service
General Overview
The "Al-Thani" is the ruling family of the small Gulf Principality of
Qatar and has been since the mid-nineteenth century. Qatar was
able to transform itself from a poor British protectorate to a wealthy
independent state because of its enormous natural resources, oil
and natural gas (1). However, the huge economy faced many
problems in the 1980s and 1990s until the current Emir HH Sheikh
Hamad bin Khalifa Al-Thani removed his father in a bloodless coup
in 1995 (2). Hence, the state started a new stage of development.
Oil and natural gas guarantee tremendous income for the state,
and achieve high levels of national production. The annual per
capita income is 23,862 dollars according to 2004 estimates. This
is one of the highest levels in the world. In the latest statistics, the
census of population exceeded 813,000 people though at least
half of them are residents not nationals (3).
Internet and Telecommunication Sector

Internet services have been available in Qatar since 1997 which
now has one of the best telecommunications infrastructures in the
world. The private Q-Tel company http://www.qtel.com.qa controls
the Qatari telecommunications market (4). It provides both
terrestrial and cellular phone services in addition to providing
internet service through its affiliate company Internet Qatar
http://www.qatar.net.qa (5).
According to the most recently available statistics which come from
2004, Qater has more than 191,000 land lines and more than
490,000 mobile phones (6). In 2003 there were some 70,000
internet users (7) though this number has more than doubled since
then and now stands at some 165,000 users, according to the
most recent statistics (8).
Q-Tel is a monopoly as it obtained a concession for a period of 15
years ending in 2013, according to a royal decree (9).Although it
provides a wide rage of services including ADSL and Wi-fi it also
exploits its market position and charges exaggeratedly high fees In
response to repeated complaints concerning these high costs the
Chairman of Q-Tel claimed that the prices are competitive and
even asserted that they are considered the best in the whole
region (10). Despite the fact that Q-Tel is nominally a private
company, its Chairman is Sheikh Abdullah bin Mohammed bin
Saud Al Thani who is a member of the royal family. This means
that the state is still able to control the internet and that the interest
of the Al-Thani are always taken into consideration.
Many people continue to express their annoyance at the monopoly
of the telecommunications sector. Some businessmen asserted

that it is the proper time to allow the foundation of private internet
companies in Qatar which can compete to the interest of the
consumer (11).
Many Qatari websites are well known in the regional beyond,
especially news and religious preaching websites. The most
famous Qatari websites are Al-Jazeera News www.aljazeera.net ,
the Foreign Information Agency of the State of Qatar
www.qatarinfo.net , and Islam Web www.islamweb.net , which
receives some 880,000 visitors per month, won a World Summit
on the Information Society award for the category of e-education
and the best electronic content (12).
Communication and Internet Law
Qatar has recently witnessed a significant political opening. Official
censorship of the press was lifted in 1995 after the ruling Emir
Hamad bin Khalifa came to power (13) and the Ministry of
Information was abolished (14). Another important step taken by
Qatar was the referendum on the country's permanent constitution
on April 29, 2003 after thirty years of life under the Temporary
Status Law (15). The new Constitution came into force in June of
the same year (16).
The Permanent Constitution includes a series of articles which
guarantee basic freedoms. Article 36 provides that personal
freedom is guaranteed and that torture is a crime punishable by
law. Article 37 stipulates that human privacy rights are inviolable
and may not be interfered with except upon the provisions of the
law. Article 47 guarantees freedom of opinion. Article 48 states

that the freedom of press, publishing, and printing is guaranteed by
law (17). However, some of these safeguards are ignored in
practice (18). In line with this general shift towards liberalization in
June 27, 2004 , the Emir of Qatar issued a law, the first of its kind
in the Gulf States , which allows public meetings and rallies,
though these are still subject to certain controls (19).
The general and legal frameworks governing the control over the
Internet in Qatar were vague following the dissolution of the
Ministry of Transportation and Communications. Some of the
former departments were turned into independent bodies (20).
During this research project, no official body was found to have
been responsible for the oversight and regulation of the
telecommunication sector as it seems the state conceded the
responsibility to manage every aspect of the market to Q-Tel.
This situation was recently corrected by the state when it
announced on May 26, 2005 the foundation of Supreme Council
for Information and Communications Technology In a significant
step, a Qatari woman was appointed as the secretary-general of
ictQatar, Dr. Hessa Sultan Al-Jaber (21).
The most important tasks which will be undertaken by the new
ictQatar are drafting laws and legislation for e-crimes and internet
crimes, establishing legal framework and appropriate regulations
for the communications sector. The secretary-general has stated
that ictQatar role with respect to internet censorship is limited to
spreading awareness of how to control children's access to the
Internet (22).

Until November 2006, the council did not have any activity related
to internet freedom. In November however, Dr. Hessa Sultan AlJaber announced that procedures will be taken to end the
monopoly in the communications market in order to create a
competitive environment. A new law will stipulate that and will be
delegated the Supreme Council for Communications to grant
licenses to internet service provider companies.
In the absence of specific rules governing the internet and online
publishing in Qatar or even the rules governing its control
mechanisms, the most important legal source is the laws of
publishing which regulate the traditional press. Although Qatari
newspapers and media are considered more liberal than there
counterparts in the Gulf certain subjects remain taboo and illegal to
discuss. Thus according to the press law it is prohibited "to criticize
the Emir”, or to publish information "detrimental to the supreme
national interests" (23). It is clear that such restrictions have been
applied to the online arena as well as to more traditional media
even though it would appear to contradict Articles of the
Permanent Constitution.
Censorship and Blocking
As for the internet, Qatari government has confirmed that it will not
block any website and will not censor the available web content,
especially after Qatar was announced as "open information zone"
(24). However, such official declarations have nothing to do with
the reality. There are a lot of cases and reports which confirm that
Q-Tel prevents browsing many websites; including pornographic
websites and other websites which are not involved in any

pornography (25). Some reports also mentioned that the Qatari
internet service provider company has developed special software
to prevent "inappropriate" content and censor the use of the
internet by other suppliers (26). They are public internet cafés.
In fact, Q-Tel Company block websites; this is well known by all
internet users in Qatar . Q-Tel does not mention on its official
website the procedures or the broad lines of its policy of blocking.
It does not even provide visitors with contact information for
handling such cases. However, the practice confirms blocking.
Some human rights reports mentioned that Q-Tel is spying on the
emails which pass through its service providers (27).
In February 27, 2001 , Boing Boing (28) website announced that it
was blocked in Qatar . The website is considered an open
directory for various topics. It is not that kind of websites which are
considered pornographic and blocking worthy. The statement
issued by the website affirmed that it was blocked in both Qatar
and UAE (29). It was also mentioned that Q-Tel uses blocking
software known as "SmartFilter" produced by the American Secure
Computing Company. This program is used by many other Arab
countries such as UAE (30). The website declared in the same
statement that the co-administrators of the website will launch a
global campaign to call for the prohibition of blocking websites, and
that they will provide technical experience for those who wish to
skip blocking in their countries. That is in response to blocking their
websites in many countries (31).
Some websites blocking cases can be observed in Qatar , upon
the website political content which confronts the ruling family or

upon ambiguous reasons. The visitors of the public Al-Quma web
forum complained the blocking of the website in Qatar (32). The
visitors considered the Qatari government indirectly responsible for
such blocking and that the reason is offering some topics related to
Sheikha Moza, wife of the Emir of Qatar (33).
Another complaint of blocking a Saudi website within Qatar was
monitored (34). The main task of the website is to categorize Saudi
websites in a directory. Its administrator complained that his
website is blocked in Qatar in spite of containing no block worthy
content like pornography and politics (35). A Qatari citizen
volunteered by faxing the company to ask them to unblock it. This
reveals the randomness of the mechanisms used to block and
unblock websites in Qatar (36).
In another step aiming at intimidating users, Q-Tel launched
unique procedures of blocking. It cancelled online voice support
(37). This step caused outrage and protest among users within
Qatar and many considered it an unprecedented arbitrary
procedure which is resulted from the monopoly. This led to the
announcement of large group of users to form "Q-Tel victims
group", particularly because access to the internet is based on a
contract between Q-Tel and the user. This contract does not imply
that the company has the right to block any website or online
service … excluding the websites discussing religion, politics, and
sex (38).
Prior to such unique procedure, the company blocked a voice
conversation on the famous Paltalk program. This did not result
into many protests. Some citizens considered it "a closure of a

place of corruption". However, blocking the voice on yahoo
messenger and ICQ led to massive protests because most internet
users depend on them in contacting their families abroad. This
also influenced other programs, particularly transferring files to
FTP websites (39).
In response to the strong opposition, Q-Tel issued an official
statement denying the blocking of voice service (40). The
statement revealed that the company upgraded its programs and
devices with the purpose to improve services and that this
influenced voice enhancement. However, after this introduction the
statement mentioned that the company is responsible for providing
data not voice. It also declared that some persons to sell them to
persons in an illegal way (41).
Some press releases reported the opinion of citizens in the internet
service they had. The unofficial poll showed that 80% said that the
service is good and has a special system to protect users against
extortion and pornography (42). Other 20% believed that a space
of freedom should exist while accessing any website (43). This
percentage means the existence of an influential censorship
system on what the Qatari citizen may browse online. On the same
poll, 70% of responders complained the high cost of internet
service (44).
Amazingly, despite dozens of reports and practical tests which
proved that Q-Tel Company censors and blocks pornographic
websites (see above), Qatar society has a permanent feeling of
being targeted by external forces. This idea emerged in press
reports commenting on what they called "targeting the Qatari

society sexually by external forces using modern
telecommunications means". The newspaper wondered whether
this community is targeted because it is still maintaining its identity
and Islamic faith (45). The report concludes by asking why Q-Tel
do not interfere block pornographic websites (46). Such ideas
provide a clear illustration to the prevailing ideas in the state (or
the region). That some companies impose blocking, while some
wonder: Why does the state not impose blocking on already
existing blocking?
A Qatari resident mentioned that only pornographic websites are
permanently prohibited. He said that he himself did not find any
other blocked websites and that he feels no restrictions imposed
on internet users in Qatar . Probably, he claimed, the only obstacle
is service price which is up to 200 riyals for subscription for ADSL
services with a speed of 512 MB (47).
Internet Cafés
Internet café managers have claimed that the majority of visitors
browse the internet with the purpose of entertainment, and most of
them tend to use the "chat" programs more than anything. An
internet café worker described the situation by saying that not less
than 80% of visitors enter chat rooms to establish what he called
"intimate relationships" and that only 20% use the internet for the
exchange of information (48). A Qatari internet café owner said
that the age groups which frequent the cafés most often are the
youth, over twenty years-old (49).

The General Manager of The Qatari Foundation for the Protection
of Women and Children; Farida Al-Ubaydli stated that the latest
statistics indicate that 90% of internet visitors are youth and
teenagers. 60% of them spend their time chatting online, and 75%
of adolescents reviewed the pornographic websites but she
claimed mostly by accident (50).
Despite the permanent emphasis that when one tries to access a
pornographic website, it receives a dialogue box from Q-Tel
reading "the pages you try to access have been closed by Internet
Qatar Company" (51). The obsession with pornographic websites
remains the key preoccupation in certain circles when discussing
the issue of internet cafés. The central issue discussed at the
workshop organized by the Qatari Foundation for the Protection of
Women and Children was the absence of control over internet
cafés (52). The official in charge of systems protection at Q-Tel
told the workshop that internet cafés are not subject to protection
systems applied to government bodies. However, the company is
exercising wide prohibition on pornographic websites. The official
revealed the absence of any laws or legislation that regulates the
work of internet cafés when he called for the need to identify a
regulatory authority to legislate against what he described as
‘abuses committed against young people (53)'.
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Kuwait
"We do our best [to censor the internet] as it is impossible to
prevent everyone from accessing websites with destructive content
… however, if we succeeded to limit access to 90% of them that
will be great!"
Hamed Khajeh, Under-Secretary of Ministry of Communication of
Kuwait
General Overview
Kuwait is relatively politically open in comparison with its neighbors
in the Gulf. The press is not prohibited from criticizing the
government and the governmental officials all the time. Kuwait was
ranked the first among 16 Arab countries in respect with the
freedom of the press (1). It was in this climate that the internet first
emerged in late 90s. Since its beginning, the state has allowed the
private sector to provide internet services on one condition. That is
to comply with the instructions and conditions set down by the
Ministry of Communication (2).
Kuwait has a total population of some 2.4 million including some
1.3 million foreigners with residence status (3). Fewer than 16% of
Kuwaitis are illiterate (4). These statistics show why there is easy
access to the means of communication in Kuwait . The economic
prosperity witnessed by the state was also of significance, the
average annual income per capita is 12,706 dollars (5).
Internet and Telecommunications Sector

There are 497,000 land lines and some 2 million mobile phones in
Kuwait (6). Given the extensive telecommunications structure, high
level of literacy and the economic prosperity in Kuwait it is no
surprise that access to the internet is relatively easy.
Internet services are provided by a number of private companies.
The most prominent among these are Quality Net (
www.qualitynet.net ) and Fast Telecommunication Co.
(www.fasttelco.net ). These companies provide a wide range of
service and products including: Dial-up service, Leased Lines,
ADSL, and pre-paid cards (7).
The number of internet users in Kuwait has grown rapidly from
150,000 users in December 2000 (8) to some 600,000 users on 31
March 2006 . These latest statistics mean that now some 22.8% of
the total population of Kuwait is online.
The growing influence of the internet in Kuwait can be easily
noticed through the increase in the number of active blogs in the
last two years. These blogs discuss many of the political and social
issues taking place in their country which are not covered by the
traditional media (9). The power of this community has most
clearly been witnessed in recent years in the critical role it played
and in forcing the government to acquiesce to the ‘Five
Departments Acts' by the ‘orange blogs' campaign. They did this
by spreading information, designing materials, and carrying out
campaigns including the website www.kuwait5.org . The Act has
significantly altered the electoral landscape of Kuwait and is seen
as a major step forward by those seeking a more representative
parliament.

Communication and Internet Law
In Kuwait the law concerning the internet and websites is covered
by the Press Act ( Kuwait has no law which is exclusively
concerned with the internet as yet). The new Press Act of 2006
defines a "publication" as: Any writing, saying, cartoon, photo
alone or accompanied by music, any other means of expression
published traditionally or through any other method, saved in
folders, on electronic or compact discs, freely available or in return
for a fee (10).
The act prohibits the publication of anything that might prejudice
God, the prophets, Prophet Mohammad's family and companions,
or the principles of Islamic ideology (11). The act also stipulates
that criticism of the acts of the Kuwaiti King is forbidden as is the
disclosure of the contents of meetings, papers, and documents
which are declared as secret or private.
Despite the restrictive nature of the Press Act it seems that it does
not go far enough for some in the government, particularly after the
success of the ‘orange blogs' campaign revealed how much
influence the internet can have in Kuwaiti society. Some sources
revealed that the government is considering the specific inclusion
of the internet in a new more restrictive Publications Act. (12).
In one of the sessions of Kuwait Cabinet, a final executive report
was submitted to regulate the use of the internet and online
publication in Kuwait . The Minister of Information focused only on
the most obvious negative phenomena related to the internet and
how to deal with it (13). This raised alarm among Kuwaiti activist

bloggers as they fear the main purpose of regulations will be to
silence them (14).
The ministerial decrees regulate everything related to the internet
and entitle the Ministry of Communication to control the service
provider companies with respect to the rules for blocking websites.
The state forces internet service providers in Kuwait to install and
operate censorship systems to block pornographic, anti-religion,
anti-tradition, or anti-security websites, chat services, email, and
others. Such systems are also required to be updated periodically.
Moreover, the Ministry of Communication should approve the
efficiency of the used censorship systems (15).
In addition to these official blocking methods which measures the
legitimacy of the service provider company, the same ministry
resolution of licensing internet service providers, stipulates that the
service provider is committed (upon Ministry request) to install and
operate visual censorship systems in the way that the ministry
considers appropriate. In this, the costs of installation, operation,
and maintenance shall be paid by the service provider (16).
Since the beginning of providing internet service in Kuwait , the
government did not establish a strict central censorship system on
it. However, the state clearly identified the rules through which this
service is supposed to be provided. The government also allowed
the service provider companies to freely choose the proper
technical procedures of blocking, under the supervision of Ministry
of Communication of Kuwait which is responsible for examining the
applications submitted to the Ministry of Commerce and Industry in

relation with the foundation of individual or private firms to provide
internet service to the public (17).
In addition, the Ministry of Communication issued new instructions
in 2002 to internet service provider companies instructing them to
block political and pornographic websites
Censorship and Blocking
In Kuwait it seems that four main categories of websites are
blocked, those with; political, ‘anti-Islamic', ‘extremist-Islamic' or
pornographic contents. Such blocking and censorship goes
beyond even the highly restrictive Kuwaiti law. There are also
questions concerning the extent to which websites are blocked at
the behest of the security services.
Blocking of Political Websites:
The most prominent example here is blocking the personal website
of the former editor of Al-Watan Kuwaiti newspaper, Mohamed AlJassem. On his website, Al-Jassem wrote his opinion on public
issues (18).
The website was blocked on July 2005 after the State Security
urged some service provider companies to block it, including the
Kemez Company (19). Such blocking is illegal as political websites
are not proscribed by Kuwaiti law, neither was the method by
which the site was blocked proper as the blocking of this website in
this way is deemed illegal. Political activists in Kuwait considered
the intrusion of State Security this way limits the freedom of
expression.

The blocking of Al-Jessem's website was of significant importance
and was was discussed in The National Assembly [Kuwaiti
Parliament]. National Assembly representative; Ahmed Al-Saadon
asked the Minister of Interior about the circumstance under which
the website was blocked, he also stated that the steps taken by the
Ministry of Interior to implement this was illegal and called for full
details of all the similar blockings committed by the Ministry of
Interior including all legal documents and evidence concerning the
initiation of such actions (20).
The same took place with another personal website of Hamed alAli. On 8 August 2005 , Al-Rai Al-Aam newspaper reported that the
competent authorities blocked Hamed Al-Ali website within Kuwait
upon the requests of the two major internet service providers in
Kuwait (21). The reason of blocking Ali's website was claimed to
be that the website promotes terrorism. However, many others
believed that the website is so shallow on the intellectual level and
that it includes false and illogic information (22). For these reasons
there is no justification for blocking the website, if the blocking
mechanisms could be wickedly changed a little bit. The blocking of
the website took place in February 2000 without a court order.
Blocking of ‘Extremist' and Islamist Websites:
The blocking of websites with extremist content is the only case
confessed by the authorities. On February 2005, a widespread
campaign was launched to block many Islamic websites which are
claimed to have extremist content. This campaign took place after
a violent clash between security forces and terrorist groups in
Kuwait . Hamed Khajeh, Under-Secretary of Ministry of

Communication announced that authorities had already blocked
three Kuwaiti websites and that the Ministry works in cooperation
with State Security officials and internet service provider
companies to prevent access to certain non-Kuwaiti websites.
However, he refused to identify the number or names of these
websites (23).
In spite of these efforts, Khajeh asserted that censorship and
blocking devices cannot prevent all users from access to these
websites. He stated that they do their best to prevent citizens from
browsing the websites including destructive ideas. "If only 90% of
users did not access these websites, it will be a great
achievement," (24).
Another Kuwaiti citizen complained that his own website is blocked
in Kuwait (25) although it does not include any materials prohibited
by law. The practical endeavors showed that the website can be
accessed only at some service provider companies and nowhere
else. This proves that the blocking is not general. Some of those
who implemented the practical endeavors to access the website
said that the websites blocked in Kuwait in general are the antiIslamic websites, while other websites including political websites
are working properly (26). Some others asserted that contacting
the internet service provider companies to protest on the blocking
of a website for no clear reason results into positive action, in most
of cases (27).
Some reports mentioned that the Kuwaiti Security authorities
prohibit access to some websites though most of them were
involved in terrorist financing (28). Practical experience within

Kuwait proved that the websites blocking policy is not always clear.
Many ordinary websites are blocked including a cinematic website
for posting a film review on the Palestinian God's Hands movie in
addition to some other Israeli movies. The service provider
company responsible for this was Quality Net Company (29).
Blocking of ‘Anti-Islamic' Websites:
During the controversial Danish cartoons of Prophet Muhammad
(30), the Kuwaiti service provider Fast Telecommunication
Company blocked all the weblogs affiliated to the Blogspot website
which hosts the majority of Kuwaiti blogs (31). It was claimed that
the main reason behind this was that the company was informed
that some Kuwaiti blogs hosted on Blogspot (32) were defaming
Prophet Muhammad. Few days later, the company allowed access
to Blogspot after realizing the actual problem (33).
On September 2006, the website of Secular Kuwait Network (
www.secularkuwait.org ) was penetrated. Secular Kuwait is
dialogue website wherein liberal and secular ideas are discussed.
The website is severely attacked by Islamists and rightists in
Kuwait . The website penetration led to deleting all the files and
website administrators failed to back them up. Website
administrators accused extremist Islamists with committing this
attack (34).
Despite all these cases and factual examples of websites blocking
in Kuwait , the policy of blocking and censorship in Kuwait is not as
bad as other countries, particularly against political websites. The
security forces interference in blocking procedures are being faced

with increasing political opposition At the same time, the service
provider companies eliminate blocking decisions if acceptable
objections are received.
Nevertheless, some National Assembly members, particularly
Islamists, do not stop calling for intensifying censorship on the
internet. One National Assembly member urged internet service
provider companies to block pornographic and immoral websites
(35).
Internet Cafés
Though it is difficult to say the exact number of internet cafés
currently operating in Kuwait there were almost 300 cyber cafés in
Kuwait in 2002 (36).
Internet Cafés are strictly controlled in Kuwait and users in the
cafés have no privacy. Ministry resolution no. 70/2002 is the
primary document concerning the regulation of internet cafés. The
Kuwaiti government claims that these restrictions are meant to
protect the public by maintaining both public order and morality.
All basic data of internet café visitors including: name, ID card
number, time spent online, time of entry and exit, have to be
registered and kept for at least six months. Such data can be seen
by the inspector of the Ministry of Communication, on request (37).
Internet service cannot be provided for those under the age of 18.
Cabins must not be built inside internet cafés for visitors to use
and computer screens have to face the door of the café in order to
facilitate supervision (38). In addition, visual censorship systems

should be installed according to the instructions of the Ministry of
Communication.
Inspectors of the Kuwaiti Ministry of Communication are
commissioned to visit internet cafés and check that they are
complying with the rules. They launched a massive campaign in
May 2002 on internet cafés which led to the closure of almost 50
internet cafés across Kuwait . The inspectors claimed that these
cafés allowed visitors access to pornographic websites (39).
Despite the high level of supervision of internet cafés by the
Kuwaiti authorities, some Kuwaiti NA members including Dr. Faisal
Al-Muslim regarded them as ‘wells of corruption tempting youth to
commit atrocities'. Al-Muslim called for there to be an increase in
the number of inspectors affiliated to official authorities in order to
arrest those who violate the law (40).
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Lebanon
"I do not watch what the clients are browsing. I do not set up
isolation programs nor censor any website whatsoever.
Sometimes, I see young people watching pornography. However, I
cannot prevent my clients from browsing what they want. My task
is not to educate the customers."
Ahmed Ghalibeney, a Cyber Café Manager
General Overview
Lebanon is an exceptional case among other Arab countries. It
includes different religious and ethnic sects and none of these
sects has a majority. Officially there are nineteen religious sects in
Lebanon which deeply influences both the political and social
scene in Lebanon . Complexities arising from the confessional
system of politics resulted in a civil war in 1975 which included an
Israeli invasion and subsequent occupation in 1982. Lebanon only
started to recover from the civil war after signing the Declaration of
Taif in 1990, which officially announced the end of civil war. The
statistics available in 2005 record that the population of Lebanon is
3.5 million. In August 2006 Israel attacked Lebanon and set back
much of the reconstruction work that had been done over the last
15 years, it also killed in excess of 1300 Lebanese and internally
displaced more than 25% of the population.
Internet and Telecommunications Sector
Lebanon 's internet and telecommunications infrastructure was
largely built in the early 1990s as Lebanon was rebuilt after the

civil war. By 2005 Lebanon had 630,000 land phone lines, 813,000
mobile phone lines provided by "LibanCell" or "France Telecom
Lebanon ", and some 550,000 internet users (1).
The Lebanese Ministry of Telecommunication supervises the
telecommunication sector and allows free competition. The state
only has the right to provide local and international telephone call
services. All other services are provided by private companies
under the supervision of Telecommunications Regulatory Authority
http://www.tra.gov.lb which is affiliated to the Ministry of
Telecommunications.
The law stipulates that any person may apply for the license to
provide internet services. However, the audio and video internet
services are still illegal according to the current laws. Recently, the
Ministry of Telecommunications allowed internet companies and
users to use internet satellite receivers after licensing their
transitions from the cabinet of ministers (2). For more spread of the
internet, the ministry signed an understanding memorandum with a
private company to launch ADSL internet service in Lebanon (3).
Lebanon is the only Arab country that did not use the ADSL
service before 2006. Now, there are 11 licensed internet service
provider companies (4).
Despite the difficulties faced by Lebanon over the past years, the
Digital Economy Study Center "MADAR" rank Lebanon as 18
among Arab countries in respect of use of information technology
and the internet. There is a high percentage of Lebanese with
terrestrial phone lines (15.7%). The rate of expansion in internet

services reached 11.8% and the rate of purchase of personal
computer is nearly 7.2% (5).
The Lebanese market has witnessed many initiatives aimed at
spreading information technology. For example, the late Prime
Minister Rafik Hariri launched the "Computer for Every Student
and Teacher" project. This aimed to provide each Lebanese
student and teacher with the opportunity to get a computer with
access to the internet for three years for an affordable price (6).
There are 7000 registered Lebanese websites (7). It is a relatively
high number in comparison with other Arab countries, particularly
given Lebanon 's small population. In addition to the ongoing
increase in internet users, Lebanese blogging has become highly
active in recent years. There are dozens of Lebanese blogs in
Arabic, French, and English (8). These blogs cover a wide range of
Lebanese life and politics. They also directly reflect the importance
of using the internet in Lebanese society.
Censorship and Website Blocking
Unlike other Arab countries, Lebanon has freedom of press and
publication due to the fact that this type of freedom is an important
component in the stability Lebanese society. This free climate
resulted in ranking Lebanon number one among other Arab
countries in the report issued by Economist International Union
EIU, which monitored political and civil freedom in different
communities (9).
However, political assassinations of politicians and journalists
threaten this advanced situation in Lebanon .

The Lebanese Constitution clearly guarantees the existence of key
freedoms. Article 13 stipulates that "Freedom of expression
verbally or in writing, freedom of press, freedom of assembly, and
freedom to form associations are guaranteed by law". The
Lebanese press law limited materials that can be censored to
pornography, politics, and religion when they are a threat to
national security Materials published in Israel can also be
censored as Lebanon remains at war with Israel since 1948 (10)
The relatively positive stance taken towards freedom has been
reflected in the government's attitude towards the internet since it
first became available in Lebanon . The state imposes no rules on
using and browsing the internet. Attempts to censor the web are
individual attempts related to regulating the work. For example
some academic libraries set up filtering programs to ensure there
is a "healthy academic atmosphere", such as the American
University in Beirut which prohibits access to pornographic
websites (11).
Lebanon lacks internet ethics law, as well as international
conventions to pursuit a certain website or hackers. However, the
Internal Security Department in Beirut launched an information
section dedicated to providing security protection and preventing
"electronic violations". After this, the first meeting between the
representatives of the ministries of Interior, Telecommunication,
and Social Affairs was held in order to discuss the foundation of
three committees to spread awareness and legitimate and
technical censorship on the internet in Lebanon (12). Practically,
thought, no website has been blocked until this moment.

So far, no rules or provisions are imposed on online publishing.
However, the Taif Declaration stipulated that "all audio, video, and
printed media facilities shall be committed to the principles of
"liable freedom" (13). Although such principles are not clearly
identified, the actual application does not offend internet users nor
limit their freedom. "There is no website blocking in Lebanon , the
state censor the web though," a Lebanese citizen said (14).
Despite the ambiguity of this statement it is clear that it refers to
the regular censorship by several political and factional groups,
including the former Prime Minister, Rafik Al-Haririr.
Since Lebanon has had access to the internet there has only been
one case in which the security forces have intervened. The case
concerned gaylebanon.com a website which started operating in
2000. The morals police tried to pressure the manger of internet
service provider Destination Company, Ziad Maghraby, to reveal
the names of the owners of the website and subscribers. He was
given 48 hours to meet the demands. Even though Maghraby shut
down the website, he never revealed the names. Kamal Al-Batal,
the executive director of Lebanese Human Rights Organization
MIRSAD published the details of this incident (15). The case
became more serious when Al-Batal and Maghraby were called to
a military trial and were accused of defaming moral police. The
appeals court in 2002 then found him innocent. This crime is
punishable by sentences of between three months to three years
(16).
Excluding this case, there are no other incidents of harassment
against the use of the internet in Lebanon . When any problem
related to any online material takes place, the judiciary is entitled

to settle the dispute. For example, in 2005 Weaam Wahab; the
former Minister of Environment filed a complaint to the Public
Prosecutor against a Lebanese websites which posts materials
defaming him personally and associates him with the
assassination of Walid Jumblatt. The website accused his
companions being involved in the assassination. Wahab urged the
prosecutor to hold those who are responsible accountable (17).
The website itself was not blocked, though.
In this same context, the legal consult of Internet Professionals
Association, Walid Nasser, denied that the security forces impose
any permanent internet censorship. Since for this to take place a
complicated permanent censorship device is required. However,
he referred to some action taken with regards to some website,
statements, or pictures that should be prevented from reaching the
public or is politically oriented (18).
The problems faced by internet users in Lebanon are mainly
technical and related to the high costs of accessing the internet
which can be up to fifty dollars per month for subscription in the
poor southern areas (19). Some small internet service providers
illegally supply houses with the internet connections to skip the
problem of high costs (20).
Internet Cafés
Internet cafés can be seen everywhere in Lebanon , particularly in
Beirut and major cities., Public demand for the internet is such that
the services are now also being provided by those outside of the
tradition internet café scene. , Thus for example Star Bucks now

provides wireless access to the internet service in its cafés in
Lebanon (21).
There are no restrictions on the use of the internet inside
Lebanese internet cafés and visitors' data is not written down.
Censorship which occurs in any individual internet café is only that
which is imposed by the café owner (22).
The Lebanese Ministry of Interior established a department for
fighting electronic crimes. The department has, suggested new
legislation to oblige service providers in internet cafés to use
specialized programs and devices to prevent visitors from
accessing certain websites (23). Until now the decision has not
been implemented.
The price of internet access ranges between one thousand and
four thousand liras per hour (0.7 – 2.7 dollars) (24). The freedom
enjoyed by internet cafés worries some parents who are financially
unable to access the service at home. There have been calls from
parents for the state to limit the internet cafés or at least to censor
them (25).
On 29 December 2004, unidentified militants set a bomb in an
internet café in Ain Al-Helwa camp in Sidon south Lebanon
destroying the café. The media did not mention the reason behind
the incident (26). A similar incident took place in Palestine ; when a
cafe was bombed in October 2006 by militants who claimed that it
was a place of corruption which promotes pornography.
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Libya
General Overview:
Libya 's has a population of 5.67 million (1). Despite the economic
difficulties that sanctions caused, in 2004 its Gross Domestic
Product (GDP) was USD 34.8 billion and the per capita income
was US$ 6,362 (2). Libya has some 750,000 land lines and
100,000 mobile phone line subscriptions (3). The primary reason
that these are relatively low numbers is the delay in modernization
and development in this sector due to the long years of economic
sanctions. Gadaafi has called for each Libyan citizen to be
provided with a mobile phone and a personal computer.
Internet and Telecommunications Sector
Libya has had access to internet services since 1998 and now has
almost one million users, according to HRinfo latest statistics (4).
The official numbers of users were made public during the 18 th
meeting of the Intergovernmental Committee of Experts in
Tangiers , Morocco , in 2003. Investments in information and
telecommunications technology have doubled nine times in the last
eight years (5).
The rapid expansion of access to the internet dates from the
foundation of Libya Telecom and Technology Company in 1999.
The state-owned company has a monopoly over both telecom and
internet services. Although this has changed recently, there have
been no obvious changes in relation to the operation of the
monopoly of Internet services. The state still fully controls the
company. This is due largely to the role played by Mohamed

Gaddafi, the son of the Libyan President (6), who by virtue of all
the key positions he holds is able to extend enormous control over
the telecommunications sector. Thus for example: He has been
the chairman of the Libya Telecom and Technology Company
since its foundation, he is also the chairman of the Libyana Mobile
Phone Company (founded in 2004) (7), as well as the chairman of
the General Post and Telecommunication Company, which is the
official body responsible for the management of entire wire and
wireless telecommunication facilities in Libya (8). On top of these
posts he also has a prominent position in the People's Committees
as the secretary of the people committee of the General Authority
for Information and Telecommunication.
In addition to their control of the telecommunication sector the
Libyan authorities also control all other forms of traditional media.
According to the Reporters without Borders classification Libya is
ranked 162 out of 167 states with regard to freedom of the press
(9).
Internet cafés are the actual reason behind the widespread
internet usage all over the Libyan cities. That is particularly
because many internet users have no terrestrial phone lines at
home.
Censorship and Website Blocking
The general situation with respect with law and the judicial system
in Libya is very difficult to understand since Gaddafi's
"revolutionary legitimacy" gives him the right to regard his own
personal ideas as constitutional reference which can replace both

the Constitution and the Constitutional Court (10). In this unique
context, any legal situation can always be subject to change.
Further complicating this situation is the fact that there are no
clearly assigned responsibilities for the authorities charged with
supervising and controlling the internet.
The Libyan law forbids partisan action to the extent that it is
considered "treason against the homeland" and is punishable by
death. The Libyan Constitution guarantees freedom of expression
but "within the limits of public interest and the principles of the
revolution". However, Article no.178 of Law no.71/1972 stipulates
that who publish any information which defames the country or
undermines confidence in it abroad, shall be sentenced to life
imprisonment (11). This is the general framework that governs
publishing procedures and by extension the attitude of the
government towards the internet.
The Internet has given a real opportunity for the various political
forces which are prohibited from working according to law.
Through their own websites, they can communicate with their
audience. The most important examples are the "Muslim
Brotherhood" and the "National Front for the Salvation of Libya",
which are clearly working through the Internet. Thus the Libyan
opposition has managed to penetrate the Libyan street via the
internet (12).
The annual North Africa magazine recorded 27 Libyan opposition
organizations working from outside the country. Among them, 12
organizations have websites and maintain an online presence.
Most of the organizations are based in the United States or the

United Kingdom . These groups have discovered the importance of
the Internet as a low-cost and effective media for reaching the
people.
In spite of the absence of any legal framework that identifies the
mechanisms for censoring and blocking websites, the Libyan
authorities impose censorship on the opposition websites. In some
cases, the websites are completely destroyed. All Libyan
opposition websites that come to the attention of the authorities
are blocked inside Libya and cannot be viewed without Proxy
software. These websites include; Akhbar Libya [Libya News] (
http://www.akhbar-libya.com ), Libya Watanona [Libya Our Home]
( http://www.libya-watanona.com ), Libya Al-Mostakbal [The Future
of Libya] ( http://www.libya-almostakbal.com ). If someone tries to
view these pages in an internet café, they will be expelled and
could be reported to the security services (13). The security
agencies have recently imported Russian internet experts in order
to tighten its grip on the Internet navigation (14).
There are several cases where Libyan active websites have been
blocked. The most recent case is of the website of the London
based Libya Al-Youm [Libya Today] newspaper ( www.libyaalyoum.com ) which was blocked by Libyan censorship devices..
Further its website was penetrated and sabotaged by unidentified
hackers which led to the destruction of all files and contents. It
seems that the reason for this attack was because the newspaper
had published extensive coverage, despite the media black-out the
Libyan authorities tried to impose, of the bloody events which took
place in Benghazi as a consequence of the public protest of the
publication of cartoons depicting the Prophet Muhammad.

In the same way the Libya Al-Mostakbal website was blocked and
destroyed by unidentified hackers. Later on, the website issued a
press release which stated that the destroyed materials where not
completely backed-up. The press release also warned users
against receiving any more emails from the website because the
website email was stolen (15).
In its report on the internet censorship in the Middle East , Human
Rights Watch reported that the Libyan government prevents
access to opposition websites based abroad. During the visit of
Human Rights Watch mission to Libya on April/May 2005, the
researchers could not navigate Libya Watanona [Libya Our Home]
and Akhbar Libya [Libya News] websites from an internet café in
Tripoli (16).
The editor of Akhbar Libya website Ashour Shamis believes that
Libyan government "Hackers" had destroyed his website at least
four times during the last three years. The most recent attempt
took place in 13 June 2005 . "Their subversive activities destroyed
all the archived materials and caused great damage in the
database. Such attacks often occur each time critical articles that
offend Gaddafi or the Security Agency are posted". The website
had recently posted a series of articles about the 1969 military
coup d'etat which brought Gaddafi to power. The website has also
published a collection of articles on corruption under Gaddafi's
regime (17).
Despite the overall deeply troubling picture of internet block and
censorship in Libya there are some success stories. The oldest
opposition website in Libya is that of Libya Watanona [ Libya our

Home] is administered by Dr. Ibrahim Ighneiwa. Since its
foundation in October 1995, the website affected political opinions
on the Libyan street greatly though it is listed as a prohibited
websites. This power has forced the Libyan authorities to approve
its existence and try to utilize its popularity through posting
declarations and replying to opponents (18).
The government controls traditional media institutions by the press
law no.75/1973, under which private sector newspapers and
magazines were nationalized (19). Moreover, Libya has no private
Radio and Television broadcasts. Even electronic and online
media is run by the state-owned Public Authority of Great
Jamahiriya Radio (20). Such restrictions are extended to online
posting and information exchange activities, through blocking or
sometimes destroying opposition websites and detaining human
rights activists on account of using the internet. .
Cases: Arrests because of Internet Use:
- Abdel Razek Mansuri
The case of the Libyan writer; Abdel Razek Mansuri is one of the
most famous cases of arrest on account of online writing. The
Libyan authorities arrested the 52 years-old Mansuri in his city of
Tobruk because one year prior to his arrest, he wrote more than
fifty articles and comments criticizing the Libyan government and
society on the UK-based Akhbar Libya website (21). Mansuri was
arrested on 12 January 2005 though authorities did not announce
his arrest and his family were not given any news about him for
almost four months (22).

Human Rights Watch visited Mansuri on 5 May 2005 in Abu-Salem
prison. He told his visitors that those who arrested him had a paper
entitling them to search his house and that they confiscated his
own personal computer, documents, CDs, and Floppy Discs (23).
He also claimed that interior security forces in Tobruk questioned
him about his articles. Mansuri clarified that he did not know his
charge and that he was not able to contact his lawyer or family
(24).
On 19 October 2005 , after spending months in solitary
confinement, a Libyan court sentenced Mansuri to 18 months in
prison for illegal possession of a gun. In an extremely rare step,
Mansuri's family in Libya sent a petition to the Libyan government,
local and international media, and human rights organizations to
condemn the arrest and imprisonment of Mansuri (25).
Mansuri's family stated that he was arrested because of his work
as a journalist. He confessed that he was the writer of the online
articles criticizing Libya (26). The imprisonment sentence against
Mansuri is an obvious attempt to silence freedom of expression
and opposing points of view by the Libyan government. However,
Libyan authorities insisted that the arrest and imprison sentence
have nothing to do with the freedom of expression. The Leader of
Interior Security Agency, Colonel; Tohamy Khaled said that he was
commissioned to arrest Mansuri and that he was not arrested
because of an article, internet, or a radio. Instead he claimed that
Mansuri was arrested and imprisoned because he illegally
possessed a gun (27).
Deif Al-Ghazali

Libya is the first country to assassinate a writer because of his
writings on the internet. The journalist Deif Al-Ghazali resigned
from Al-Zahf Al-Akhdar Newspaper, which is state-owned
publication, on 26 March 2005 because of his concerns with
corruption. He started writing for Libyajeel.com about corruption
and calling for reform. This did not continue long. On 21 May 2006
he was kidnapped. Unconfirmed reports say that he was
kidnapped by internal security. Ten days later his body was found
with all his limbs severed. His fingers were severed. Until now the
criminals are unknown.
- Ashour-Nasr Al-Warfali
On 11 July 2004 , the Libyan authorities arrested the activist
lawyer; Ashour Nasr Al-Warfali in Misrata after he called for an
investigation to be held into the reasons behind his imprisonment
and the confiscation of his private propertie (28). In an email sent
by Al-Warfali to The Arabic Network for Human Rights Information
(HRinfo) during the preparation of this research, he stated that he
was arrested because he criticized human rights conditions in
Libya . As he wrote that the security forces harass and detain
political and human rights activists (29).
• Others
Free Libya Forum, an online opposition forum, enlisted 12 Libyan
prisoners who are sentenced for imprisonment because of using
the internet (30). This list is not confirmed by other confident
sources yet. Moreover, it is posted under a pseudonym.
Thereupon, such information cannot be completely assured and no

one can tell if the mentioned detainees are imprisoned for their
online activities or for some other reasons.
Internet Cafés
There are many restrictions on internet navigation inside internet
cafés. "Previously, the names of internet cafés visitors had to be
registered. However, everything has changed now; the authorities
force café owner to expel those who visit prohibited websites (e.g.
opposition and human rights websites). It is a provision to get the
café license," a Libyan citizen said (31).
Caution posters can be seen everywhere on PCs and internal and
external walls of Libyan internet cafés. The caution warns users
against visiting both pornography and opposition websites (32).
Many Libyan opposition websites reported harassments suffered
by cyber cafés visitors, especially during the bloody incidents in
Benghazi . These reports provide a clear image for internet
freedom conditions in Libya . For example, Libya Front website
mentioned that security forces launched sudden and unusual visits
to cyber cafés all over the country. That is in order to check if the
cafés owners register users' names. Most internet cafés owners
provide the Security Agency with the names of users, on a regular
basis (33).
In another report, security authorities called on the owners of
internet cafés and gave them "pieces of advice" accompanied with
threats. They were ordered to censor café visitors. That is why
they keep walking up and down in their own cafés all the time (34).

The case of Sameh Mohamed El-Arousy, an Egyptian citizen, is an
example of the harassment suffered by internet café visitors. ElArousy used to visit internet cafés and read Egyptian political web
pages. The Libyan External Security Organization (Libyan
Intelligence), officials threatened him and told him to stop access
political websites.. However, Mohamed refused to comply and
posted an article on the US-based opposition website Arab Times .
The article was concerned focused on the human rights violations
suffered by Egyptian nationals in Libya . Few days latter, ESO
arrested El-Arousy from his house after beating him. Then he was
detained for ten days at ESO headquarter. After being released,
he discovered that they stole his own savings and that he was
under house arrest within the city of Qumnis . Even worse, he
spent six months without work until he was able to escape to Egypt
on 27 January 2006 . El-Arousy sent a petition to the Libyan
authorities including President Gaddafi, calling for a fair
investigation to be conducted into his allegations (35). El-Arousy
claims to have latter learnt that it was the café owner who informed
the security service about him.
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Egypt
"Yes, we practice censorship... so that he who is afraid will not
talk"
Habib Al-Adely, Minister of Interior
Saut Al-Omma newspaper, Issue 257, 31/10/2005
General Overview
Egypt has the largest population in the region and is one of its
most important countries. The President of republic is Hosni
Mubarak, who has been in power since 1981. The National
Democratic Party (NDP), headed by President Mubarak, is the
governing political party. It dominates the political scene and
allows no real opponent voices to be heard.
During the last five years, voices and movements calling for
political reform and the elimination of the dominance of the
governing party have increased. These voices are particularly
concerned about the ongoing use of the Emergency Law which
has been in force since 1981. Despite all these calls for reform, the
governing powers still have not show any real intent to implement
anything more that superficial reforms. The parliamentary elections
of 2005 witnessed many violations, including violence against
supervising magistrates and murder of some citizens in clashes on
elections day.
In 2006, alleged amendments were applied to the Press Law. For
years, journalists have been calling for the elimination of the
articles of Press Law which allow the imprisonment of journalists

for writing. However, the amendments did not change these
articles in either Press Law or Penal Code. In the same year,
judges called for a new law which provides for genuine
independency of the judiciary, so that they can act as one of the
three pillars of the state as was provided for in the Egyptian
Constitution. The Executive Authority denied this demand.
In 2006, State Security Service (SSS) attempted to put all the
voices calling for political reform and the ‘refuse inheritance
project' under control (that is a movement which aims to stop
Hosni's son becoming the next President). Police forces also
suppressed most of the peaceful protests, and arrested dozens of
supporters of judicial independence, including bloggers. The
political protests in Egypt, over the last two years, are marked by
increasing use of the internet as a media channel capable of
avoiding the restrictions placed on the traditional media. The
Kefaya website appeared in parallel with Kefaya political
movement, the Muslim Brotherhood group created many websites,
and blogging activities have significantly flourished.
Access to the internet
The Egyptian government is doing its best to turn Egypt into a the
regional information technology center in order to attract more
foreign investment. President Mubarak, who controls everything in
Egypt, announced "The National Project for Technological
Renaissance" in 1999. The project aims at producing this
technology in Egypt, and creating wide knowledge of information
technology. The project started with a national campaign calling for

technological literacy in schools, universities, and governmental
departments (1).
Following this the first ministry specialized in information
technology was established in the same year (2). Dr. Ahmed Nazif
achieved many successes through his position as Minister of
Telecommunication which is why he was chosen to become a
Cabinet Minister in July 2004.
The latest statistics from 2005 reveal that the Egypt population is
74 million people. There are some 10.2 million terrestrial phone
subscribers in comparison with 6.4 million in 1999.. The
telecommunication service is monopolized by the state-owned
Telecom Egypt Company. There were some 14 million mobile
phone service subscribers by the beginning of 2006. This service
is provided by the private sector, Mobinil and Vodafone. The
National Telecommunication Regulatory Authority (NTRA) licensed
UAE Etisalat Company to provide the service in 4 July with a
capital of 16.7 billion Egyptian Pounds (2.9 billion dollars). The
number of public information technology clubs is now up to 1,293.
There are some 1,979 companies working in the field of
information technology in the Egyptian market (3).
Concerning internet service, the number of internet users is in the
region of 5.3 million users; all of them receive the service through
211 internet service provider companies. Link and TEData are the
largest in the telecommunication field in Egypt (4). The former is a
private sector company founded in 1992 with the name "InTouch"
was the first internet service provider in Egypt, while the latter is a
joint-stock state-owned company (5)(6).

Internet service entered Egypt in late 1993 following the
Information and Decision Making Support Center affiliated to the
Egyptian Cabinet. At the beginning of 1997, the center started to
privatize internet services by licensing Internet Service Provider
(ISPs) companies. Following this these ISPs sold the service to
other clients. In 1997, the Egyptian market had 16 private ISPs
connected with each other via the Telecom Egypt web portals.
For the government to achieve this leap, many initiatives were
taken to spread the use of the internet. The most important was
"Free Internet Initiative" in 2002 which aimed at providing internet
access at the same cost of ordinary phone call. The project was
adopted by the Ministry of Telecommunication in partnership with
Telecom Egypt and the internet service providers. The profits are
divided 30% - 70% between Telecom Egypt and the other ISPs,
respectively (7). Another initiative entitled "A PC for Each House"
enabled 12,000 people to own a personal computer (PCs) with
internet access in 2004. The banks, other financers, and private
assembly companies also participated in this initiative (8).
Information Technology Clubs which are open for citizens in youth
centers, public libraries, NGOs headquarters, Culture Palaces,
Schools, and Universities are equipped with a computer network in
order to provide the service for both youth and children at a very
low cost (9).
The government launched ADSL service in May 2004, through the
initiative of President Mubarak announced at the Telecom Africa
Conference in 2004. The initiative was established by seven
companies (10). The monthly subscription cost for 256K was 150

L.E at the beginning (1 dollar=5.7 L.E). The cost decreased to 95 L
.E per month as of 13 June 2006. Currently there are 130,000
subscribers to this service. The Minister of Telecommunications,
Tarek Kamel announced the launching of the first stage of
liberating the Egyptian telecommunication market by invited
companies interested in establishing, maintaining, and operating
international cables in Egypt to bid for services in July (11).
Egypt witnessed a unique phenomenon in respect with ADSL
networks. Some people subscribe to the service and then subdistribute it on others (neighbors participate in paying the cost of
one line and then distribute sub-lines to each one). DR. Tarek
Kamel stated that in the international average, each one ADSL
lines is used by 3 persons. However, in Egypt sometimes 10-12
people use only one line. This has made it hard to indicate the
number of ADSL service users (12).
In the same context, NTRA cooperated with the Egyptian ISPs to
prevent citizens from sub-distributing the service provided to their
homes to others living in the same building. Procedures included
imposing a fine as a penalty on the violators. Ahmed Osama,
manager of governmental relationships in TEData, said that this
step is good for the prospected service development (13).
The Egyptian government launched electronic government project
in 2001 with the purpose to provide services for citizens and
investors via internet and to avoid bureaucracy by constructing the
Egypt Gate website www.egypt.gov.eg . The government also
established the Smart Village upon the Decree no. 355/2000, in
order to provide a special place for the companies working in

Information Technology field to develop the telecommunication
market (14).
With these huge efforts, the number of internet users has
increased significantly. People became more interested in the
internet because of the ease of accessing it from many places and
the low cost of subscription In small towns and popular areas the
use of the internet in internet cafés costs just 1 L.E per hour. It is
ironic for Egypt to see internet cafés and computer clubs affiliated
to the Ministry of Telecommunication in the areas deprived from
essential utilities and facilities such as drinking water and sanitary
drainage.
With the increase of this interest in internet, the number of
Egyptian bloggers increased. It turned into one of the
characteristics of the technological revolution and how to use the
internet as a free media. It is used for political protest against the
Egyptian government. The number of Egyptian blogs is amounted
to 1417 blogs registered in Egy-Bloggers Circle
www.egybloggers.com in addition to hundreds of unregistered
blogs. Some blogs achieved great fame among internet users, and
became an essential information source as it reveals the news that
semi-formal media is not interested in. That led authorities to
attempt to suppress bloggers.
Communication and Internet Law
Despite the intensive efforts exerted by the government to attract
investments in information technology, there is limited legislation.
One can say that there is a clear legislative hole in the cases of

electronic publishing and internet crimes. With the existence of this
electronic emptiness, authorities use "exceptional" procedures
(which becomes the norm after time). However, they are always
illegal.
Article 66 of Chapter 4 of the Egyptian Constitution stipulates that
"no crime and no penalty may be awarded out of law, and no
penalty may be awarded to the violations committed before
affecting the respective law". However, Egypt ‘criminalizes' some
online activities although there are no legal stipulations that
criminalize them.
Egypt issued law no. 10/4 February 2003 known as
"Telecommunications Regulation Act" (15). Upon this law, the
National Telecommunication Regulation Authority was established.
This role of this authority is to administer the telecommunications
utilities. Some of the articles of the law criminalize some of the
ways of using telecommunication facilities. However, the law does
not handle the online publishing issue.
Article 64 of the same law, stipulates that "considering the full right
to privacy which is protected by law, every internet service provider
or operator must provide on his own account the technical devices
which enables armed forces and national security forces to
practice its role according to law, provided that the required
technical devices are made available at the same time as the
license. Further that the service providers or their marketing
agents are obliged to gather precise information and data about
users".

Article 37 stipulates that the telecommunication employees who
commit any of the following actions will be punished by either or
both imprisonment for at least three months and a fine not less
than 5,000 but not more than 50,000 Egyptian Pounds:
Broadcasting, publishing or recording a telecommunication
message upon without legal basis.
Enclosing, changing, hindering, or modifying any
telecommunication message or any part of it.
Failing purposefully to send a telecommunication message after
entitling someone to send it.
Disclosing any private information related to telecommunication
networks or the communications they receive.
While discussing this law before announcing it, a large problem
appeared. The text of the suggested article 64 allowed the
authorities to spy on citizens' phone calls without any limitations.
After the majority denied this text, it was agreed that citizen's
phone calls may be listened to only following "judicial permission".
This can only be given if it will help to prove a certain crime that
carries a penalty of more than three year in prison. The same
procedures are applied to censoring some internet websites (16).
However, the final text is rather ambiguous and limited to
obligating internet service provider companies to install the
equipment and software required to allow the security bureaus to
practice "their role within the limitations of law". Though, it is
claimed, the sentence "upon the prosecutor's permission" was not
mentioned in documents (17).

The Telecommunication act also stipulates that encoding is
prohibited unless many security bureaus permit it. Article 64
stipulates that telecommunication service providers and their
affiliates and users may not use any encoding devices without
having the permission of the authority, Armed Forces, and National
Security Bureau. This law does not apply to the encoding device
used by Television and Radio transmits.
Law no. 82/2002 on "Intellectual Property Rights" is added to other
telecommunications regulatory laws. It provides a framework to
protect publishing and innovation copyrights (18).
Law no. 15/2004 on "regulating electronic signatures and
establishing the Information Technology Development Program"
was issued with the purpose of increasing investment into the field
of electronic trading (19). Ministerial Decree no. 327/2005
permitted the establishment of a committee affiliated to the
Information Technology Development Authority. This committee
will be liable for forming technical and legal sub-committees to
draft legal stipulations detailing online crimes (20). This law has
not appeared yet.
Hacking electronic systems and the data of the Civil Affairs
Authority are criminalized in article 76 of civil affairs law no.
143/1994. The article stipulates imprisonment with temporary hard
labor for the person who breaks or attempts to break the
confidentiality of the data or statistics collected in any way. The
punishment is increased to imprisonment with permanent hard
labor if the crime is committed in the time of war (21).

News was circulated that Shura Council is going to issue a new
law on "controlling" internet in Egypt. Law professor and member
of Shura Council, Dr. Shawky Al-Sayed stated that the council is
working on drafting a law to criminalize the illegal use of the
internet. In other words, using the internet should be subject to
certain regulations and should not exceed "the limits of
knowledge". He also mentioned that internet usage should not be
limited to "broadcasting false and confusing information" in
addition to hacking and "defaming public figures (22)".
Taking into consideration the intellectual property rights act which
addresses "hacking ideas", we may expect a new law including
more restrictions on freedom of expression, internet access, and
the exchanging information according to the statements from the
officials working on issuing this new law. It clearly reveals the real
purpose of this law.
Egyptian constitution includes many stipulations which guarantee
the rights of citizens (41, 42, 45, 47, 48, 54 and 57). These articles
all relate to citizens' freedoms and rights such as the right to
privacy, freedom of expression, freedom, personal security, etc.
These stipulations are not implemented in reality. The Emergency
Law is applied instead. This law fetters these basic freedoms.
Article 2 of Emergency Law is one of the most serious ones, as it
stipulates that it is permissible to "censor messages of any kind
and newspapers, flyers, printouts, editorials, cartoons, and other
tools of expression and advertisements”. They may also be
hindered or closed or confiscated. Censorship on press and media
are limited to public safety and national security purposes.

This is the law that regulates life in Egypt and reflects on all
activities and human rights for almost a quarter of a century. The
vast powers given to security men by this law are applicable to the
internet.
Internet Issues
Arab Covenant
Blocking websites in Egypt is practiced without any legal
procedures or clarification of the reason for the blocking. That is
why blocked websites owners cannot legally react to the
authorities when their websites are blocked. The only case when
the authorities have been challenged is that of journalist "Ahmed
Hareedy" Editor of Al-Mithaq Al-Araby electronic newspapers. The
website was established in 2001 as an information channel for
intellectuals and truth seekers, according to website creator.
On 1 September 2004, Hareedy discovered that his website was
blocked within Egypt. He filed a legal claim on 22 September 2004,
number 34781, calling for the unblocking his website. Hareedy
filed the claim against the Minister of Telecommunications and
Executive Director of NTRA.
In court on 23 November 2004, lawyers of the defendants (Cabinet
Minister and Minister of Telecommunications) confessed that AlMithaq Al-Araby website is blocked. The defendants submitted a
memorandum charging NTRA of blocking that website. The lawyer
of NTRA charged the Information and Decision Making Center.
Eventually, the court decided to postpone the claim to notify

Information Center and to receive the memorandums of the AlMithaq Al-Araby lawyer.
The Director of Information and Decision Making Support Center
was involved as a third party after the other governmental
authorities assured that it was liable for blocking. The court
hearings continued for almost two years before the court awarded
the final judgment on 13 June 2006. There were no positive
surprises in it at all. The arbitrator mentioned that the Egyptian
legislation do not include any stipulations that allow governmental
authorities to block any website. Then he said that this legal hole
does not violate the right of governmental bureaus to cause
internet service providers to block any website that may negatively
affect the national security or supreme state interests.
The court mentioned that websites may be blocked as a result of
them being hacked and there files damaged. Another reason may
be the completion or termination of the hosting contract, when the
website threatens the national security and supreme state
interests, according to Law 10/2003. Moreover, the plaintiff party
was not able to provide evidence that the website is blocked within
Egypt. The defendants had blocked the website, which made it
impossible for the plaintiff to gather any evidence (23).
The importance of this judgment is that it was the first of its kind
and hence set the precedence. However, it showed the legal holes
in website blocking regulations. The lawyers of governmental
authorities also confessed that they practice blocking. The Judge's
opinion was that "the authority has the right to block websites
affecting the national security and supreme state interests”.

Censorshipand Website Blocking
Egyptian government does not "fully block" the internet. In
comparison with traditional media, the internet is relatively free.
The vast majority of internet users in Egypt can realize that the
authorities are controlling the internet in an undeclared and
"intangible" way.
Blocking websites, although limited, is an ordinary procedure in
Egypt. Blocking is implemented without declaring the legal reasons
for it. Al-Sha'ab newspaper issued by Labor Party for example was
blocked by the government in 2000. However, the newspaper
continued to publish its issues regularly online. Consequently,
authorities prevented access to its website, but readers used a
proxy device to access it. Blocking the website for the first time
went in parallel with questioning Labor Party Secretary General,
Magdy Ahmed Hussein following the communiqué filed by vice
cabinet minister and Minister of Agriculture Yusuf Waly who
accused Magdy of posting seven articles which defamed him on
the electronic version of the newspaper.
Despite the fact that the government is severely criticized for
blocking websites, it does not even announce the reasons for
blocking. The Liberties Committee of the Journalists' Syndicate in
Egypt condemned the blocking of Al-Sha'ab website and
considered it a crime against Egypt and that it reflected a hatful
image of the governance structure which contradicts the
democracy that is aspired to by honest citizens (24). After years of
blocking the authorities realized that blocking is useless as long as
visitors can skip it by using other proxy servers. The websites of

Al-Sha'ab ( http://al-shaab.org ) and Egyptian Labor Party (
www.el-3amal.com ) were unblocked early in November 2006 by
TEData which is the company that does the most blocking.
Among the websites suffering blocking within Egypt is "Ikhwan
Online" website ( www.ikhwanonline.com ). It is the official website
of the Muslim Brotherhood Group which is one of the largest
opposition groups in Egypt. The website was blocked on 1
September 2004 within Egypt. The First Deputy General Guide of
the Muslim Brotherhood, Mohamed Habib said that such action
contradicts the freedom of media and freedom of expression. It
also proves that there is no true intent to "achieve reform by
Egyptian regime". Three months before the blocking, security
forces attacked its webmasters office and took 21 computers (25).
Website Editor, Abdul Galil Al-Sharnoby confirmed that blocking is
implemented only within Egypt and that it is implemented
"purposefully". Website press release asserted that the authority
responsible for blocking websites is the Cabinet of Ministries which
supervises the four ISPs in Egypt (26).
The Muslim Brotherhood took practical steps to avoid repeat
blockings in the future. They created many other websites, so that
the blocking their official website is of no great importance.
Consequently, the website was unblocked, but they did not stop
creating more new websites of which there are now18.
With the appearance and escalation of the political controversies
on the "governance inheritance" plans of Gamal Mubarak the son
of the current president Hosni Mubarak, the anti-inheritance

websites are usually blocked. Most of them are web forums like
"Egyptian Talks" ( www.egyptiantalks.org ) affiliated to Al-Wafd
opposition party. The conversations which ran on this website
broke the "red lines" of the traditional media.
Despite the clear oppositional ideas adopted by such website,
administrators separated the citizen's right to criticize and the
illegitimacy of defamation. The provisions of the website stipulate
clearly that "the personal life of public figure should not be
discussed with the purpose of insult or defamation". Also they
announced that the website is not responsible for the posted
opinions (27).
The same problem was faced by Masreyat web forum which is
believed to be blocked because it contains materials from the
opposition in addition to the space of freedom granted through it
(28). Also, the London-based Save Egypt Front (
www.saveegyptfront.org ) was blocked on January 2006. The SEF
spokesman, Osama Rushdy mentioned that security forces
blocked the website in order to "prevent citizens from reviewing our
activities and press releases" and that "this police procedure will
not block us in the eyes of Egyptians who know how to skip these
barriers to practice their right to be informed (29). The website was
accessed during the preparation of this research which means that
it is unblocked now.
In the same way, Horrya web forum (horrya.invisionzone.com) was
blocked within Egypt. It is a political forum which launched an
online campaign titled "No Mubarak … No Inheritance" in

November 2002. One of the first campaigns launched against
inheritance (30).
The Arabic Network for Human Rights Information (HRInfo) issued
a statement to condemn the blocking of Save Egypt Front website
and considers it a new violation of the right to freedom of
expression (31). After HRinfo confirmed the partial blocking of the
website, it announced in a separate press release that it is
concerns about the governmental attacks on websites when the
authorities blocked "Egyptian Affairs" website as well (32).
The Hide Park forum was blocked because it dealt with hot political
issues. The administrator of the website closed it without declaring
the reasons. Some of his relative claimed he did so because he
was put under pressure by the security services (33).
The Egyptian blogger, Wael Abass reported that TEData collected
information on the internet users who browse the blocked
websites. An activist told Abass that during his attempt to visit
some blocked websites his Firewall Software warned him that
there was an attempt to collect information from his computer (34).
He discovered that the source of these endeavors was TEData
servers. That is why the blogger believes that this company is not
only interested in blocking websites but also spying on citizens and
collecting information on them. On another website, the same
blogger mentioned that Family Net service provided by TEData to
block pornographic websites is also used to prevent access to
blogs (35).

Some bloggers are arrested because of there street political
activities or their published opinions on the internet. Such was the
case of Kareem Amer. The authorities also harassed some
bloggers on account of their online posts. They also, applied
pressure which led to the blocking some blogs like in the case of
Hala Helmy Botrus known as Hala Al-Masry who blogs at
halaelmasry.blogspot.com. In her published articles, she accused
the political authority of being involved in the attacks against
Christians in Al-Adiesat village of Luxor (36).
The harassments practiced on Hala Butrus was also extended to
her family. When her father was going home in Quena, he was
beaten by unidentified men who left him a message saying that
"this is a gift from your daughter". The house of Hala who is a
human rights activist was also searched and her husband was
arrested and forced to sign a pledge to be present before
prosecution during her stay in Cairo in June 2006. Authorities
accused Hala of "disturbing the national security, community
peace, and spreading false information". This forced her to close
the blog. She said that she is still watched by under cover
policemen who also continue to spy on her email and mobile
phone (37).
In 2002, the Ministry of Interior established a private unit titled
"Fighting Computer and World Wide Web Crimes". Internet users
call this unit the "Internet Police". The purpose of this unit is to
monitor and follow-up technological crimes using the "latest and
most precise technical systems" (38).

The Assistant Minister of Interior and Manager of Public
Department for Information and Documentation General Samy
Bahnasawy mentioned that some people misused the
technological development and have started to commit crimes. He
also added that "internet crimes appeared and some people
created websites to defame others or to defame the image of the
state" so "there are work groups in the new department entitled to
follow up internet problems daily. If they catch any violations or
illegal practices that may disturb the public order of the country,
they cooperate with other competent departments to eliminate this
violation" (39). It is noteworthy that this new department has an
internet website ( www.ccd.gov.eg ); it has a web page including
Department phone numbers and an email to encourage citizens to
contact the Ministry of Interior if they discovered any online
violations.
According to Public Department for Information and
Documentation manager General Mustafa Rady said that they
have certain mechanisms to deal with suspicious websites.
Concerning those broadcasted from within Egypt, "the procedures
are based on technical follow-up process and arresting the doers".
The legal procedures are based on Egyptian Penal Code. Most of
the crimes are subject to Penal Code and regulated by Electronic
Law". Moreover, Egypt does not have the so-called Electronic Law
mentioned by the General. He also asserted that "there is no
special law [for theses new crimes], so a new law draft is prepared
right now" (40).
This new department has been active since 2002, as many
activists and journalist have been arrested (41).

The Ministry of Interior censors telecommunication means without
any legal documents or clear procedures. Minister of Interior,
Habib Al-Adly announced in many occasions about the sectarian
riots in Alexandria in 2005. He said that the Ministry "monitored"
exchanged online messages calling for incitements. That is why
security forces moved to control the situation (42). This statement
reveals that the Ministry of Interior censors emails. In a rare TV
interview with 'Halat Hewar" show broadcasted on Egyptian official
TV channels, Al-Adly said "who is afraid would rather not to talk",
in response to a question on the censorship of phone calls of
activists and citizens (43).
In addition to the administration fighting the internet crimes,
bloggers circulated information of the building of a new department
affiliated to the Ministry of Interior to "fight" bloggers activism (44).
Despite this news not being confirmed yet denied officially, it is
certain that the Ministry of interior censors bloggers (45).
During the last five years, dozens of cases were brought on
account of using the internet. Most of them are related to
defamation, sending emails including defamation, hacking
websites, and electronic fraud. The departments entitled to accept
these cases are the Morals Police, Artistic Works Detective, and
the Internet Police. In 2005, the first sentence was awarded in an
internet defamation crime. Al-Nozha Misdemeanor Court
sentenced the Palestinian national Faisal Adnan to six months in
prison for posting pornographic photos and personal information
about woman from the Gulf on the internet. The case started with a
communiqué referred by the girl to Artistic Works Police (46).

The hacking into the Rose al-Yusif magazine website in late 2005
is considered a good example for these crimes and police
procedures. The Legal Council of Rose al-Yusif magazine filed a
communiqué to the computer and World Wide Web crimes unit
that an unidentified person had hacked the magazine website.
Department officers worked on "analyzing and technically
inspecting" the IPs of the hacked computers. After intensive
investigations and information gathering, the perpetrator was
discovered. Officers went to the company in which the accused
was working. Upon examination of the computer evidences was
obtained that it was the user who broke the "Rose al-Yusif"
website. The prosecution decided to hold him in custody for four
days pending investigation (47). It is clear that the prosecutor did
not mention the "technical analysis" or "gathering information" or
"tracking communications" that it has a legal order to do this. That
emphasizes the lack of any judicial order to proceed during these
procedures and carried out a situation repeated in most cases of
this kind.
For these reasons, Al-Zaitoon Court of Misdemeanors in 2006
acquitted the the young perpetrator who had allegedly hacked the
website of Arab Organization for Administrative Development Unit
of the League of Arab States on the Internet. This hack had
resulted in a disruption of the protection of the site and an
amendment to certain files (48)
Egyptian efforts have not stopped in the "fight against freedom of
expression” via the Internet but went even further in the
cooperation with other Arab countries in the "fight". During the
convention of the Arab Interior Ministers Council in Tunisia in

January 2006, the Egyptian Interior Minister, offered a proposal to
merge the Arab efforts to work on a Security Council resolution.
This would oblige the States followed by the institutions and the
biggest international companies engaged in the management and
operation of information and communication networks to close
websites broadcasting information and data concerning the
manufacturing or using weapons, as well as websites that
broadcast extremist ideologies (49).
Seventeen human rights organizations announced their rejection
of the attempts of Arab Interior Ministers to enact legislations
giving them the right to close websites under the claim of fighting
against terrorism, especially since the Egyptian and Tunisian are
famous for antagonism to the internet, The human rights
organizations said that the closure of any website must not be
done without proper legal procedures (50).
Egypt has also cooperated with the Saudis to draft a project
proposal for the formation of a higher committee for electronic
media and to operate at the level of Arab States. In the
Conference of Arab Ministers of Information, a project which press
sources described as aiming to form a committee to hold
accountable those who committed ‘excesses', via the internet was
discussed. It will be hosted by the Saudi capital Riyadh, the first
meeting of the Committee is to be in December 2006, where the
membership of the Committee will be formed and a mechanism of
its operation discussed. The Undersecretary of the Ministry of
Information and Culture in Saudi Arabia, Abdullah Al-Jasser said
that electronic media in the Arab countries is a "risky" media

because it is not governed by any clear standards or documents
(51).
As of last year, 2005, a disturbing phenomenon appeared. Some
"semi-official" major Egyptian institutions imposed internal control
on what users browse via them. HRinfo Executive Director, Gamal
Eid, in August 2005, clarified that Alexandria Library prevented
access to certain websites, such as human rights websites
including "Human Rights Watch" and "Amnesty International", as
well as e-mail service websites, such as "Yahoo" and "Hotmail".
Library officials failed to justify such blockings (52).
HRinfo asserted that the decision even if justified is inconsistent
with the role of the library and its great history. It also gives a
negative indicator for the retreat of exchanging information. HRinfo
called upon those responsible for the library to quickly correct this
error (53).
After the publication of the abovementioned press release, several
officials of the Library denied this blocking, though witnessed by
Eid personally. Therefore, HRinfo issued another statement to
express surprise and disapproval of the continuing denial. In
August 2005, the statement said: "We are happy that the library
eliminated this error. However, library officials insisted that there is
no incident. This make us deeply concerned about the credibility of
those who made it" (54)
In another case, HRinfo dicovered that the Al-Ahram Press
Institution which is the largest press organization in the Middle

East and North Africa which serves about 15,000 employees,
including a 2,000 journalists has installed "filter"
to prevent journalists from visiting certain websites. On top of this
all the "blogs" hosted by Blogger website affiliated to the famous
"Google" search engine, which hosted the majority of Egyptian
blogs, were ‘filtered'. Gamal Eid, said in a statement by HRinfo that
this procedure is "serious and absolutely improper and
incompatible with the role of a major media institution" (55).
A few days after the publication of the statement, Al-Ahram
unblocked the blogs. Al-Hatibi that they were just filters to prevent
employees from access to pornography, children's games, songs,
films, and also blogs which were added to blocking list by
"coincidence" (56). The Arab Network for Human Rights
Information welcomed the lifting of the ‘filtering' of blogs and other
websites by Al-Ahram, which affects all blogs affiliated to the
famous search engine which comprises about 80% of the Egyptian
blogs on the Internet (57).
A number of companies providing internet services in Egypt to
serve the "domestic internet" allow for optional filtering of the
content to block pornographic websites. TEData named the new
service "Internet Family" in 2005, which works on preventing
websites that are contrary to public morality to protect children
where prevention through "charcoal" advanced is continually
updated with the rapid change that are occurring on the internet.
Yet some voices within the community in calling for the State to
withhold "pornographic" websites do so without thinking for a
moment of what will be launched by the government to filtering

these sites. Amazingly those who demanded that this ban are the
very groups that have suffered under government internet
restrictions.
In this context, "Saad al-Husseiny" a parliamentary member from
"Muslim Brotherhood" bloc requested for information in May 2006
from Dr. Tarek Kamel, the Minister of Communications and
Information Technology, calling for the establishment of systems to
withhold broadcast of pornographic websites on the internet.
Pointing out that these websites are spread widely "which corrupts
the morals of the youth", he did so without being aware of the
seriousness of what he called for since he also called for the
government to "impose restrictions and controls on the messages
that are being sent through the mail" (58)!
Arrests on account of using the internet
It may not be easy to link some of the arrest and trials in Egypt and
the use of internet. The reason for this is that the charges that
have been used are mostly taken from the penal laws and the laws
of the press, and there are no direct relationships between them
and the use of the network. However, the authorities arrested and
trialed a number of persons for the use of the internet. The latest of
these cases was that of "Kareem Amer" in November 2006.
- Abdul Kareem Nabeil Soliman (Kareem Amer)
On 6 November 2006 the blogger 22-year-old Abd al-Kareem
Nabil Suleiman, was arrested, a former student of Al-Azhar
University Faculty of Law he was held for four days pending
investigation after questioning about whether the published opinion

articles on several websites mainly log at
http://karam903.blogspot.com . The Public Prosecution decided on
8 November to continue imprisonment of blogger Kareem Amer for
fifteen additional days which is a flagrant violation of the right to
hold opinions without interference. The Egyptian Constitution and
the International Covenant on Civil and Political Rights ratified by
Egypt which is part of Egypt's domestic legislation.
The case against Karim Amer, (No. 6677/2006 administrative
Muharram Bek, Alexandria), included accusations that are clearly
unfair since they criminalize freedom of opinion. Karim was
accused of broadcasting data and malicious rumors that have
‘disrupted public security', ‘insulted the President of the Republic',
and ‘incited to overthrow the regime', a long with other charges of
disrespecting Islam.
The investigation which was attended by his lawyer from the Arab
Network for Human Rights Information and it has been
characterized by serious abuses by the prosecutors in the
presence of three of the agents of the Attorney General. The
investigation was deeply flawed. Firstly there were three
prosecutors rather than the normal one. Secondly they ridiculed
Karim and asked him endless irrelevant questions. Thirdly they
threatened Karim that if he did not comply with everthing they ask
him to do.
It is noteworthy that the security forces had arrested Kareem Amer
for 12 days at the end of October 2005 is illegal because of the
topics he posted on his own blog, which dealt with the events of
the sectarian sedition in the city of Alexandria in the same year.

Internet Cafés
It is rare today that any Egyptian city or even small village has no
internet café. Despite the absence of any firm estimates of the
numbers, they can be very approximately estimated to be in the
thousands. As an example of these numbers, unofficial reports
estimated the number of internet cafes in the "Zagazig" city of AlSharqia governorate to 460 Cafés (59).
There are no detailed laws attaches conditions and procedures
required for the opening of the activity of internet cafés. Therefore
it is not surprising to know that the majority of the cafes in Egypt
work without legal authorization. The ministries of "Culture" and
"communication" dispute who is liable for these cafés. The Ministry
of Culture gave licenses to cafés for a long time.
In 2006 began the features of the disengagement organizational
show which ended with the problem of the ministries of "Culture"
and "communications" to its assumption of the Ministry of
Communications for control and supervision of internet cafés in
Egypt. They also have the power to issue licenses for internet
cafés (60).
With an absence of laws and regulations, police forces are moving
very freely in dealing with internet cafes and without any legal
basis. They are frequently threatened to close the cafés if the
owners do not respond to the requests "police officer", who can be
summarized as a duty to report any activity that the police might
deserve their attention.

Khalid, the owner of an Internet café in a small Egyptian
governorate said that one night city police officers arrested an
Islamic activist who lives beside his Café. After the completion of
the process of arrest, the busy force officer called him and took his
identification card and then asked him to visit him the next day in
his office in the Station, and when Khaled went to get his the card
and determine the cause of the summons, officer questioning him
about the quality of the customers who come to the café, if they
are strangers to the city, and whether the person who was arrested
yesterday was from the cafe and other questions. After this
dialogue clearly the officer asked the youth to contact him
immediately in the event of any strange visit to surf the internet,
and also keep a copy of any printed papers if users saw "any
strange anomalies".
Major General, "Mustafa Rady" Director of the General
Administration of information and documentation said that the
Ministry of the Interior is currently working for a national project to
organize the work of Internet cafes to be in public places and
subject to the work schedule. The Internet cafés are being pursued
through various security departments nationwide, and to control
what happens (61).
In general, there is registration of names within the cafés, but
attempts by the security agencies does not depend on the request
for registration, as happened in Luxor for example. When some
two years ago the police stressed to the cafés the need to register
the names and identity card numbers of visitors to the cafe every
day (62),

It is strange that the voices of many other belongs belonged to the
ruling party calling for the control of the Internet cafes and the
Internet itself, as witnessed by the Local Cairo governorate such
claims "because the phenomenon is the proliferation of coffee
shops have negative aspects and ethical" The Council demanded
that the issuance of licenses for this activity from the neighborhood
just relaxation shops. They also called for setting a minimum age
for visitors of these cafes and forcing it to record the names of
visitors accredited and prove their identities (63). He asked
aldermen Qena, Upper Egypt, the need to reduce the "Internet
clubs and non-licensing only after the application of the law
regulating this and the need for the commitment of those shops
work schedules consultations planned for the rest of the shops and
the need to intensify campaigns and follow-up activities to ensure
its adherence to the law" (64).
According to some unofficial reports, most attendees of internet
cafes are young men. Girls also visit cafes freely, especially in
Cairo and other big cities. The summer is the season of crowded
cafes more than others. The use of the cafe, often for the purpose
of "chat" and the exchange of electronic messages. The majority of
the cafés also provide computer game, which is the most visible
activity in most of these cafes (65), especially in working-class
neighborhoods and small towns.
In 2005 police used a new method of trying to collect information
on Internet cafes, where users were told to write their names and
phone numbers. The managers of these cafes, the situation
described by the Arab Network for Human Rights Information as a
"cheap trick to get this information" and that "Ahmed Nazif", the

Prime Minister is responsible - at the very least - for these
violations perpetrated by the Egyptian police (66).
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Morocco
" There is no censorship at all in Morocco . I think that all attempts
of banning and censoring site are retreating now. I am completely
sure that blocking sites is a desperate attempt to hide the blue sky
above."
Mohammad Al-Azhary, Moroccan citizen.
General Overview
The Moroccan Kingdom is suited in the far north west of the
African continent. It has a close relationship with European
countries particularly France which was the former colonial power
.After winning independence in 1956 royalty returned to Morocco
the first king was Mohammad V king, his grandson Mohammad VI
came to power in 1999.
Initially Mohammad VI started some political reforms. He released
thousands of detainees, gave a financial compensation to families
whose bred winner had died in prison. He also allowed the
opposition to practice its activities (1). During the last few the
country has witnessed a huge development in the economic field
especially in the communication field.
According to the latest statistics, Morocco 's population is over
31milion and the average annual income is 1381 dollars per capita
(2).
Access to the Internet

There are 1.3 million fixed telephone lines and some 9.3 million
mobile phone lines (3). The service has rapidly expanded in the
last few years since just three years ago there were only 5 million
mobile phone lines (4).
The "Morocco Communication” company dominates the
communication market in Morocco where it has a monopoly over
fixed line phones services in addition to offering mobile phone
service. The company was fully government owned until 2000
when a resolution privatizing it was issued.
The market changed enormously in 2006 when the "Mid Tel"
company won the license for the fixed phones service which
means its has entered into service provision over which the
Moroccan company had maintained a monopoly,(though there
were a number of independent providers these were dominated by
the parent company) (5).
The internet first entered Morocco in 1995. Initially there were few
internet users. However this changed when Mohammed IV came
to power. He declared his support for a new educational decade
until 2008 in which all schools will become connect to the internet
(6) . The main reason for the new found importance is in order to
attract foreign investment. Current official statistics estimated there
to be 1 million users and there are more than 10,000 websites
registered in Morocco (7).
Experts believed that the communication market will witness
further rapid development from the beginning of 2006. It is hoped
that the price will be reduced after the monopoly is ended.

Bloggers in Morocco
An active presence on the internet is not restricted to efficient
political groups exclusively and it is also widely used by individuals
to record their personal views via blogs. Most of these are
published in French, the language which prevails among Moroccan
intellectuals. One of the records published news about a corruption
case involving a senior employee in the General Economic Affaires
Ministry. The blogger "Rashid Jankari" published documents and
bills which brought about a wave of reactions. The whistle-blowing
blogger was threatened with the sack but eventually the public
outcry resulted in the dismissal of the high official. (8)
Blocking and Censorship
The reports of International human rights organizations and of
specialists and experts in Morocco mentioned that internet enjoys
freedom and independence unavailable in most other Arab
countries. The state does not ban specific sites (9). It does not
stipulated that it must have the information of those who apply for
the service from the providing company. The citizens can browse
any site in a full privacy (10).Carl Stanziek, the manager of a
company which provides internet services added that there is no,
what are called, "use contracts" between the provider and user of
the service. Also the authority does not impose any liability on the
providing company in cases where there is illegal content. (11).
Morocco is one of the most liberal countries with regard to the
internet in Africa (12). This has meant that the internet is
increasingly used by political forces in Morocco to get their

messages to the public, particularly since the traditional media is
unable to be used for this job. Thus for example, Abdel Alslam
Yassen leader of the "Justice and Charity", association, a political
Islamic organization, has published an open letter in numerous
languages under title of "To whom it may concern" in which he
criticized the era of King Hassan II. He talked openly about the
distribution of the late king's wealth. It was published on the
internet, as the regime banned an independent newspaper that
had published it (13). The State Security department report said
that Moroccan authorities had banned the site of Justice and
Charity (14).
However, the blocking of the site is not permanent as the group
has changed its web address many times. Currently one can
access the site from inside Morocco (15). In addition to the groups
official site on internet which is sometimes banned there are lot of
forums and sites that sympathize with the group and also spread
its ideas and news and these are not blocked (16).
Active political engagement via the internet continues to grow in
Morocco . The Moroccan human right activist "Mahdi Mangara"
who is prohibited from appearing in the traditional mass media had
established a website. Also, he established the "Baraka
Movement" which is similar to the Egyptian Kefaya Movement
since its objective is to oppose despotism and the monopolization
of power. (17)
The relative level of freedom to use internet does not mean that
there are no red lines. The red lines in the traditional media and
political life are well known and include topics such as disagreeing

with royal statues in Morocco and the status of Western Sahara
which the government considers as integral part of Morocco .
Topics that offend the king or Islam are also taboo. These red lines
are also applied to internet in shape of a self censorship by the
users who do not cover such issues even on web forums (18) .
The independent Moroccan press has achieved a lot of freedom
over the last few years. It could, for first time, criticize the royal
position in Morocco and discuss Western Sahara . The Moroccan
press group has welcomed the pledge of Nabiel Abd Allah from the
Ministry of Communication in 2005 to put an end to the
imprisonment of journalists took place under the Moroccan Press
Law. However, to date the Ministry has not implemented the
pledge (19).
Freedoms in general and of internet in particular were restricted by
the anti-terror law of 2003 (20) which local and international human
rights groups opposed. The law includes some articles that curtail
the freedom of internet use. Other reports talked about using
technical methods to block websites, these sources are sure,
however, that such methods will be ineffective (21).
Cases involving the blocking of sites began to increase in 2005
when Reporters Without Borders issued a statement that
condemned the Moroccan authorities for blocking many sites
affiliated to Polisaro Front which seeks independence for Western
Sahara .The statement considered the banning of sites without any
judicial procedure as a scandalous violation of expression freedom
(22). The report spotted banning five sites of the Polisaro Front
including spsrasd.info and asro.org (23).

These sites were blocked using a technique to block IP address. It
is a technique which blocks a great number of sites that have the
same address of the site they want to block and as such is highly
indiscriminate. Consequently the resolution of the Moroccan
authorities led some 2287 different sites being blocked (24).
On 20 December 2005 the Moroccan authorities blocked the
anonymizer site which is an American site that allows internet
users to overcome the ban imposed on some sites by hiding who
the user is (25). This used to help the internet users inside
Morocco to overcome the original ban imposed on the Polisaro
Front sites, which were banned during a media war between them
and the Moroccan government after the Polisaro Front accused
Morocco of blocking its sites. This prevented the inhabitants of
Western Sahara from following the activity of the Front which was,
until then, increasingly successful through its Arabic, French,
English and Spanish sites in winning sympathy of wide spectrum
of the public both Moroccan and international concerning their
issue (26).
Despite the recent rescinding of some hard won rights for internet
freedom, there is growing awareness of opposition positions and
sites and Morocco remains, relatively, free in comparison with
other Arab countries.
Internet Cafés
Internet cafés are an integral part of Moroccan citizens' dealing
with internet this is largely because few Moroccan have computers
sets or internet connections in their homes. Though the number of

houses which are connected to the internet has increased, internet
cafés are still the primary means through which the youth connect
to the internet. (27)
The first net cafés appeared in "Fase" city inside the Sheraton
hotel in 1998. Later cafés spread across all the large and small
towns. The competition which arose from this led to a decrease in
price to 4 to 6 per hour which in turn spured great growth in the
sector (28). It is estimated that there are some 1500 internet cafés
in Morocco (29).Though there are other estimates that put the
number at more like 2500 (30).
Internet cafés help in reducing both poverty and illiteracy among
the youth. It is estimated that some 5,000 people, mostly youth are
employed by internet cafés many of these are university graduates
and students.
There are no official restrictions on internet cafés. The law
specifies that any person has the right to apply for an internet café
license through the Agency. The process is no more complex than
the normal process for any other commercial activity (31).
However, if the café is detrimental to national or public security or
it contradicts morality and customs, the Agency has the right to
prevent offering the service within 2 months, starting from deposit
date that is fixed by the submission date (32) and last for 1year.
The license is renewed annually (33).
The different sources have asserted that internet cafés in Morocco
guarantees full freedom for their clients. One citizen said that there
are no restrictions in internet cafés and that the number of cafés is

continually increasing, though most of the villages are deprived of
this service as it is not available in isolated places (34). Another
citizen says that he can freely brows all pages of internet even
pornographic ones, despite the pressure of some religious
authorities on the government to ban these sites (35). However,
another citizen claimed that that the governor of the town in which
he lives had called the internet café owners and warned them not
to allow clients belonging to the banned group "Justice and
Charity" to enter the cafés .
Human Rights Watch spotted one case of censorship as an owner
asserted that he received a warning from the local police in
February 1997 not to display or operate a geographical computer
program called 3D Atlas .Though the reasons for this were not
clarified, he understood that it contained information about the
‘Sahrawy Republic' (those who claim independence for Western
Sahara) about which the government does not tolerate discussion
(36).
Though the state has not officially taken measures to curtail web
use inside internet cafés there are demands from popular and
press groups for some restrictions. A press report on internet in
Morocco concluded by saying, "there are no policies or initiatives
to protect internet users from full openness to the world” (37).
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Yemen
General Overview
The population of Yemen is approximately 20 million. More than
40% of them live in poverty and some 50% are illiterate. The
economy is still dependent on a market system which allows
governmental interventions and corruption (1).
Such miserable economic circumstances limited access to the
internet due to the high cost of computer sets, access equipments
and subscription. However, Yemen started using the internet in
September 1996 in spite of the risks of investing in the internet in a
state like Yemen . In its manifesto, the state-owned TeleYemen
Company mentioned that it did not only provide internet service for
money and trading, but also to provide the Yemeni people with
such a vital service that may help in their countries development
(2).
Internet and Telecommunications Sector
Yemen has two internet service providers TeleYemen
http://www.teleyemen.com.ye and Yemen Net www.yemen.net.ye .
At the beginning of 2006, Yemen had some 1.3 million terrestrial
phone lines and 110,000 internet subscriptions (3). There are in
excess of 286 websites hosted by local service providers.
These low figures are partially a result of the lack of proper
infrastructure. Thus both the number of users and the rate of
growth of the internet in Yemen are much lower than in other
states in the region, such as Saudi Arabia . However, the social

and economic situation does not allow massive increase in the
number of clients (4). Until recently, access to the internet was not
allowed in Yemen except via Dial-Up or ISDN. However, TeleYemen recently launched an ADSL service (5). Despite the great
advantages this service offers Yemeni citizens, the economic
situation in Yemen means that only very few are able to take
advantage of it and there are less than 2000 ADSL service
subscribers (6).
The rate of computer usage has increased dramatically in Yemen
from there being 36,600 sets in the whole Yemen in 2000 to some
250,000 in July 2005 (7). The economic situation also prevents
Yemenis from spending long periods of time engaged in activities
on the Web, which significantly limits the impact of the internet on
the political and social life of Yemen .
Communication and Internet Law
The Yemeni Constitution prohibits interference in private life.
However, this prohibition is ignored in practice in many different
situations. The political security forces and the Ministry of Interior
routinely search homes and private offices, control phone calls and
read emails. In addition, there are wide spread interference in
many other personal matters all of which are alleged to be based
on security intelligence. It is important to note that these practices
are implemented without any legal orders being issued and they
are they done without judicial supervision (8).
With regard to freedom of expression and publishing, the Yemeni
Constitution guarantees freedom of expression and freedom of the

press "within the limits of the law". The Yemeni press is among the
institutions that enjoy relative freedom in the Arab region despite
the many difficulties it experiences. The Law on the Press and
Publication No. 25/1990 regulates media activities in Yemen . The
Ministry of Information supervises the application of its provisions.
The Act gives the right to any Yemeni citizen, institution, political
party, or group to publish newspapers and magazines. But the law
stipulates that the financing of any of these publications from
foreign bodies is prohibited. The Penal Code stipulates a penalty
of five years in prison for those who "insult their state or state
prominent figures" or publish "false information which may raise
sedition and harm the unity of the country (9).
The Press and Publications Act of 1990 criminalize the "subjective
criticism of the Head of State ... which lacks constructive criticism"
and the publication of any "false information" that may spread
"chaos and confusion" as well as the publication of any "false
reports" aiming to harm any Arab country, friend, or their
relationship with Yemen . As is clear, these stipulations which
apply to traditional press and publishing via the internet are
sufficiently broad that they can be adapted applied according to
the desire and need of the government.
Censorship and Website Blocking
The government does not exercise general or violent prohibitions
on the web. The policy of the government policy of banning the
web is rather selective. It mainly focuses on the websites handling
sensitive political issues or those that contradict the government.
However, pornographic websites which the government use as

there primary reason for justifying the censoring and blocking of
websites are not blocked and can be accessed with little difficulty
from within Yemen . Despite the government's assertion that it
does not monitor the use of the Internet, Political Security
Authorities read private emails according to many reports . The
government does not impose general blocking on websites like
many other Arab countries, it only prohibits access to certain
websites (10). This leads to problems suffered by users in Yemen
which is blamed either upon the censorship imposed or upon the
inefficient workers in the competent Ministry of Communications in
Yemen (11).
According to the reports issued by international human rights
organizations, Yemen replaced the direct and public control of the
internet with indirect restrictions. The government monopolized
services provision and kept the price of access to the internet very
high so that many citizens are unable to afford to use it (12).
In the context of the continuing state monopoly of internet services,
private companies are not allowed to provide the service to date.
In October 2005, the State raised the tariff rate of terrestrial phone
lines and internet services by 50% (13). The increase in prices
contradicts the official government statements that claim to be
promoting the spread of modern means of communication in order
to power Yemen 's economic growth. Such decisions also
contributing to decrease the incentives that ordinary citizens have
to using the internet. However, the increase in price did not
continue as the cost of Internet service subscription decreased
from 18 riyals per minute (14) (one dollar=192 riyals) to only one
riyal per minute (15). The cost of subscription to ADSL service

provided by Super Yemen Net is 5600 riyals per month (16), which
would increase demand for the service in the coming years
The state-owned Yemeni internet service provider companies
announced their website blocking policy. Yemen Net company
asserted that it "block what contradicts belief and traditions as well
as national dominance" (17). This statement is clearly open to an
overwhelming number of definitions and may be used to include
thousands of different websites.
TeleYemen Company established dozens of terms and conditions
or hosting a website on its providers. These conditions contain
provisions that the website must not include any immoral content,
any material that may contradict the Quran or the Prophet
Muhammad's teachings, or Islamic legislation in general. The
websites should also not contain any materials that may cause
national disunity or encourage sectarian or ethnic disputes. They
should not include information that may offend the history and
culture of Yemen or material that may negatively affect its
relationships with other countries worldwide (18). Although this
definition is far more detailed that the one provided by Yemen Net
it again can be applied to virtually any website that the government
wishes to block.
TeleYemen also informs the authorities of any ‘illegal' use or
attempted use of its services. The company also has the right to
censor the contents of the page browsed by the customer in any
way it deems appropriate.

In addition to the problems relating to prices and monopoly of
service by state-owned companies, the network suffers frequent
breakdowns. These lead to pauses in the broadcasting of news
websites and prevent users from accessing the internet. The
service providers claimed that these are merely technical
breakdowns. However, websites administrators have asserted that
these breakdowns are deliberately designed to prevent visitors
from access to their websites. A few months ago, internet service
was stopped in Yemen for several hours because of what officials
called a malfunction in the main cables. This suspended news
websites from updating their news. Also, several websites was
negatively affected such as Ray News www.raynews.net , News
Yemen http://www.newsyemen.net , Al-Wasat newspaper
http://www.alwasat-ye.net , and Journalists' Syndicate (19). As
usual, TeleYemen Company denied its involvement in stopping the
service. It rather blamed hosting companies abroad for this, which
was proved to be untrue (20).
Yemen like other Arab countries has adopted blocking and
censorship policies which the government claims are in order to
preserve "moral" values by blocking certain websites. However,
not only these websites are blocked, some political and cultural
websites are also blocked.
Despite the government's insistence that it does not censor or
block websites' contents, a significant number of reports show this
claim to be false. Al-Tagheer.net website http://www.al-tagheer.net
was blocked on Sunday 23 April 2006 . The chief editor of the
website said that the company hosting his website called Yemen
Hoft attributed the problem to the company's service provider

Yemen Net, which in turn, denied that it blocked the website (21).
The chief editor said that their website was accessed through
TeleYemen and from outside Yemen .
A similar incident was experienced by the Nass Press website
http://www.nasspress.com . The administrators claimed that they
have not been able to access their website since 24 April 2006 and
that the website suffered intermittent blocking before it was
blocked completely for no clear reasons (22). This forced the chief
editor of the website; Abdul Basset Al-Ka'edy to accuse internet
provider with being the reason behind such blocking after the
hosting company asserted that it does not have any problems. The
most serious part is that Al-Ka'edy accused Yemen Public
Telecommunications Corporation (PTC) with conducting
experiments to discover the best effective methods to block certain
websites. As usual, Internet Manager at PTC denied this (23).
The owner Hdr Mut web site, www.hdrmut.net , said that his
website was blocked within Yemen even though it includes
precedent Sunni Islamic materials. The reason why it was blocked
was because of the posting of just one political topic. The website
owner with the pseudonym Abu-Hadhram said that he contacted
many officials to try and have the site unblocked for almost one
year in vain (24).
The blocking of the website is not permanent, as can be seen by
internet users from inside of Yemen as it could be accessed at
some times yet at others it could not be accessed. Blocking itself
differs from one providing company to the other according to
blocking mechanisms used by each of them (25). This is

customary in Arab countries where more than one company
provides the service.
Even during the running of the first presidential elections
authorities worked hard on limiting citizens' freedom online.
Among the websites blocked by authorities was Al-Mostakela
forum www.mostakela.com . It is a traditional text web forum which
was blocked by the government on 18 September 2006 , only two
days prior to the elections. Also, Nass Press website
www.nasspress.com was blocked because of the large number of
posts on it that critized Saleh on it. It was blocked from 13
September to 24 September 2006 . Hewarye website
www.hewarye.com was also blocked although all the opinions
posted on its pages support the Yemeni president (26). The
blocking was also extended to Yemeni Council website www.alyemen.org and Yemen Sound website www.yemen-sound.com .
They are independent websites which provides space for
discussion, particularly for Yemeni youth (27).
Open Net Initiative mentioned in a specialized report that the two
internet service provider companies in Yemen use an American
blocking technique called "Websense" and that Yemen Net
company holds only 10.000 licenses for this technique, although it
has 65 thousands subscribers. Therefore, the blocking is applied
on the first 10.000 websites accessing the internet, simultaneously.
Any additional user who access at the same moment can skip
blocking mechanism (28).

The practical experiments conducted by Open Net Initiative staff
proved that the rate of blocking and filtering increased in the period
between 2004 and 2005 from 10% to 12% at TeleYemen, and
from 6% to 14% at Yemen Net. The conclusions proved that the
two companies blocked many pornographic websites and some
Proxy websites (29).
Internet Cafés
Given the dire economic circumstances suffered by Yemeni
citizens and the high cost of access to the internet, internet cafés
are the sole means by which most Yemenis are able to access the
internet, despite the traditional problems caused by the official
authorities, the visitors of internet cafés suffer other sociological
problems.
An official report claimed that there are some 1500 public internet
cafés with average six computer sets per café. (30).
So far, conservative Yemenis are suspicious about internet cafés
especially because most of the society looks at the disadvantages
of the internet and disregard its advantages.
Since March 2006, the security forces issued general instructions
for internet café owners urging them to write down the data of
those who browse the internet, those who call them via the phone,
and those who send faxes via their cafés. Security forces
distributed printed forms to fill in such data, at least in "Al-Hadida"
governorate (31).

Early in May 2006, in Al-Hadida governorate internet cafés was
visited by a widespread security campaign which resulted in the
arrest of large numbers of internet café and telecommunication
shop owners. The official reason behind this crackdown was the
failure of owners to comply with the minute instructions of
registering the names and ID card numbers of their clients.
Reports mentioned that authorities released 40 detainees, two
days after the arrest, while the others are still under detention (32).
They were later released.
In addition to frequent harassments against internet café owners
by security forces, some internet café owners practice selfcensorship on the activities of their clients. A internet café
manager said that he censors the opening of pornographic
websites and prevents it, and if the problem persists the client is
forced to leave (33).
In a deeply conservative society such as Yemen , the increase in
the number of internet cafés is of significant importance,
particularly for females. However, the percentage of females
visiting internet cafés in Yemen does not exceed 2%, according to
the managers of these cafés (34). Although a different source said
that the percentage has now increased to 10% (35). Nevertheless,
the women who use the internet have to overcome numerous
obstacles facing them given the deeply conservative nature of
Yemeni society.
Many provisions are made by the state to regulate the interior
workings of the internet cafes to limit the freedom of the users.
This includes the banning of side barriers which separate the café

clients and makes all the computer screens visible from different
positions (36). By applying such conditions, the privacy of internet
users is violated. Many internet cafe owners considered such
actions and provision an intervention in the personal life of clients
and that all users feel censored in internet cafés even while
browsing one's email or writing a personal email (37).
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Arabic Blogs: An Embodiment of Freedom of Expression
There are almost 40,000 Arabic blogs out of the 37 million on the
internet (1), (2). Although most of them were created in 2006, there
influence and popularity has exceeded all expectations. The blogs
act as a pain in the tooth for many Arab governments which fear
citizens gaining the means to reveal their illegal and antidemocratic practices. The Egyptian bloggers, in particular, are
pioneers who have guided other Arab bloggers. Some bloggers
have suffered harassment and even imprisonment because of their
online activities.
Despite the novelty of blogging in Arab world, it has become an
effective tool for Arab bloggers to express themselves and reveal
both public and personal grievances.
Many groups use this method to revealing issues normally taboo
and passed over in silence in the Arab world. To give but a few
examples, private details are discussed on blogs like "
http://benkerishan.blogspot.com / " from the UAE, " http://bahaiegypt.blogspot.com / " discusses the Egyptian Bahaists, Mohamed
Al-Hanfi's blog from Morocco is full of information about Marxism
and syndicate issues, the Baheyya blog "
http://baheyya.blogspot.com / " gives political analysis of Egyptian
affairs, Al-Wa'e Al-Mesry's " http://misrdigital.blogspirit.com / "
news from Egypt, and Mahmoud Yousef's Blog "
http://mahmood.tv / " news and information from Bahrain.
Arab governments and information technology companies are
highly disturbed by this powerful new tool. They have worked on

blocking blogs (such as Ibn Krishan blog in the UAE), removing
some posts (Rabah El-Que'y blogs in Jordanian from Blogs
Aggregator), controlling blogs (such as the OCSAB blog
aggregator in Saudi Arabia " http://www.ocsab.com / "), arresting
and detaining some bloggers (Kareem Amer from Egypt ), and
preventing some bloggers from travel (Hala Al-Masry).
Arab Blogs Rise in Tandem with Important Events
Arab blogs started to appear almost three years ago with blogs like
Hawliat Saheb Al-Ashgar ( http://gharbeia.net / ), Serdal (
http://www.serdal.com / ), Tay El-Motasel (
http://zamakan.gharbeia.org / ), Tak Hanak (
http://digressing.blogspot.com / ), and Lenta'ada El-Tabi'ey (
http://beyondnormal.blogspot.com / ). Certain major events that
took place participated in spreading this new media and
encouraged many youths to create their own blogs. These were:
• A series of articles written by the renowned columnist Jihad
Khazan in 2006, in Al-Hayat newspaper of London , on blogging
and the internet in the world in general and in the Arab region in
particular
• The reference by Egyptian columnist Mohamed Hassanien Hiekal
in his interview with Al-Jazeera TV that he is extremely interested
in the issues posted on the Baheyya blog
• The campaign launched in October 2005 to defend the Egyptian
blogger Kareem Amer who was illegally arrested by Security
Forces for what he wrote.

• Manalaa blog won Best Blog Prize from Reporters Without
Borders and Al-Jazeera TV broadcasted this fact in a TV show on
blogs
• Many Egyptian bloggers participated in the reform movement in
Egypt, whether by online blogging or street activism, including the
strike in Tahrir Square to support judges in their struggle against
the state, and a demonstration titled "sweeping [urging] AlSayedda Zeinab to take action against Ministry of Interior" in Egypt
• The arrests of some Egyptian bloggers during the Egyptian
judicial independence upheaval, and the sever torture of one of
them - Mohamed Al-Sharkawy in May 2006
These major events participated in promoting blogs and bloggers
all over the Arab world and encouraged many Arabs to create their
own blogs. Internet users in general and youth in particular are
extremely interested in practicing their right to freedom of
expression via this tool.
Blogs - Freedom of Expression without the Usual "Buts"
Arab governments used to announce their support to freedom of
expression and then qualify this with the word "but", which is
normally followed by "according to: public security, religious morals
and ethics…". In this way, the word "but" has formed a huge hole
in citizens right to freedom of expression which religious extremists
and police forces use to justify the confiscation of newspapers, the
blocking of websites, and a host of other forms of harassment.

Bloggers often ignore the "but" and practice their right to freedom
of expression without fear of harassment or any other restrictions.
Eventually, since they embody freedom of expression and
therefore say what others dare not to, they are able to reach an
audience with trusts their more honest coverage (3).
One of the reasons why blogs have become so popular all over the
Arab world is their use of Arabic colloquial language (as opposed
to the more formal Arabic normally used in the media which is
different to the everyday spoken language that people use to
communicate with each other in their homes and on the street),
they also use the same expressions that are used in the streets
and cafes in their writing. This encouraged the youth to use their
own spoken language in writing (which is normally discouraged in
favor of the more formal language used in written Arabic).
The post titled "Masturbate, Masturbate … in Every Place" written
by Manal is the best proof of the use of bold and free language in
blog writing (4). The post narrates an incident that happened to
Manal while traveling to Milan in Italy , while a man was
masturbating in the seat just beside her. This aroused a discussion
between Manalaa readers concerning the use of such bold
expressions. Some supported this as a proof on credibility and the
honest rendering of the event. More than 40,000 people read this
post. Most comments posted encouraged the use of plain, direct
language in the blog. Many blogs use bold titles like Tafayat
Sagaer (An Ashtray) ( http://tafaya.blogspot.com / ), La Wahad
Iftiraadi Wala 9eezi (He/ She is not all that) (
http://lawahadiftiraadiwala6eezi.blogspot.com / ), Ya Akhi Aha
(Pisss Off) ( http://yakhya7a.blogspot.com / ), Harat Abeih Afandy

(Filthy Mouthed Boss Man) ( http://abei7afandy.blogspot.com / ).
Even BBC used the title "Malh and Felfel" (Hot and Spicy) for the
Arabic blogs section ( http://www.bbc.co.uk/blogs/arabic / ).
Arabic Blogs: Troubling those long used to monopolizing power
While reviewing Arabic blogs, one can see the wide range of
issues that they deal with, including - literary writings, personal
issues, or technical tips. There are also a huge amount of political
issues discussed and this is part of the reason of blogs' popularity
particularly there relationships with political movements supporting
Democracy in the Arab world.
As previously mentioned, the activity of the Arab bloggers in the
political field has resulted in the arrest of many of them. The
oppression practiced by the government against bloggers (.
detention in Egypt , blocking in Saudi Arabia , Tunisia , and UAE)
does not stop the bloggers' call for Democracy and reform.
For example, the first person who dared to post the photo of the
officer infamous for torture in Egypt was Alaa Abdul Fattah. He
posted the photo of State Security officer Walid Al-Dosuky who is
famous for torturing people in police stations. The title of the post
was "The Head of State Security Torturers Walid El-Dosuky" (5).
The blog also has some stories relating to the tyranny of this
officer who stood in the street during demonstrations to take
photos of demonstrators with his mobile phone camera. It is
noteworthy that many human rights organizations have published
the name of this officer before as a violator of human rights for
torturing detainees.

The most famous blog is that of Mahmoud Yousef in Bahrain (
http://mahmood.tv / ), which was blocked. Mahmoud launched a
campaign to eliminate discrimination according to religion. The
campaign was titled "Not Sunni, not Shiite, only Bahraini". His blog
very respectful and makes excellent us of his right to freedom of
expression. Mahmoud' commented on the blocking his weblog – a
decision made by the Minister of information - by saying that "I did
not insult or defame any person, and if I proved to do so I will bear
the consequences" (6).
In addition, the Egyptian blogger and student Abdul Kareem Nabiel
Soliman was expelled from Al-Azhar University and kidnapped by
state security forces because of his writings, in October 2005 (7).
The same blogger is detained by the public prosecutor as a result
of a complaint made by Al-Azhar University against him. He is
accused of insulting religion and defaming President Mubarak, in
addition to announcing himself as a secularist. Kareem wrote a
post entitled "No God but Human". It is this that the Public
Prosecutor and Al-Azhar considered contempt of religion.
Arabic Blogging and the Future
A constant struggle – governments will try to blocking internet user
and bloggers will try to dodge round the blocks!
With the increasing number of bloggers, the suppression by Arab
governments against freedom of expression will also increase.
"Oppression is practiced in the Middle East . Yet, we might see
more mechanism to punish these bloggers in the future," the

Executive Director of the Committee to Protect Bloggers, Kurt
Hearts, said (8).
The campaigns launched by international organizations interested
in human rights issues (Reporters without Borders and Amnesty
International), the technical developments which helped to hide the
real identity of bloggers, and the fact the web cannot be controlled,
will not eliminate oppression. However, this will clearly reveal the
true face of these governments. On the other hand, the internet
and bloggers will succeed in revealing the governments'
illegitimate practices.
-------------------------------1-Interview with Malik Mustpher, Amro Garbiyya, Egyptian
Bloggers, Cairo 2006.
2-Le Monde Diplomatique, August 2006, Arabic version by Manwel
Casters.
3-For example the sexual harassment on the streets of Cairo that
the government denied but was clear covered by the blogging
community.
4-Alaa and Manal Blog, October 5 2005,
http://www.manalaa.net/a7a_department/airplane_wanker visited
September 12 2006.
5-"The Head of State Security Torturers Walid El-Dosuky" 30 April
2006, http://www.manalaa.net/master_torturer_walid_el_desoky
visited July 14 2006.
6-http://mahmood.tv/?page_id=2867
7-http://karam903.blogspot.com /
8-http://www.kitab.nl/2006/01/08/modawwana-misriyya translated
by Sami ben Garbiyya
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Opinion poll by the Arabic Network for Human Rights Information
The poll was used for the report
The Arabic Network for Human Rights Information is preparing a
study on the use of internet and its freedom in the Arab World,
covering 18 Arab countries. Your answers to the following question
will be highly useful for our research. We will keep the privacy of
your answers. Please reply to the questions and send them to our
email address by 15 August 2006.
Questions:
1. Do you face any problems while browsing any website? What
kind of websites are they? Please give examples
2. What are the prices of subscription to internet service? Do you
consider these prices reasonable? Do you think the prices
influence how internet use is spread?
3. How many hours do you use the internet daily or weekly?
4. What are the main uses of internet for you? e.g Chat, News,
Email, downloading files, others
5. In your opinion, what is main reason for restriction on the
Internet? Family, State, Internet Café owners, or other (please
mention)?
6. What is the status of internet access in Internet Cafes? Are your
names registered? Is there any censorship? Do you face any
problems?
7. Have you witnessed any restriction, blocking of active websites,
harassments, arrests?
8. Do you have any witness statements or stances that you find
necessary to mention? What are they?

Information:
Country:
Age:
Gender:
Please send your responses to :
openarabnet@yahoo.com

